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*************Beginn of CHANGES***************

*************CHANGE 1***************

8
Potential security requirements for Rel-12

Generic requirements:

According to SA1 requirements (3GPP TS 22.468, [2]):

· "The system shall support at least the same security level for Group Communication (e.g. for Authentication, Integrity, Confidentiality and Privacy) as a 3GPP LTE packet data bearer."

· Security mechanisms defined shall be compatible with stage 1 requirements for performance and scalability.

MBMS Delivery specific GCSE security requirements:

· The BM-SC and the GCSE AS shall mutually authenticate each other.

· The signalling messages between the BM-SC and the GCS AS shall be integrity and confidentiality protected.

· The signalling messages between the BM-SC and the GCS AS shall be replay protected.
· The user plane messages between BM-SC and the GCS AS shall be integrity protected.

NOTE 1: Integrity protection can also be provided by physical, instead of cryptographic protection.
· The BM-SC may apply access control on the messages initiated by the GCS AS. 

· Similarly the GCS AS may apply access control on the messages initiated by the BM-SC.

NOTE 2: MBMS security may or may not be used independent of GCSE.

.

NOTE 3: It is assumed that LTE access security mechanisms at the air interface are used.

NOTE 4: No requirements are given on Rx and SGi, which are generic interfaces and therefore not specified in the scope of GCSE. 

*************End of CHANGES***************

