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1 Introduction
SA3 has been discussing the respective merits of defining their own security requirements vs. referencing existing security requirements from other sources. During ten years of refining DT-internal security requirements, the same question was raised again and again. Even though existing public security requirements and best practices are a valuable source of knowledge, we found that they were not directly usable for evaluation of network elements for several reasons. Existing requirements documents... 
· ...were often deemed incomplete and would need additions to cover all aspects of NE security

· ...sometimes contained inadequate text or requirements not suitable for 3GPP NE
· ...were sometimes no longer maintained by their authors or taken offline.

· ...are often focused on specific products, so we'd need to gather contents from many different sources, with varying update intervals.
For these reasons, DT decided to create their own set of security requirements. But of course, these requirements stand on the shoulders of giants, i.e. they are derived from best practice guidelines of the security community (incl. vendors).
2 DT's Security Requirements
DT will be publishing their complete set of requirements (Release Aug. 2014), which is included in this contribution, on http://www.telekom.com soon. Anyone is invited to provide feedback. The (vertical) hierarchy regarding level of detail of the requirements was explained in the companion contribution S3-142031. Moreover, the requirements are separated (horizontally) according to their target: vendor, system, or architecture.
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Only system security requirements are relevant in the SECAM context. DT uses the term "system" in a generic sense, derived from system theory. A system is an entity with input and output interfaces that processes input data and generates output data according to defined rules. Every system consists of elements (also called subsystems or components). Therefore, a system can be an NE, an operating system, a protocol handler etc.
Each requirement text lists a motivation for it, and the threats that are addressed. Example:
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Only those operating system, middleware and application software and hardware components may be used on a sys-
tem which are supported by the vendor, the producer, the developer or other contractual partner of Deutsche Telekom
AG. Components that have reached end-of-life or end-of-support must not be used. Excluded are components that

have a special support contract. This contract must guarantee the correction of vulnerabilities over components life-
time.

Motivation: Hardware and software components that have reached end of life or end of support represent a risk for a
system. This means that a vendor does not supply remedial updates or patches for a component should errors or vul-
nerabilities occur. This means that vulnerabilities cannot be fixed when they occur and could be exploited to com-
promise the system or to impair its availability.

For this requirement the following threats are relevant:

* Unauthorized access to the system

* Unauthorized access or tapping of data

* Unauthorized modification of data

* Disruption of availability




3 Proposal
SA3 is kindly asked to consider DT security requirements on systems as source or reference for defining SCAS security requirements.
