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1
Opening of the Meeting

The meeting was chaired by Dr Anand Prasad (NEC Europe Ltd / ETSI), Chairman 3GPP SA3, who opened the meeting at 09h00.

On behalf of the host, the Japanese Friends of 3GPP (JF3), Mme Dr. Xiaowei ZHANG (NEC) welcomed the delegates to Sapporo, Japan, and presented the practical arrangements for the meeting,

2
Approval of Agenda and Meeting Objectives

S3-140700
Agenda





Source: SA3 Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

To investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

To notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms

4
Meeting Reports

4.1
Approval of the Reports from SA3#74 and SA#74Bis

S3-140703
Report from last SA3 meeting (SA3#74, Taipei, Taiwan, 20-24 Jan 2014)





Source: MCC

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140910
Report from SA3#74. Taipei, Taiwan, 20-24 Jan 2014





Source: MCC

Abstract: 

-

Discussion: 

Review the list of action items. Result: both discharged/completed.

74/1, agenda 7.10, S3-14025 Send an email letting the delegates know about the 900 series spec uploaded to the 3GPP website, MCC, 2014-04

74/2, MCC to contact the Spoof Rapporteur to resubmit the spec for next meeting and implement the agreed conclusions, MCC, 2014-04

Decision: 

The document was approved.



S3-140913
Report from last SA3 meeting (SA3#74bis Sophia Antipolis, France, 31 Mar - 2 Apr 2014)





Source: MCC

Discussion: 

S3-140407 comment: Change Qualcomm to NTT DoCoMO's proposal.

Review the list of action items. 

74bis/1, agenda 4.2, S3-140511  All delegates to address the i/c LS in S3-140511.  SA3#75 Result: ongoing till completion of Rel-12 work on ProSe in order to check if an LS reply is needed)

74bis/2, agenda 4.2, S3-140537  All delegates to take account of the editor's notes mentioned in S3-140537 in future work of SA3 by way of any necessary contributions. 

SA3#75 Result: ongoing till end of ProSe to check if LS reply needed)

74bis/3, agenda 4.2, S3-140557 MCC to ask for a spec number for the new ProSe TS. SA3#75 result: TS 33.303 has been allocated. Discharged/closed

Decision: 

The document was revised to S3-140925.



S3-140925
Report from last SA3 meeting (SA3#74bis Sophia Antipolis, France, 31 Mar - 2 Apr 2014)





Source: MCC

(Replaces S3-140913)

Decision: 

The document was approved.



4.2
Report from SA #62

S3-140701
Report from last SA meeting (SA#63, 5–7 March 2014, Fukuoka, Japan)





Source: SA3 Chairman

Abstract: 

1. Introduction

This document contains information about the TSG SA #63 outcome on SA3 submissions, and information on SA discussions and issues relevant for SA3 work.

The SA#63 documents can be found at:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_63/Docs/

The draft SA#63 meeting report can be found at:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_63/Report/

The SA3 status report to SA #63 [SP-140017] is attached. 

2. SA#63 outcome on SA3 submissions

All CRs were approved without modifications. MTCe TR and TS were also approved.

3. SA#63 outcome on SA3-LI submissions

All CRs were approved without modifications.

4. SA3 report and status

Telecom Italia commented on SA3 report that a response from SA3-LI is expected to complete the ProSe activity.

During review of 3GPP work-plan [SP 140046] it was commented that SA3 has not shown status of STAS and WLAN-NS activities for which exception was requested in SA#62 I(Dec 2014). Following was the response:

•
STAS:
SA#63 was informed that only editorial corrections of STAS TSs were to be done. 

The work is now complete and SA3 expect Rel-12 STAS to be closed at SA#64 (Jun 2014).

•
WLAN-NS:
SA3 chairman requested SA and MCC for advice on how to proceed. 

The Work Plan manager (MCC) replied that the SA3 activity will be moved out of Rel-12 and a new WID will be needed for this for continuation of work in the Rel-13 timeframe. 

This means that there will be no SA3 TR in Rel-12 for WLAN-NS.

5. SA3 WIDs/SIDs related

ProSe

SA2 TR [SP 140116: TR 23.703] and TS [SP 140119: TS 23.303] were approved. 

RAN [SP-140161] decided that "relay" will not be covered in Rel-12. 

NOTE:
SA2 does not plan to maintain TR 23.703 anymore.

GCSE

SA2 TR [SP-140117: TR 23.768] and TS [SP-140118: TR 23.468] were approved. 

NOTE:
SA2 does not plan to maintain TR 23.768 anymore; any future work will be done in a new TR.

6. Major discussions items in SA#63

Below is a list of topics of major discussions at SA#63 related to SA3 activity:

1.
Network Function Virtualization:

Several companies presented their views during the meeting. Finally it was concluded that further discussion will take place at SA#64 (Jun 2014) when high level guidelines for activity in different working groups will be decided. 

Slide-set with agreements achieved is available in [SP 140158].

SA5 will develop a SID to be presented in SA#64, this SID will have no impact on activities of other working groups.

2.
Small Cell Enhancements:

Input from SA2, SA3 and RAN were presented. Rel-12 work can be completed by both, SA2 and SA3, by SA#64. 

SA2 and SA3 work should be added to the RAN umbrella Feature-level WID, where SA3 and SA2 WIDs will be independent.

3.
WiFi Interworking:

This topic is of concern to RAN2 and SA2 but it is similar to 3GPP work on I-WLAN. 

It was agreed that work on I-WLAN will be stopped from Rel-12 onwards. 

An LS [SP-140149] with SA#63 decisions has been sent to all related 3GPP WGs. 

A way to proceed with I-WLAN related 3GPP TRs/TSs will be decided at SA#64 (Jun 2014).

7. Other topics

Few topics related to SA3 or of potential interest to SA3 delegates are noted below:

•
Few points from RAN report [SP-140161]:


An LS has been sent to SA3 requesting study on security regarding IMEI-SV being sent to eNB.


Workshop on “LTE in unlicensed spectrum” is planned co-located and after RP#64 (Jun 2014).

•
iSA2 requested SA3 to study security aspects of WLAN Control Protocol (WLCP) in LS [SP-140096].

•
For SA1 Draft TR 22.806 [SP-140070] on Application specific Congestion control for Data Communication (FS_ACDC), the SA1 report states that: "Although no additional security requirements were identified, authentication of applications assigned to different categories may need to be considered by SA3".

•
Use file extension “doc” for TRs, TSs and CRs.

•
3GPP ran-out of 800 numbers thus 800 series type TRs are new being given 700 series numbers.

8. Approved WIDs with security aspects

Following are approved SA1 WIDs with security aspects:

•
[SP-140073] Study on RAN Sharing Enhancements on GERAN and UTRAN (FS_GUSH): 

RAN Sharing Enhancements shall not negatively affect security or privacy of sharing networks or subscribers.

•
[SP-140167] Isolated E-UTRAN Operation for Public Safety (IOPS): 

SA3 to review security aspects [TR 22.897].

•
[SP-140074] Service aspects for dealing with User Control over spoofed calls: 

Related to existing study in SA3 on Security on spoofed call detection and prevention (FS_SPOOF)

•
[SP-140166] Enhancements to WebRTC interoperability (WebRTCi)

Decision: 

The document was approved.



4.3
Report from SA3-LI 

There were no written contributions under this agenda item apart an email sent by the SA3-LI chairman before the meeting to the SA3 email exploder list.

Based on the above email, Mr. Alex Leadbeater (BT Group), SA3-LI chairman, verbally reported the results of the SA3-LI#53 meeting.

SA3-LI have approved the CRs, WIDs and LSs below. 

The CRs were provided to SA3 for email approval and/or comment by 16/05/2014 17:00 CET.

33.107 CRs:  039r1, 040r1, 044r2, 051r3, 058r1, 060r3, 066r2, 071r2,  

33.108 CRs:  041r1, 042r4, 045r2, 049r1, 062r2

LS: 047r3, 077r2, 078r1

WID/SID: 048r3, 076r2

5
Items for early consideration

There were no contributions under this agenda item.

6
Reports and Liaisons from other Groups

S3-140715
LS_in from ITU-T SG 17 meeting (Geneva, 15-24 Jan 2014) to SA3 on Security capability requirements for countering smartphone-based





Source: ITU-T SG 17

Abstract: 

ITU-T Study Group 17, Security, at its current meeting, has started new work item draft Recommendation ITU-T X.sbb concerning smartphone-based botnets. Attached is the current draft.

SG17 would appreciate review of this draft and identification of duplicate work with 3GPP SA3, if any, and any suggestions for improvements that appear appropriate.

Attachment: 1

•
Draft Rec. ITU-T X.sbb, Security capability requirements for countering smartphone-based botnet.

Discussion: 

Mr. Colin Blanchard (BT Group): Both ITU WIs should be combined (The other LS_in S3-140721 is more elaborated). 

But SA3 should answer both LSs separately.

Decision: 

The document was replied to.



S3-140916
LS_out Reply to ITU-T SG 17 on Security capability requirements for countering smartphone-based





Source: SA3#75

(Replaces S3-140715)

Discussion: 

Reply by Mr. Colin Blanchard (BT Group)

Decision: 

The document was approved.



S3-140721
LS_in from ITU-T SG 17 meeting (Geneva, 15-24 Jan 2014) to SA3 on Request to comment a draft Rec. ITU-T X.msec-8 (Secure application distribution framework for communication devices)





Source: ITU-T SG 17

Abstract: 

ITU-T Study Group 17, Security, would like to request your groups to 
review draft Recommendation ITU-T X.msec-8 "Secure application distribution framework for communication devices" for which we intend to initiate the approval process at its meeting from 17-26 September 2014.

We would appreciate getting feedback from your groups on this project.

Attachment: 1

•
draft Recommendation X.msec-8, Secure application distribution framework for communication devices.

Discussion: 

Mr. Colin Blanchard (BT Group) presented

Decision: 

The document was replied to.



S3-140917
LS_out Reply to ITU-T SG 17 on Request to comment a draft Rec. ITU-T X.msec-8 (Secure application distribution framework for communication devices)





Source: SA3#75

(Replaces S3-140721)

Discussion: 

Reply by Mr. Colin Blanchard (BT Group)

Decision: 

The document was approved.



S3-140720
[FS_XML_AF_PCRF] LS_in from CT to SA3 (cc CT3) on XML based access of AF to the PCRF





Source: CP-140189

Abstract: 

Attachments:
CP-140081 (TR 29.817)

1. Overall Description:

CT kindly informs SA3 that CT approved TR 29.817 which describes solutions for an XML based protocol between the AF and the PCRF for the case of non IMS applications. 

Considerations on security of  the communication over the XML based Rx interface are documented in section 9 of the TR, for which SA3 is responsible. 

Section 11 of the TR recommends to proceed with normative work and corresponding work is expected to start by CT#64, for which SA3 would need to be involved for the security aspects. 

2. Actions: 

To SA3 group.

ACTION: 
CT TSG kindly asks SA3 to take note of the above information.

Decision: 

The document was noted.



S3-140718
LS_in from CT3 to SA3 (cc CT) Reply on XML based access of AF to the PCRF





Source: C3-141326

Abstract: 

Attachments:


TR 29.817 v12.0.0 (Study on XML based access of AF to the PCRF)

C3-141327 (agreed WID for "Representational State Transfer (REST) reference point between Application Function (AF) and Protocol Converter (PC)")

1. Overall Description:

CT3 started the normative work based on TR 29.817. 

The normative work is done under the CT3 agreed WID in C3-141327, for which a new TS will be developed.

TR 29.817 lists recommendations for an XML based access of AF to the PCRF in clause 11.4

CT3 finally decided to use XML as a language for the transport of the Rx application. Preliminary considerations on security were done in CT3 during the study phase (see TR 29.817, clause 9).

CT3 proposes that security aspects should be handled by a building block on top of the attached CT3 WID.

2. Actions:

To SA3 group.

ACTION: 
CT3 asks SA3 to take note of the above information and to take the security aspects into account by a building block on top of the attached CT3 WID.

Discussion: 

See proposal in S3-140905.

Reply by Mr. Nagendra Bykampadi (ALU)

Decision: 

The document was replied to.



S3-140918
LS_out Reply to CT3 on XML based access of AF to the PCRF





Source: SA3#75

(Replaces S3-140718)

Discussion: 

Reply by Mr. Nagendra Bykampadi (ALU)

Decision: 

The document was approved.



S3-140724
LS_in from RAN5 to SA3 on Rel-8 Clarification for Sync Failure during initial IMS registration





Source: R5-140932

Abstract: 

1. Overall Description

At RAN5#62, it was discussed in the context of TS 34.229-1 test case 9.2 ‘Invalid Behavior – SQN out of range’ what it means that the UE has to populate a new Security-Client header field within an initial REGISTER request, when the abnormal case of SQN being out of range is detected in the 401 Unauthorized response sent by the network upon receiving initial REGISTER request. 

The wording on new Security-Client header is taken from TS 24.229, section 5.1.1.5.3. Quote: “populate a new Security-Client header field within the REGISTER request and associated contact address, set to specify the security mechanism it supports, the IPsec layer algorithms for integrity and confidentiality protection it supports and the parameters needed for the new security association setup”

RAN5 also investigated sections 7.3.1.3 and 7.4.0 of TS 33.203 without coming to a definite conclusion if any additional initial REGISTER attempt needs to change the security association and, by that, to bring new values for spi-s, spi-c, and port-c, or, as an alternative, if the UE can bring the same values again.

SA3 is asked to provide clarification to RAN5.

2. Actions:

To SA3:

To provide guidance to RAN5 on above issue.

Discussion: 

Dr. Günther Horn (NSN): This LS_in comes some 14 years too late.

Reply by NSN Dr. Günther Horn

Decision: 

The document was replied to.



S3-140919
LS_out Reply to RAN5 on Rel-8 Clarification for Sync Failure during initial IMS registration





Source: SA3#75

(Replaces S3-140724)

Discussion: 

Reply by Dr. Günther Horn (NSN)

Decision: 

The document was approved.



S3-140728
LS_in from SA2 to SA (cc CT, SA1, SA3, SA5, CT1, CT4, CT6) on Maintenance of I-WLAN Solution





Source: S2-140554

Abstract: 

1. Overall Description:

SA2 believes that it may be possible to stop maintaining the I-WLAN solution for the following reasons:

1.
The ANDSF-based solution that was recently specified in Rel-12 (as part of the WLAN_NS WID) provides an alternative and more up-to-date solution for WLAN network selection than the I-WLAN network selection.

2.
Apart from WLAN network selection, other features provided by the I-WLAN solution (e.g. tunnel management) are outdated and superseded by equivalent EPC procedures specified since Rel-8. 

3.
WLAN access networks based on the I-WLAN architecture cannot be connected to EPC.

4.
Maintaining the outdated I-WLAN solution and the equivalent newer solutions would require additional specification work and possibly the resolution of co-existence issues.

5.
The stage-2 I-WLAN specification TS 23.234 has not been updated since Rel-7.

6.
The I-WLAN solution has not been widely deployed so far.

It is noted however that some stage-3 parts of the I-WLAN specifications may be still required, such as the definition of Generic Container in Annex A of TS 24.234 and the interface specifications related to Direct IP Access, such as the RADIUS interfaces in TS 29.234.

If SA agrees to stop maintaining the I-WLAN solution, then other 3GPP WGs (e.g. SA1, SA2, SA3, SA5, CT1, CT4, CT6) would need to assess the impact on their specifications, identify aspects of I-WLAN that should be kept and, for example, find alternative specifications to document those aspects. SA2 could initiate the appropriate coordination work. SA2 would also like to highlight that there are external organizations (e.g. GSMA and IEEE) that refer to I-WLAN specifications. These external bodies may also need to be notified.

2. Actions:

To SA group.

ACTION: 
Please indicate whether there are reasons for continuing to maintain the I-WLAN solution or whether its maintenance can be stopped.

Discussion: 

Motorola is contact.

SA3 Chair presented the LS_in. 

Mr. Colin Blanchard : SA3 has started this work in 2003 and now there is the intention to deploy this by the industry. TS 33.402 needs modifications.

NSN Dr. Günther Horn (Rapporteur of TS 33.402) gave further explanations. Proposed to reply not to SA2 but to SA plenary (to get a less radical solution than 1 & 2 in the LS_in.

NSN Dr. Günther Horn to reply the LS_in.

Huawei referring to SP-140149 no need for LS reply.

Decision: 

The document was replied to.



S3-140731
LS_in from SA to SA2, TSG CT, SA1, SA3, SA5, CT1, CT4, CT6 Reply on Maintenance of I-WLAN Solution





Source: SP-140149

Abstract: 

1. Overall Description:

TSG SA reviewed SA2’s LS and agrees that I-WLAN specifications have become outdated. Further effort on I WLAN maintenance and on its functional interaction with ongoing WLAN related work is not productive. 

TSG SA hence decided that 

1.
Ongoing WLAN related work in Rel-12 shall not take I-WLAN into account

2.
Functional modifications of I-WLAN shall be stopped from Rel-12 onwards

TSG SA will further analyze the specification documentation aspects of this decision, and whether I-WLAN specifications are needed in Rel-12. TSG SA will provide further guidance on these matters from SA#64 in June.

2. Actions:

To SA2, TSG CT, SA1, SA3, SA5, CT1, CT4, CT6 groups.

ACTION: 
Take the above decisions into account in Rel-12 work.

Discussion: 

Reply in S3-140920

Decision: 

The document was replied to.



S3-140920
LS_out Reply to SA2 on Maintenance of I-WLAN Solution





Source: SA3#75

(Replaces S3-140728)

Discussion: 

Reply by Dr. Günther Horn (NSN)

Reply to LS on Maintenance of I-WLAN Solution (SA2-140554/S3-140728) and “Reply LS on Maintenance of I-WLAN Solution” (SP-140149 /S3-140731)

Decision: 

The document was approved.



S3-140903
[RTCP_MUX] LS_in from SA3-LI to CT3, SA2 (cc CT1) Reply on new WID on IMS Support for RTP/RTCP transport multiplexing





Source: SA3-LI

Abstract: 

1. Overall Description:

SA3-LI thanks SA2 bringing changes to IMS support for RTP/RTCP transport multiplexing to our attention and requesting consideration of any impacts on the 3GPP Lawful Interception specifications.

SA3-LI addressed the question and determined that there may be some impact on any LEA infrastructure which has not upgraded to support this new capability.  SA 3 LI will address this scenario as needed in the interworking functions covered in the 3GPP LI specifications. It is anticipated that this will be the only impacted specification area.

2. Actions:

No further actions are identified

Decision: 

The document was noted.



6.1
3GPP Working Groups

There were no contributions under this agenda item.

6.2
IETF

There were no contributions under this agenda item.

6.3
ETSI SAGE

There were no contributions under this agenda item.

6.4
GSMA

There were no contributions under this agenda item.

6.5
3GPP2

There were no contributions under this agenda item.

6.6
OMA

There were no contributions under this agenda item.

6.7
TCG

There were no contributions under this agenda item.

6.8
oneM2M

There were no contributions under this agenda item.

6.9
Other Groups

There were no contributions under this agenda item.

7
Work Areas

S3-140915
CR Quality Check





Source: MCC

Decision: 

The document was noted.



7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

There were no contributions under this agenda item.

7.1.1.1
Study on Extended IMS media plane security features

There were no contributions under this agenda item.

7.1.1.2
Extended IMS media plane security features

There were no contributions under this agenda item.

7.1.2
Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

SA3#75 decided to withdraw S3-140607 approved at SA3#74bis in Sophia Antipolis (Skeleton for new Annex on WebRTC addition on WebRTC being optional, 33.203 v..; Source: Nokia, NSN, replacing S3-140487).

S3-140726
[IMS_WebRTC] pCR TR 33.871 Clarification on the terminology of security requirements





New TR 33.871 v..





Source: China Mobile, Huawei

Abstract: 

-

Discussion: 

Miss Judy Zhu (China Mobile), presented.

Dr. Günther Horn (NSN), a general clean-up on terminology is needed for both TR & TS (this pCR is only a part of it)

Decision: 

The document was approved.



S3-140712
[IMS_WebRTC] pCR TR 33.871 Description of the authentication requirements in new Annex on WebRTC





New TR 33.871 v..





Source: China Mobile, Huawei

Abstract: 

-

Discussion: 

Miss Judy Zhu (China Mobile) presented. Proposes to add three (3) new requirements: REQx/y/z.

Decision: 

The document was revised to S3-140948.



S3-140948
[IMS_WebRTC] pCR TR 33.871 Description of the authentication requirements in new Annex on WebRTC





New TR 33.871 v..





Source: China Mobile, Huawei

(Replaces S3-140712)

Discussion: 

Miss Judy Zhu (China Mobile) presented.

Decision: 

The document was approved.



S3-140711
[IMS_WebRTC] pCR TR 33.871 Countermeasures to authorize the third party WWSF





New TR 33.871 v..





Source: China Mobile, Huawei

Abstract: 

-

Decision: 

The document was revised to S3-140949.



S3-140949
[IMS_WebRTC] pCR TR 33.871 Countermeasures to authorize the third party WWSF





New TR 33.871 v..





Source: China Mobile, Huawei

(Replaces S3-140711)

Discussion: 

Miss Judy Zhu (China Mobile)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140878
[IMS_WebRTC] Discussion on Identification of WWSF and/or WAF by eP-CSCF and impact on IMS core





Source: Nokia, NSN

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented. Proposes to take into account when agreeing the 33.203 CRs.

Decision: 

The document was noted.



S3-140820
[IMS_WebRTC] pCR TR 33.871 GBA-based Web Authentication





New TR 33.871 v..





Source: Gemalto

Abstract: 

pCR to TR 33.871: GBA-based Web Authentication

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Decision: 

The document was approved.



S3-140818
[IMS_WebRTC] pCR TR 33.871 reuse of IMS AKA





New TR 33.871 v..





Source: Gemalto, Oberthur, TeliaSonera

Abstract: 

pCR to TR 33.871: re-use of IMS AKA

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Mr. Oscar Ohlsson (Ericsson) commented.

Mr. Rajavelsamy Rajadurai (Samsung) referred to S3-140898.

Mr. Todor Gamishev (Orange) supports this contribution.

Decision: 

The document was noted.



S3-140888
[IMS_WebRTC] pCR TR 33.871 reuse of IMS AKA





New TR 33.871 v..





Source: Gemalto, TeliaSonera

Abstract: 

Use of HTTP Digest AKAv2

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Orange and Samsung support this contribution.

If this goes in we need an LS to CT WGs.

Decision: 

The document was revised to S3-140951.



S3-140951
[IMS_WebRTC] pCR TR 33.871 reuse of IMS AKA





New TR 33.871 v..





Source: Gemalto, TeliaSonera

(Replaces S3-140888)

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Decision: 

The document was approved.



S3-140898
[IMS_WebRTC] pCR TR 33.871 Update to Use of IMS AKA





New TR 33.871 v..





Source: Samsung

Abstract: 

-

Discussion: 

Mr. Rajavelsamy Rajadurai (Samsung) presented.

Decision: 

The document was approved.



S3-140803
[IMS_WebRTC] pCR TR 33.871 IMS-AKA with network based ISIM





New TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

IMS-AKA using a network based ISIM when UE does not have a UICC

Discussion: 

Mr. Nagendra Bykampadi (Alcatel-Lucent) presented.

Decision: 

The document was noted.



S3-140912
[IMS_WebRTC] Comments to S3-140803 pCR TR 33.871 IMS-AKA with network based ISIM (Alcatel-Lucent)





Source: Gemalto

Discussion: 

pCR IMS_WebRTC TR 33.871: IMS-AKA with network based ISIM (Alcatel-Lucent)

Decision: 

The document was noted.



S3-140821
[IMS_WebRTC] pCR TR 33.871 Correction of the figure of SIP digest authentication process





New TR 33.871 v..





Source: Huawei, China Mobile

Abstract: 

This contribution corrects the authentication figure of reusing the SIP Digest.

Decision: 

The document was approved.



S3-140822
[IMS_WebRTC] pCR TR 33.871 User plane protocol stack





New TR 33.871 v..





Source: Huawei HiSilicon

Abstract: 

This contribution proposes adding a figure of protocol stack to cover the scenario of restrictive firewall transversal and some explanations of the figures

Decision: 

The document was approved.



S3-140823
[IMS_WebRTC] pCR TR 33.871 user id clarification for scenario of using Web id direct registration in IMS





New TR 33.871 v..





Source: Huawei HiSilicon

Abstract: 

This contribution clarifies the function of Web id and IMPU in the scenario of  using Web id direct registration in IMS , and proposes a possible method of solving the routing of session.

Decision: 

The document was approved.



S3-140824
[IMS_WebRTC] pCR TR 33.871 revision of the mechanism of linking of IMS and Web Id





New TR 33.871 v..





Source: Huawei HiSilicon

Abstract: 

This contribution proposes to modify the mechanism of binding the Web id and IMS id

Decision: 

The document was approved.



S3-140876
[IMS_WebRTC] pCR TR 33.871 Trust in browser and secure origin of Javascript code





New TR 33.871 v..





Source: Nokia, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140713
[IMS_WebRTC] pCR TR 33.871 Conclusion and recommendations of the 33.871





New TR 33.871 v..





Source: China Mobile, Huawei

Abstract: 

-

Discussion: 

Miss Judy Zhu (China Mobile), presented.

Decision: 

The document was revised to S3-140952.



S3-140952
[IMS_WebRTC] pCR TR 33.871 Conclusion and recommendations





New TR 33.871 v..





Source: China Mobile, Huawei

(Replaces S3-140713)

Discussion: 

Miss Judy Zhu (China Mobile) presented.

Decision: 

The document was approved.



S3-140736
[IMS_WebRTC] CR 33.203 Updated skeleton for new Annex on WebRTC





33.203
  CR-0211  (Rel-12) v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Oscar Ohlsson (Ericsson) presented.

SA3 has agreed on the structure.

Decision: 

The document was revised to S3-140953.



S3-140953
[IMS_WebRTC] CR 33.203 Updated skeleton for new Annex on WebRTC





33.203
  CR-0211  rev 1 (-) v..





Source: Ericsson

(Replaces S3-140736)

Discussion: 

Mr. Oscar Ohlsson (Ericsson)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140709
[IMS_WebRTC] CR 33.203 Description of the authentication requirements in new Annex on WebRTC





33.203
  CR-0206  (Rel-12) v..





Source: China Mobile

Abstract: 

-

Discussion: 

Miss Judy Zhu (China Mobile) presented.

Merged in S3-140989 and S3-140990

Decision: 

The document was merged in S3-140989 and S3-140990.



S3-140748
[IMS_WebRTC] CR 33.203 Client registration using SIP Digest





33.203
  CR-0212  (Rel-12) v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Oscar Ohlsson (Ericsson) presented.

Decision: 

The document was revised to S3-140954.



S3-140954
[IMS_WebRTC] CR 33.203 Client registration using SIP Digest





33.203
  CR-0212  rev 1 (-) v..





Source: Ericsson

(Replaces S3-140748)

Discussion: 

Mr. Oscar Ohlsson (Ericsson)

Decision: 

The document was revised to S3-141018.



S3-141018
[IMS_WebRTC] CR 33.203 Client registration using SIP Digest





33.203
  CR-0212  rev 2 (-) v..





Source: Ericsson

(Replaces S3-140954)

Discussion: 

Mr. Oscar Ohlsson (Ericsson)

Decision: 

The document was approved.



S3-140819
[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication





33.203 v..





Source: Gemalto, Oberthur, TeliaSonera

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Decision: 

The document was noted.



S3-140889
[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication





33.203
  CR-0213  (Rel-12) v..





Source: Gemalto, Oberthur, TeliaSonera

Abstract: 

-

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Mr. Todor Gamishev (Orange) supports this contribution.

Postponed for off-line discussion

Decision: 

The document was revised to S3-140956.



S3-140956
[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication





33.203
  CR-0213  rev 1 (-) v..





Source: Gemalto, TeliaSonera, ORANGE, Samsung, Vodafone, Deutsche Telekom, BT Group, China Mobile, Morpho

(Replaces S3-140889)

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Decision: 

The document was approved.



S3-140749
[IMS_WebRTC] CR 33.203 Client registration using OAuth and TNA





33.203 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Oscar Ohlsson (Ericsson) presented.

Merged in S3-140989 and S3-140990

Decision: 

The document was merged in S3-140989 and S3-140990.



S3-140710
[IMS_WebRTC] CR 33.203 Countermeasures to authorize the third party WWSF





33.203
  CR-0207  (Rel-12) v..





Source: China Mobile

Abstract: 

-

Discussion: 

Miss Judy Zhu (China Mobile), presented.

Merged in S3-140989 and S3-140990

Decision: 

The document was merged in S3-140989 and S3-140990.



S3-140879
[IMS_WebRTC] CR 33.203 Description of scenario 2 in new Annex on WebRTC





33.203
  CR-0208  (Rel-12) v..





Source: Nokia, NSN, Alcatel-Lucent

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

Merge S3-140879 with parts of  S3-140709, S3-140710 and S3-140749.

Decision: 

The document was merged in S3-140989.



S3-140989
[IMS_WebRTC] CR 33.203 Description of scenario 2 in new Annex on WebRTC





33.203
  CR-0208  rev 1 (-) v..





Source: Nokia, NSN, Alcatel-Lucent, Ericsson, China Mobile, Huawei

(Replaces S3-140879)

Discussion: 

Dr. Günther Horn (NSN) presented.

Merger of S3-140879 with parts of S3-140709, S3-140710 and S3-140749.

Decision: 

The document was approved.



S3-140880
[IMS_WebRTC] CR 33.203 Description of scenario 3 in new Annex on WebRTC





33.203
  CR-0209  (Rel-12) v..





Source: Nokia, NSN, Alcatel-Lucent

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

Merge S3-140880 with parts of S3-140709, S3-140710 and S3-140749.

Decision: 

The document was merged in S3-140990.



S3-140990
[IMS_WebRTC] CR 33.203 Description of scenario 3 in new Annex on WebRTC





33.203
  CR-0209  rev 1 (-) v..





Source: Nokia, NSN, Alcatel-Lucent, Ericsson, China Mobile, Huawei

(Replaces S3-140880)

Discussion: 

Dr. Günther Horn (NSN) presented.

Merger of S3-140880 with parts of S3-140709, S3-140710 and S3-140749.

Decision: 

The document was approved.



S3-140881
[IMS_WebRTC] CR 33.203 Security Considerations





33.203
  CR-0210  (Rel-12) v..





Source: Nokia, NSN

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

Mr. Oscar Ohlsson (Ericsson) does not agree with the entire document; Miss Judy Zhu (China Mobile) as well.

Decision: 

The document was noted.



S3-140735
[IMS_WebRTC] CR 33.328 IMS media plane security interworking for WebRTC access to IMS





33.328
  CR-0060  (Rel-12) v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Oscar Ohlsson (Ericsson) presented.

Decision: 

The document was revised to S3-140955.



S3-140955
[IMS_WebRTC] CR 33.328 IMS media plane security interworking for WebRTC access to IMS





33.328
  CR-0060  rev 1 (-) v..





Source: Ericsson

(Replaces S3-140735)

Discussion: 

Mr. Oscar Ohlsson (Ericsson)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140968
[IMS_WebRTC] SP#62 exception to 06/14 in SP-130655





Source: SA#62 Dec 2013

Decision: 

The document was noted.



S3-140970
[IMS_WebRTC] New Draft TR 33.871 Security for Web Real Time Communication access to IMSTR on Security for Web Real Time Communication access to IMS





New TR 33.871 v..





Source: Ericsson

Discussion: 

Agreed to send TR 33.871v100 to SA#64 for Information

Decision: 

The document was agreed for SA#64 Information.



S3-141015
[IMS_WebRTC] LS_out to CT1, CT4 (cc: CT) on Stage 3 work of security solutions for WebRTC access to IMS





Source: SA3#75

Discussion: 

Miss Judy Zhu (China Mobile) presented.

Decision: 

The document was noted.



S3-141020
[IMS_WebRTC] Cover sheet for TR 33.871v100 for SA#64 Information





New TR 33.871 v..





Source: Ericsson

Discussion: 

Mr. Oscar Ohlsson (Ericsson)

Decision: 

The document was for email approval and approved.



7.1.3
Other Common IMS Issues

There were no contributions under this agenda item.

7.2
Network Domain Security

S3-140796
[SEC12] Rel-12 CR 33.310 Certificate enrolment in MOCN LTE RAN sharing





33.310
  CR-0071  (-) v..





Source: Huawei, HiSilicon, NSN, Vodafone, TeliaSonera, Deutsche Telekom

Abstract: 

-

Decision: 

The document was revised.



S3-140943
[SEC12] Rel-12 CR 33.310 Certificate enrolment in MOCN LTE RAN sharing





33.310
  CR-0071  rev 1 (-) v..





Source: Huawei, HiSilicon, NSN, Vodafone, TeliaSonera, Deutsche Telekom

(Replaces S3-140796)

Discussion: 

Mr. Chen Jing (Huawei)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140797
[SEC12] Rel-12 CR 33.310 Correction on certificate validation during IPsec/TLS  procedure





33.310
  CR-0072  (-) v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140944.



S3-140944
[SEC12] Rel-12 CR 33.310 Correction on certificate validation during IPsec/TLS  procedure





33.310
  CR-0072  rev 1 (-) v..





Source: Huawei, HiSilicon

(Replaces S3-140797)

Decision: 

The document was approved.



S3-140798
[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run





33.310 v..





Source: Huawei, HiSilicon, NSN

Abstract: 

-

Discussion: 

replaced by S3-140911

Decision: 

The document was noted.



S3-140911
[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run





33.310
  CR-0073  (-) v..





Source: Huawei, HiSilicon, NSN

Abstract: 

-

Decision: 

The document was revised to S3-140945.



S3-140945
[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run





33.310
  CR-0073  rev 1 (-) v..





Source: Huawei, HiSilicon, NSN

(Replaces S3-140911)

Discussion: 

approved without presentation

Decision: 

The document was approved without presentation.



7.3
UTRAN Network Access Security

S3-140802
[SEC10] Rel-10 CR 33.102 Corrections to TS 33.102





33.102 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

The error goes back to Rel-8. It would be sufficient to change only Rel-12

Decision: 

The document was noted.



S3-140800
[SEC10] Rel-11 CR 33.102 Corrections to TS 33.102





33.102 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

The error goes back to Rel-8. It would be sufficient to change only Rel-12

Decision: 

The document was noted.



S3-140799
[SEC10] Rel-12 CR 33.102 Corrections to TS 33.102





33.102
  CR-0264  (-) v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

change cat from A to F

Decision: 

The document was revised to S3-140947.



S3-140947
[SEC12] Rel-12 CR 33.102 Corrections to TS 33.102





33.102
  CR-0264  rev 1 (-) v..





Source: Huawei, HiSilicon

(Replaces S3-140799)

Discussion: 

approved without presentation

Decision: 

The document was approved without presentation.



7.4
GERAN Network Access Security

S3-140705
[A5/4-GEA4] Rel-9 CR 43.020 Kc128 derivation at intra GERAN mobility





43.020
  CR-0034  (Rel-9) v..





Source: Ericsson, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140706
[A5/4-GEA4] Rel-10 CR 43.020 Kc128 derivation at intra GERAN mobility





43.020
  CR-0033  (Rel-10) v..





Source: Ericsson, NSN

Abstract: 

-

Decision: 

The document was revised to S3-140946.



S3-140946
[A5/4-GEA4] Rel-10 CR 43.020 Kc128 derivation at intra GERAN mobility





43.020
  CR-0033  rev 1 (-) v..





Source: Ericsson, NSN

(Replaces S3-140706)

Discussion: 

approved without presentation

Decision: 

The document was approved without presentation.



S3-140707
[A5/4-GEA4] Rel-11 CR 43.020 Kc128 derivation at intra GERAN mobility





43.020
  CR-0032  (Rel-11) v..





Source: Ericsson, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140708
[A5/4-GEA4] Rel-12 CR 43.020 Kc128 derivation at intra GERAN mobility





43.020
  CR-0031  (Rel-12) v..





Source: Ericsson, NSN

Abstract: 

-

Decision: 

The document was approved.



7.5
GAA (Generic Authentication Architecture)

7.5.1
Security enhancements for usage of Generic Bootstrapping Architecture (GBA) from the browser

There were no contributions under this agenda item.

7.5.2
GBA extensions for re-use of SIP Digest credentials

There were no contributions under this agenda item.

7.5.3
Other GAA Issues

There were no contributions under this agenda item.

7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-140761
[GCSE_LTE] Discussion on New MBMS annex for GCSE_LTE security





Source: Nokia, NSN

Abstract: 

-

Decision: 

The document was noted.



S3-140755
[GCSE_LTE] CR 33.246 Skeleton for normative annex GCSE_LTE security





33.246
  CR-0172  (-) v..





Source: Nokia, NSN, Huawei

Abstract: 

Adding normative annex and skeleton for relation to GCSE for MBMS based user services.

Decision: 

The document was revised to S3-140939.



S3-140939
[GCSE_LTE] CR 33.246 Skeleton for normative annex GCSE_LTE security





33.246
  CR-0172  rev 1 (-) v..





Source: Nokia, NSN, Huawei

(Replaces S3-140755)

Decision: 

The document was approved without presentation.



S3-140756
[GCSE_LTE] CR 33.246 New references for GCSE related Annex





33.246
  CR-0173  (-) v..





Source: Nokia, NSN, Huawei

Abstract: 

-

Decision: 

The document was revised to S3-140940.



S3-140940
[GCSE_LTE] CR 33.246 New references for GCSE related Annex





33.246
  CR-0173  rev 1 (-) v..





Source: Nokia, NSN, Huawei

(Replaces S3-140756)

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was approved.



S3-140757
[GCSE_LTE] CR 33.246 Generic GCSE requirements





33.246
  CR-0174  (-) v..





Source: Nokia, NSN, Huawei

Abstract: 

-

Decision: 

The document was revised.



S3-140941
[GCSE_LTE] CR 33.246 Generic GCSE requirements





33.246
  CR-0174  rev 1 (-) v..





Source: Nokia, NSN, Huawei

(Replaces S3-140757)

Discussion: 

Mrs. Dr. Anja Jerichow (NSN)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140758
[GCSE_LTE] CR 33.246 Unicast Delivery requirements





33.246
  CR-0175  (-) v..





Source: Nokia, NSN, Huawei

Abstract: 

-

Decision: 

The document was noted.



S3-140759
[GCSE_LTE] CR 33.246 MBMS Delivery requirements





33.246
  CR-0176  (-) v..





Source: Nokia, NSN, Huawei

Abstract: 

-

Decision: 

The document was revised to S3-140942.



S3-140942
[GCSE_LTE] CR 33.246 MBMS Delivery requirements





33.246
  CR-0176  rev 1 (-) v..





Source: Nokia, NSN, Huawei

(Replaces S3-140759)

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was approved.



S3-140760
[GCSE_LTE] CR 33.246 Solution to MB2-C interface





33.246
  CR-0177  (-) v..





Source: Nokia, NSN

Abstract: 

-

Decision: 

The document was revised to S3-140983.



S3-140983
[GCSE_LTE] CR 33.246 Solution to MB2-C interface





33.246
  CR-0177  rev 1 (-) v..





Source: Nokia, NSN

(Replaces S3-140760)

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was approved.



7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-140725
[TEI12] LS_in from RAN to SA3 (cc RAN3) on Providing the IMEISV to eNB





Source: RP-140509

Abstract: 

Attachments: 
RP-140300

Overall Description:

TSG RAN has agreed in principle to adopt the signaling of IMEISV to the eNB in order to have means to treat problems with incorrect/ early implemented UEs. The attached CRs are intended to be approved by the next plenary.

Action to SA3: 

TSG RAN kindly asks SA3 to confirm that there are no security issues with the signaling the IMEISV over S1 interface from the MME to the eNB.

Discussion: 

Mr. Aguibou Barry (Vodafone) presented.

Two draft replies had been proposed in S3-140893 (Alcatel Lucent, Huawei, Vodafone) and in S3-140893 (NSN).

Decision: 

The document was replied to in S3-141001.



S3-140893
[TEI12] LS_out Draft Reply to S3-140725/RP-140509 on Providing the IMEISV to eNB





Source: Alcatel Lucent, Huawei, Vodafone

Abstract: 

-

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Merged S3-140882 NSN  with S3-140893 (Alcatel Lucent, Huawei, Vodafone) in S3-141001

Decision: 

The document was merged in S3-141001.



S3-140882
[TEI12] LS_out Draft Reply to S3-140725/RP-140509 on Providing the IMEISV to eNB





Source: NSN

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

Merged S3-140882 NSN  with S3-140893 (Alcatel Lucent, Huawei, Vodafone) in S3-141001

Decision: 

The document was merged in S3-141001.



S3-141001
[TEI12] LS_out Reply to RAN, RAN3 on Providing the IMEISV to eNB





Source: SA3#75

(Replaces S3-140882)

Discussion: 

Mr. Aguibou Barry (Vodafone), Dr. Günther Horn (NSN)

Merger of S3-140882 NSN with S3-140893 (Alcatel Lucent, Huawei, Vodafone) in S3-141001.

Approved with modifications:  "by the Network Operator" has been removed from the bullet-sentence starting with "A mask ...".

Decision: 

The document was approved.



7.7.2
Small Cell Enhancement (SCE), i.e. Dual Connectivity for LTE

S3-140768
[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR from last meeting (S3-140613)





33.401 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was revised.



S3-140921
[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR Sapporo version showing the differences to last version





33.401
  CR-0525  (-) v..





Source: Ericsson

(Replaces S3-140768)

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was revised to S3-140957.



S3-140957
[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR





33.401
  CR-0525  rev 1 (-) v..





Source: Alcatel-Lucent, Ericsson, Huawei, HiSilicon, NEC, NSN, Samsung, ZTE

(Replaces S3-140921)

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was approved.



S3-140723
[SCE, LTE_SC_enh_dualC-Core] LS_in from RAN2 to SA3 (cc RAN3) Reply to S3-140577/R2-141841 on security aspects of protocol architectures for small cell enhancements





Source: R2-141844

Abstract: 

1. Overall Description:

RAN2 thanks SA3 for the reply LS S3-140577. The answers to the SA3’s questions can be found below.

Question 1: Is the assumption that MeNB assigns DRB IDs for use in an SCG correct?

Answer 1: Yes, this is correct understanding. In RAN2#85bis meeting, RAN2 agreed that the MeNB assigns DRB ID to MCG bearer(s), SCG bearer(s), or split bearer(s) from a common DRB ID pool so that each DRB ID is unique for a UE. In addition, RAN2 agreed that the same DRB ID for the split bearer is used both in the MeNB and SeNB. However, it should be noted that split bearers are used in 3C architecture version where PDCP is located only in the MeNB. 

Question 2: Is the assumption correct, that rekeying / key refresh works by removing a complete SCG and setting it up again with the new key. 

Answer 2: For rekeying / key refresh RAN2’s assumption is to remove a complete SCG and setting it up again. If RAN2 decides to do it differently, it will anyway result in a complete refresh of all keys for all DRBs in the SCG.

Question 3: What combination of X2AP and RRC procedures can be used to change the encryption key on all SCG DRBs in a synchronized way during the addition of a new SCG DRB?

Answer 3: Similar to Answer 2, RAN2’s assumption is to remove a complete SCG and setting it up again along with the existing and the new SCG DRBs. In such case there would a X2AP procedure for the SeNB removal following with the corresponding RRC procedure in the Uu interface. These procedures are followed by a X2AP procedure for SeNB addition following with the corresponding RRC procedure. Although all details are not yet agreed, RAN2 will ensure that encryption key on all DRBs is changed in a synchronized way. 

In general, RAN2 assumes that a new SCG DRB can normally be added without changing the encryption key on all existing SCG DRBs by using an unused DRB ID. If unused DRB IDs are not available, key refresh is needed.

Question 4: Will it be possible to add/modify multiple SCG DRBs using a single X2AP SCG Addition/Modification procedure?

Answer 4: RAN3 is responsible for X2AP procedures. From RAN2 point of view, it can be assumed that it is possible to add multiple SCG DRBs for a UE with a single RRC reconfiguration procedure. 

Question 5: Is the DRB IDs used in the MeNB and SeNB selected from the same space, or do they use different DRB ID spaces? That is, is it possible that the same DRB ID is used by both the SeNB and the MeNB?

Answer 5: DRB IDs are selected from the same space by the MeNB. So it is not possible to use same DRB ID for different MCG and SCG bearers.  On the other hand, for a given split bearer in 3C architecture, the same DRB ID is used both in the MeNB and the SeNB as it is part of the same DRB.

Question 6: Is there any situation where the same DRB ID would be used for more than one DRB?

Answer 6: No, there is no such situation.

Question 7: Will an MeNB be able to handle multiple SeNBs for the same UE simultaneously?

Answer 7: RAN2 has agreed that the UE can be configured only with one SCG at the time. However, it can be that during SCG change, the MeNB is connected to the two SeNBs at the same time: In the X2 procedures, first the new SCG is added and then the old one is removed. 

2. Actions:

To SA3 group.

ACTION: 


RAN2 respectfully ask SA3 to take above agreements and replies into account.

Discussion: 

Mr. Karl Norrman (Ericsson)

Decision: 

The document was noted.



S3-140795
[SCE, LTE_SC_enh_L1] pCR 33.401 Update to key refresh and re-keying procedure





33.401 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-140860
[SCE, LTE_SC_enh_L1] pCR 33.401 Correction of X.2.5 in SCE super-CR





33.401 v..





Source: ZTE

Abstract: 

-

Discussion: 

Mr. Karl Norrman (Ericsson): to be merged with the other contributions proposing this

Decision: 

The document was approved.



S3-140897
[SCE, LTE_SC_enh_L1] pCR 33.401 Updates to Super-CR





33.401 v..





Source: Samsung, NSN, Ericsson

Abstract: 

-

Discussion: 

Mr. Karl Norrman (Ericsson): to be merged with the other contributions proposing this

Decision: 

The document was approved.



S3-140747
[SCE, LTE_SC_enh_L1] pCR 33.401 RLF recovery





33.401 v..





Source: Ericsson

Abstract: 

This pCR provides analysis that shows that the existing RRC reconfiguration procedure can be used also for dual connectivity. It further concludes that the MeNB must update the S-KeNB in case the RRC reconfiguration procedure established a fresh KeNB base

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was revised to S3-140926.



S3-140926
[SCE, LTE_SC_enh_L1] pCR 33.401 RLF recovery





33.401 v..





Source: Ericsson

(Replaces S3-140747)

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was approved.



S3-140793
[SCE, LTE_SC_enh_L1] pCR 33.401 Update to synchronizing start of security





33.401 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Mr. Marcus Wong (Huawei) presented

Karl commented (keep the editor's note as it is), proposed to remove step 7 and add something to step 6.

Decision: 

The document was revised to S3-140927.



S3-140927
[SCE, LTE_SC_enh_L1] pCR 33.401 Update to synchronizing start of security





33.401 v..





Source: Huawei, HiSilicon

(Replaces S3-140793)

Discussion: 

Mr. Marcus Wong (Huawei) presented

Decision: 

The document was approved.



S3-140746
[SCE, LTE_SC_enh_L1] Discussion on length of SCC





Source: Ericsson

Abstract: 

SA3 need to have defined length for the SCC to be able to use it as input to the KDF when deriving the S-KeNB. The question has lain dormant for some time due to more urgent work. This contribution provides analysis of the boundaries of the length, existing options and proposes a way forward.

Discussion: 

Mr. Karl Norrman (Ericsson) presented. Proposed to send an LS_out to RAN

Decision: 

The document was approved.



S3-140794
[SCE, LTE_SC_enh_L1] pCR 33.401 Update to negotiation of security algorithms





33.401 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Mr. Marcus Wong (Huawei) presented

remove last paragraph

Decision: 

The document was revised to S3-140929.



S3-140928
[SCE, LTE_SC_enh_L1] LS_out Reply to RAN on approved S3-140746 (Discussion on length of  Small Cell Counter (SCC))





Source: SA3#75

(Replaces S3-140746)

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was approved.



S3-140929
[SCE, LTE_SC_enh_L1] pCR 33.401 Update to negotiation of security algorithms





33.401 v..





Source: Huawei, HiSilicon

(Replaces S3-140794)

Discussion: 

approved without presentation

Decision: 

The document was approved without presentation.



S3-140734
[SCE, LTE_SC_enh_L1]Mr. Vesa Lehtovirta (Ericsson) presented. pCR 33.401 Consideration for key handling





33.401 v..





Source: NEC

Abstract: 

-

Discussion: 

Chair: There are three (3) changes proposed in this document

Decision: 

The document was noted.



S3-140753
[SCE, LTE_SC_enh_L1] pCR 33.401 SCG addition and modification procedures





33.401 v..





Source: Alcatel-Lucent, Ericsson, NSN, Samsung

Abstract: 

The text (Sec X.2.2 of SCE super CR) is based on the agreements from SA3#74bis as documented in S3-140583 and the LS reply from RAN2 in R2 141844. In particular, the replies to questions 2 and 3 in R2 141844 shows that RAN2 intend to perform key refresh by

Discussion: 

NEC proposed changes & requested to co-sign the revision (agreements from S3-140792 to be included)

revised as a merger of S3-140753 and S3-140792

Decision: 

The document was revised to S3-140930.



S3-140792
[SCE, LTE_SC_enh_L1] pCR 33.401 Editorial correction to SCR





33.401 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Proposes to use the same terminology like in TSG RAN.

Karl proposed to be consistent between various SA3 specifications instead.

Günther, keep open till all relevant contributions had been reviewed 

Marcus to comeback

revised as a merger of S3-140753 and S3-140792

Decision: 

The document was revised to S3-140930.



S3-140930
[SCE, LTE_SC_enh_L1] pCR 33.401 SCG addition and modification procedures





33.401 v..





Source: Alcatel-Lucent, Ericsson, NSN, Samsung, NEC

(Replaces S3-140753)

Discussion: 

merger of S3-140753 and S3-140792

removed all changes over changes and have a clear pCR before integrating in the supper CR 33.401.

Decision: 

The document was approved.



S3-140745
[SCE, LTE_SC_enh_L1] pCR 33.401 S-KeNB update triggers





33.401 v..





Source: Ericsson

Abstract: 

This pCR harmonizes some terminology, corrects SeNB behavior related to DRB ID allocation since RAN2 has decided that the MeNB allocates the DRB IDs for the SeNB. The pCR further proposes to retain two-hop security by requiring the MeNB to update the S-K

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was approved.



S3-140861
[SCE, LTE_SC_enh_L1] pCR 33.401 Modification of S-KeNB refreshing procedure in SCE super-CR





33.401 v..





Source: ZTE

Abstract: 

-

Decision: 

The document was noted.



7.7.3
TS 33.402 Issues

S3-140727
[eSaMOG] LS_in from SA2 to SA3 (cc CT1) on WLCP security aspects





Source: S2-140550

Abstract: 

Attachments: 
S2-140464

1. Overall Description: 

SA2 has selected UDP/IP as the transport solution for the SaMOG WLCP protocol (see CR in S2-140464). 

SA2 would like to ask SA3 to analyze the security aspects of WLCP. 

2. Actions:

To SA3.

ACTION: 
SA2 kindly asks SA3 to analyze the security aspects of WLCP, and to inform the affected groups if any actions need to be taken.

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was replied to in S3-141011.



S3-141011
[eSaMOG] LS_out Reply to SA2 on WLCP security aspects





Source: SA3#75

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was approved.



S3-140775
[eSAMOG] Discussion on WLCP security and draft reply LS to S3-140727/S2-140550





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was noted.



S3-140776
[eSAMOG] SA2 draft CR 23.402 WLCP source check





23.402 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was noted.



S3-140812
[eSAMOG] Discussion on Security Analysis of WLCP





Source: Qualcomm

Abstract: 

-

Discussion: 

Mr. Anand Palanigounder (Qualcomm) presented.

Decision: 

The document was noted.



S3-140852
[eSAMOG] pCR 33.402 Need for WLCP security





33.402 v..





Source: Ericsson

Abstract: 

Conclusion and proposal 

This analysis has arrived to the following conclusions:

Conclusion 1: WLCP signaling needs integrity protection. 

Conclusion 2: Underlying security resulting from a successful EAP authentication and use of MSK in WLAN AN are not sufficient to protect the WLCP signaling in all cases.

Conclusion 3: WLCP security is within 3GPP scope.

It is proposed to endorse the conclusions and agree that SA3 will specify security for WLCP.

An accompanying contribution in S3-140583 proposes a security solution for WLCP and a way forward.

Discussion: 

Mr. Vesa Lehtovirta (Ericsson) presented.

Decision: 

The document was noted.



S3-140853
[eSAMOG] pCR 33.402 WLCP security solution and way forward





33.402 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Karl Norrman (Ericsson).

Noted without presentation

Decision: 

The document was noted.



7.7.4
Other SAE/LTE Security Issues

There were no contributions under this agenda item.

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

There were no contributions under this agenda item.

7.8.2
TR 33.820 Issues

There were no contributions under this agenda item.

7.9
Security Aspects of Public Warning System (PWS)

Rapporteur: John Mattsson (ST-Ericsson)

There were no contributions under this agenda item.

S3-141019
[PWS_Sec] Revised WID SP-120434 Security aspects of Public Warning System





New TR 33.869, TS 33.269 v..





Source: Ericsson

Discussion: 

Mr. Oscar Ohlsson (Ericsson)

Changed 800 into 900 TR#

Removed the impacted TS

Changed Rapporteur

Decision: 

The document was for email approval and approved.



7.10
Firewall Traversal (Fire)

7.10.1
Study on Firewall Traversal (FS_Fire)

Mr. Prashant Kumar (Acme Packet)

There were no contributions under this agenda item.

7.10.2
Tunnelling of UE Services over Restrictive Access Networks (TURAN)

Mr. Prashant Kumar (Acme Packet)

There were no contributions under this agenda item.

7.11
Security Aspects of Proximity-based Services (ProSe)

Rapporteur: Dr. Adrian Escott  (Qualcomm)

S3-140717
[ProSe] LS_in from CT1 to SA3 (cc SA2) on impact of PC3 transport protocol on PC3 security





Source: C1-141548

Abstract: 

1. Overall Description:

CT1 is in the process of specifying the UE to ProSe Function procedures over the PC3 interface for ProSe Direct Discovery and EPC-level Discovery, and has discussed the transport protocols that could be used to carry the signaling associated with these procedures. The protocols considered included HTTP, SIP over TCP only, and SIP over UDP/TCP (in the latter two options, use of IMS as defined in TS 22.228 is not assumed).

CT1 would like to know whether the choice of transport protocol would have any impact on the security over the PC3 interface. In particular, CT1 would like to know:

1)
Whether using HTTP, SIP over TCP only, or SIP over UDP/TCP as the PC3 transport protocol will make any difference in the choice of the security mechanism for PC3

2)
Whether one of the above-mentioned transport protocols is better suited to the security mechanism(s) considered by SA3 for the PC3 interface. 

CT1 would also like to inform SA3 that CT1 plans to make a decision on the choice of transport protocol for the PC3 interface at CT1#87 meeting.

2. Actions:

To SA3 group.

ACTION: 
CT1 kindly asks SA3 to provide answers to the two questions above.

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

To be answered after discussion on other contributions.

Draft reply LS_out from Qualcomm in S3-140805.

Decision: 

The document was replied to in S3-140994.



S3-140805
[ProSe] LS_out DRAFT Reply to LS on impact of PC3 transport protocol on PC3 security





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Reply to LS_in S3-140717/C1-141548 from CT1 to SA3 (cc SA2).

Decision: 

The document was noted.



S3-140994
[ProSe] LS_out Reply to CT1, RAN2 on Impact of PC3 transport protocol on PC3 security





Source: SA3#75

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Decision: 

The document was approved.



S3-140730
[ProSe/ FS_LTE_D2D_Prox] LS_in from SA2 to RAN2, RAN1, SA1, SA3 Reply on discovery message size





Source: S2-140568

Abstract: 

1. Overall Description:

SA2 would like to thank RAN2 for the LS on discovery message size (S2-140046/R2-134591).

In reference to the following question in the RAN LS:

RAN2 would also like to inform SA2 that RAN2 is focusing on in-coverage discovery and ask SA2 whether the in-coverage discovery message size may be assumed to be the same for public safety and non-public safety use cases.

RAN2 respectfully asks SA2 to provide what is the expected overall size of discovery message, i.e. the expected size of ProSe Identities and size of any other expected fields to be transferred from upper layer.

SA2 would like to point out that SA2 has not yet firmly concluded on the precise sizes of the discovery messages for all possible and potential use cases present and future. However we have concluded that for public safety use cases there could be a difference in size with the non-public safety open discovery use case, mainly due to the judgment that some companies voiced that public safety requires fewer classification criteria and reluctance to agree to higher bits allocation.

Additionally, restricted and open discovery may lead to different message sizes also, in Public safety use cases. Also any additional RAN overhead to carry L2_IDs identifying source and destinations intended in a discovery procedure message or any additional RAN protocol field is not accounted for as we report on this.

•
For non-public safety open discovery use case the expected size of the information carried in discovery messages is currently assumed to be 192 bits (to be confirmed as per table below)

•
For Public safety we expect this message structure, and the exact definition of the total length needs to be completed by RAN WGs. Also based on additional SA3 information which is not illustrated here.

These are just assessments of information needed by SA2. Any Security related information is outside SA2 scope. There could also be slight variations to these figures due to following Stage 3 activities.

Regarding the other question in the RAN2 LS:

•
SA2 would like to confirm that an IP layer is not needed for discovery messages.

2. Actions:

To RAN2, RAN1

ACTION: 
SA2 respectfully provides the assessment above as requested by RAN2 and kindly asks to take this into account for the prosecution of the FS_LTE_D2D_Prox activities. Any feedback provided for the SA2#101bis would be highly appreciated.

Discussion: 

Mr. Suresh Nair (Alcatel-Lucent) presented

Noted, no reply needed

Decision: 

The document was noted.



S3-140722
[ProSe/ FS_LTE_D2D_Prox] LS_in from RAN1 to SA3 (cc RAN2, SA2) Reply to S3-131152 (R1-140017) on parameter synchronization





Source: R1-140941

Abstract: 

1. Overall Description:

RAN1 would like to thank SA3 for the LS on parameter synchronization in S3-131152 (R1-140017).

It is RAN1’s understanding that SA3 requires a system counter that is known to all UEs.  We note that there are many different approaches to address this, but we note that many of the details regarding timing and counters are yet to be agreed in RAN1 or RAN2, especially for the out of network case.  Hence, we provide preliminary answers to the questions in S3-131152 (R1-140017).

We note that there are many different ways of providing system counter. For example, we note that SIB16 as defined in TS 36.331 can support mechanisms requested by SA3. We note that SIB16 is an optional broadcast, and may not necessarily be sent in all deployments. 

Alternatively, the system counters can potentially be added to a system broadcast (SIB) newly defined for D2D discovery/communication, but we note that RAN1 has not made any agreements yet on these aspects. 

Similarly, for the out of network case, RAN1 is currently discussing various synchronization mechanisms, and a system counter can in principle be added to a broadcast message sent with the synchronization signal.  However, RAN1 has not made any agreements yet on the design and size of such message.

We note that this system counter, if defined, would provide a common value to all UEs that receive this broadcast message.

Additionally, we note that it may be possible to implement a solution in which a UE obtains timing information in an initial registration process,  and then the UE internally keeps track of the time. 

2. Actions:

To SA3:

ACTION: 
RAN1 respectfully asks SA3 to take the above discussion into account in its work.

Discussion: 

Dr. Adrian Escott (Qualcomm) presented

Decision: 

The document was noted.



S3-140904
[ProSe, LI12] LS_in from SA3-LI to TSG RAN, SA2, SA3, SA5 (cc RAN1, RAN2, RAN3, SA, SA1) Reply on ProSe Lawful Interception





Source: SA3-LI

Abstract: 

1. Overall Description:

SA3-LI thanks RAN for the LS RP-132107. 

SA3-LI would like to provide to the following answers to the question from RAN, together with questions for SA3 and SA5, and additional general information on LI requirements:

[RAN question]: TSG RAN respectfully asks SA3-LI, SA3 and SA2 to provide a description of the aspects with potential impact to RAN of the solutions being developed which enable lawful interception and data retention, in order to allow RAN to assess the impact over E-UTRAN.

[SA3-LI answer]: 

The following four areas are the ProSe components prioritized by SA2 in LS S2-140494: (1) direct discovery, (2) EPC-level discovery, (3) ProSe assisted interworking with WLAN-direct, and (4) One-to-many ProSe Direct Communication "in or out of coverage" (applicable to Public Safety UEs only). Based on these four areas, SA3-LI is providing the following response to RAN’s request “to provide a description of the aspects with potential impact to RAN of the solutions being developed which enable lawful interception and data retention”.

The following summarizes SA3-LI’s findings specific to these areas:

-
Direct discovery:

SA3-LI understands that this relates to the commercial case of direct discovery (not Public Safety) and acknowledges the requirement for LI for this area. The following information needs to be reported: the event that a target user utilizes direct ProSe discovery to discover another user:, the event that another user has discovered the target user and informed the network, and the identities of the associated users. 

Answer:  SA3-LI believes that the needed information should be available in the ProSe Function and thus available to the network operator. Hence there are no RAN impacts for the LI of Direct Discovery.

-
EPC-level discovery:

SA3-LI acknowledges the LI requirement to have knowledge of attempted/successful/unsuccessful contact at EPC-level. If the location, identities, radio access technology (RAT) information, and timestamp information is available in the ProSe Function, it should be available for lawful intercept reporting. As EPC-level discovery involves the network, it appears the needed lawful intercept information may be available in the ProSe Function. 

Answer: SA3-LI believes that the needed information should be available in the ProSe Function and thus available to the network operator. Hence there are no RAN impacts for the LI of EPC-level Discovery.

-
ProSe assisted interworking with WLAN-direct:

Depending on national regulations, the ProSe assistance to WLAN-direct operating in unlicensed spectrum is (1) not allowed, or (2) for LI has to be fully monitored, or (3) can be done without any LI. The first and third case seem to have no impact on ProSe. SA3-LI acknowledges the LI requirement for the second case. 

Answer: SA3-LI believes that the ProSe-assisted WLAN-direct communications needs to be available to the network operator/core network for LI purposes, implying that the network be able to disable ProSe-assisted WLAN-direct mode for target UEs; or the network will need to provide a mechanism to capture the direct mode communication between UEs. Since the ProSe service is provided, operators need to be aware of how the ProSe-assisted WLAN-direct capability is being utilized by the user. 

-
One-to-many ProSe Direct Communication "in or out of coverage", applicable to Public Safety UEs only:

Depending on national regulations, the one-to-many ProSe Direct Communication can operate in dedicated public safety spectrum (1) has to be fully monitored for LI or (2) can be done without any LI. If ProSe communications occurs in the licensed spectrum of a 3GPP commercial service provider (CSP), interception of the communication, e.g. by an access network entity that has this capability, where possible, is expected depending on national law. 

Answer: SA3-LI believe that the LI requirements for ProSe one-to-many ProSe Direct Communication can be satisfied if it is possible to have an interface where a UE can either forward immediately all available user data exchanged via one-to-many ProSe Direct Communications while the UE is in network coverage, or – for out of coverage operation – store and upload at a later time. The stored information may only be a summary of communication, or may include user data, within limitations of the UE storage capabilities. It would be a national option how such an interface is used.

-
Question to SA3: As SA3-LI considers the interception of one-to-many ProSe Direct Communication, the following issue was raised. Suppose not all of the one-to-many ProSe Direct Communication is intercepted; does SA3 believe it would be possible to calculate the session key(s) that are being used to protect the communications being targeted?

-
Question to SA5: Regarding one-to-many ProSe Direct Communication, would SA5 provide information on the UE to network interface used for charging, e.g., what kind of data is being passed and how often it is uploaded.

2. Actions:

To TSG RAN, SA2

ACTION: 
Please take the above information in account.

To SA3

ACTION: 
Please take the above information into account (see question for SA3 on interception of one-to-many ProSe Direct Communication).

To SA5.

ACTION: 
Please take the above information into account (see question for SA5 on UE to network interface).

Discussion: 

Mr. Alex Leadbeater (BT Group), SA3-LI chairman, presented.


Question to SA3: As SA3-LI considers the interception of one-to-many ProSe Direct Communication, the following issue was raised. Suppose not all of the one-to-many ProSe Direct Communication is intercepted; does SA3 believe it would be possible to calculate the session key(s) that are being used to protect the communications being targeted?

Consider with the other Reply LS_out

Decision: 

The document was replied to.



S3-140950
[ProSe, LI12] LS_out Reply to SA3-LI on ProSe Lawful Interception





Source: SA3#75

(Replaces S3-140904)

Discussion: 

Mr. Alex Leadbeater (BT Group), SA3-LI chairman, presented.

Decision: 

The document was approved.



S3-140813
[ProSe] pCR TR 33.833 Proposed update of the ProSe TR





New TR 33.833 v..





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented

Decision: 

The document was approved.



S3-140842
[ProSe] pCR TR 33.833 ProSe Security reference model





New TR 33.833 v..





Source: Samsung

Abstract: 

-

Discussion: 

Ms. Kyungjoo Grace Suh (Samsung) presented

Decision: 

The document was approved.



S3-140855
[ProSe] pCR TR 33.833 Consistency for TR 33.833





New TR 33.833 v..





Source: ZTE, China Unicom

Abstract: 

-

Discussion: 

Dr. Li Zhu (ZTE) presented

Decision: 

The document was approved.



S3-140859
[ProSe] pCR TR 33.833 proposed key issue on protection of UE identity for ProSe direct discovery





New TR 33.833 v..





Source: ZTE, China Unicom

Abstract: 

-

Discussion: 

Mr. Jin Peng (ZTE) presented.

Remove the last two requirements.

Decision: 

The document was revised to S3-140972.



S3-140972
[ProSe] pCR TR 33.833 proposed key issue on protection of UE identity for ProSe direct discovery





New TR 33.833 v..





Source: ZTE, China Unicom

(Replaces S3-140859)

Discussion: 

Mr. Jin Peng (ZTE) presented.

Decision: 

The document was approved.



S3-140846
[ProSe] pCR TS 33.303 security requirements for EPC support for WLAN direct discovery and communication





New TS 33.303 v..





Source: Samsung

Abstract: 

-

Discussion: 

Ms. Kyungjoo Grace Suh (Samsung) presented.

Dr. Adrian Escott (Qualcomm) proposed to put this text in the Draft TR 33.833 main section (not in an annex).

Agreed to put this text only in the new TR and not in the new TS yet.

Revise the document as a pCR to the TR 33.833

Decision: 

The document was revised to S3-140973.



S3-140973
[ProSe] pCR TR 33.833 security requirements for EPC support for WLAN direct discovery and communication





New TR 33.833 v..





Source: Samsung

(Replaces S3-140846)

Discussion: 

Ms. Kyungjoo Grace Suh (Samsung) presented.

Decision: 

The document was approved.



S3-140894
[ProSe] pCR TR 33.833 Addition of details to Solution #2.7





New TR 33.833 v..





Source: Vodafone

Abstract: 

-

Discussion: 

Mr. Aguibou Barry (Vodafone) presented.

Agreed to put this text only in the new TR and not in the new TS yet (changed this contribution from pCR to TS to pCR to TR).

Decision: 

The document was approved.



S3-140895
[ProSe] pCR TS 33.303 Addition of Solution #2.7





New TS 33.303 v..





Source: Vodafone

Abstract: 

-

Discussion: 

Mr. Aguibou Barry (Vodafone) presented.

Dr. Eoin Buckley (BlackBerry) agrees with this document (proposing two solutions).

Dr. Adrian Escott (Qualcomm) why are two solution necessary ? One would suffice.

Decision: 

The document was revised to S3-140974.



S3-140974
[ProSe] pCR TS 33.303 Addition of Solution #2.7





New TS 33.303 v..





Source: Vodafone

(Replaces S3-140895)

Discussion: 

Mr. Aguibou Barry (Vodafone) presented.

Decision: 

The document was approved.



S3-140849
[ProSe] pCR TR 33.833 Clarification to Key Issue #3.2 in clause 5.3.2.2 in TR 33.833





New TR 33.833 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Vesa Lehtovirta (Ericsson) presented.

Decision: 

The document was approved.



S3-140836
[ProSe] pCR TR 33.833 Clarification on media protection for IDENTITY





New TR 33.833 v..





Source: CESG

Abstract: 

-

Discussion: 

Mr. Peter Haigh (CESG) presented.

Decision: 

The document was approved.



S3-140777
[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.3





New TR 33.833 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was revised to S3-140977.



S3-140977
[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.3





New TR 33.833 v..





Source: Huawei, HiSilicon

(Replaces S3-140777)

Discussion: 

Ms. Lydia Xu (Huawei).

S3-140977 (revision of S3-140777) was approved without presentation

Decision: 

The document was approved without presentation.



S3-140825
[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.4





New TR 33.833 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was revised to S3-140978.



S3-140978
[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.4





New TR 33.833 v..





Source: Huawei, HiSilicon

(Replaces S3-140825)

Discussion: 

Ms. Lydia Xu (Huawei) presented.

S3-140978_revised_S3-140825 …

Decision: 

The document was approved.



S3-140843
[ProSe] pCR TR 33.833 Description of security for one-to-many prose direct communication





New TR 33.833 v..





Source: Samsung

Abstract: 

-

Discussion: 

Ms. Kyungjoo Grace Suh (Samsung) presented.

Decision: 

The document was approved.



S3-140733
[ProSe] pCR TR 33.833 Algorithm indication in one-to-many communication





New TR 33.833 v..





Source: NEC

Abstract: 

-

Discussion: 

Mrs. Dr. Xiaowei ZHANG (NEC) presented.

Decision: 

The document was noted.



S3-140857
[ProSe] pCR TR 33.833 improvement for solution 3.6





New TR 33.833 v..





Source: ZTE, China Unicom

Abstract: 

-

Discussion: 

Mr. Jin Peng (ZTE) presented.

Decision: 

The document was revised to S3-140979.



S3-140979
[ProSe] pCR TR 33.833 improvement for solution 3.6





New TR 33.833 v..





Source: ZTE, China Unicom

(Replaces S3-140857)

Discussion: 

Mr. Jin Peng (ZTE) presented.

Decision: 

The document was approved.



S3-140850
[ProSe] pCR TR 33.833 Integrity protection in PDCP layer for user plane data in solution #3.6 ProSe One-to-many communication





New TR 33.833 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Vesa Lehtovirta (Ericsson) presented.

Decision: 

The document was revised to S3-140980.



S3-140980
[ProSe] pCR TR 33.833 Integrity protection in PDCP layer for user plane data in solution #3.6 ProSe One-to-many communication





New TR 33.833 v..





Source: Ericsson

(Replaces S3-140850)

Discussion: 

Mr. Vesa Lehtovirta (Ericsson) presented.

Decision: 

The document was approved.



S3-140851
[ProSe] pCR TR 33.833 Updates to solution #3.6 ProSe One-to-many communication





New TR 33.833 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Vesa Lehtovirta (Ericsson) presented.

Decision: 

The document was revised to S3-140981.



S3-140981
[ProSe] pCR TR 33.833 Updates to solution #3.6 ProSe One-to-many communication





New TR 33.833 v..





Source: Ericsson

(Replaces S3-140851)

Discussion: 

Mr. Vesa Lehtovirta (Ericsson).

approved without presentation

Decision: 

The document was approved without presentation.



S3-140837
[ProSe] pCR TR 33.833 Summary of one-to-many communication solutions





New TR 33.833 v..





Source: CESG, Home Office, BT

Abstract: 

-

Discussion: 

Mr. Peter Haigh (CESG) presented.

Decision: 

The document was revised to S3-140982.



S3-140982
[ProSe] pCR TR 33.833 Summary of one-to-many communication solutions





New TR 33.833 v..





Source: CESG, Home Office, BT

(Replaces S3-140837)

Discussion: 

Mr. Peter Haigh (CESG) presented.

Decision: 

The document was approved.



S3-140838
[ProSe] pCR TR 33.833 Evaluation of one-to-many communication solutions





New TR 33.833 v..





Source: CESG, Home Office, BT

Abstract: 

-

Discussion: 

Mr. Peter Haigh (CESG) presented.

Ms. Lydia Xu (Huawei) proposed to remove the last paragraph.

Decision: 

The document was revised to S3-140984.



S3-140984
[ProSe] pCR TR 33.833 Evaluation of one-to-many communication solutions





New TR 33.833 v..





Source: CESG, Home Office, BT

(Replaces S3-140838)

Discussion: 

Mr. Peter Haigh (CESG) removed the last paragraph.

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140839
[ProSe] pCR TR 33.833 Conclusion to evaluation of one-to-many communication solutions





New TR 33.833 v..





Source: CESG, Home Office, Alcatel-Lucent, BT

Abstract: 

-

Discussion: 

Mr. Peter Haigh (CESG) presented.

Decision: 

The document was approved.



S3-140806
[ProSe] Discussion on one-to-many security for ProSe





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Mr. Peter Haigh (CESG) does not support.

Mr. Anand Palanigounder (Qualcomm) has the ProSe Stage 1/2 been completely specified for Rel-12.

A lively discussion started about the pros/cons of completely specifying the Rel-12 SA3 security part before SA`1/2 have completed/matured their Rel-12 work.

Mr. Peter Haigh (CESG) a flexible security mechanism should be specified in Rel-12 offering the authorities…

it the responsibility of SA2

A show of hands on whether to have:

2 Solutions:  ALU, CESG, UK Home Office, Police NL, French Ministry of Interior, Motorola Solutions, Samsung, Vodafone, Intel , BT

1 Solution: BlackBerry, AT&T, Huawei, HiSilicon

SA3 agreed to go for two solutions.

Mr. Vesa Lehtovirta (Ericsson) asked if a decision has been made on which of the two solutions will be Mandatory or Optional to be implemented in ProSe UEs.

Mr. Peter Haigh (CESG) replied that in UK both will be Mandatory for ProSe UEs.

Mr. Magnus Alden (TeliaSonera) stated that not every commercial phone will need to support this (only the ones for Public Safety).

ProSe UEs mandatory to support both solutions (need to be implemented) but not necessarily to be activated/used depending on the geographical location.

Decision: 

The document was noted.



S3-140845
[ProSe] pCR TS 33.303 security requirements for one-to-many prose direct communication





New TS 33.303 v..





Source: Samsung

Abstract: 

-

Discussion: 

Ms. Kyungjoo Grace Suh (Samsung) presented.

Dr. Adrian Escott (Qualcomm) recommended to take this contribution together with Qualcomm S3-140809 and possibly merge them.

SA3 agreed to partially merge S3-140845 with Qualcomm S3-140809.

Decision: 

The document was revised to S3-140985.



S3-140985
[ProSe] pCR TS 33.303 security requirements for one-to-many prose direct communication





New TS 33.303 v..





Source: Samsung, Qualcomm

(Replaces S3-140845)

Discussion: 

S3-140845 partially merged with Qualcomm S3-140809.

Ms. Kyungjoo Grace Suh (Samsung) presented.

Decision: 

The document was approved.



S3-140809
[ProSe] pCR TS 33.303 Adding solution #3.6





New TS 33.303 v..





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Proposed to merge Samsung S3-140845 with this  S3-140809 Qualcomm contribution.

Decision: 

The document was revised to S3-140987.



S3-140840
[ProSe] pCR TS 33.303 Addition of Solution #3.1





New TS 33.303 v..





Source: CESG, Home Office, Vodafone, BT

Abstract: 

-

Discussion: 

Mr. Colin Whorlow (CESG) requested before presentation to revise the document for adding new supporting companies.

Decision: 

The document was revised to S3-140987.



S3-140987
[ProSe] pCR TS 33.303 Adding solution #3.6 (revision of S3-140809)





New TS 33.303 v..





Source: Qualcomm

(Replaces  S3-140809)

Discussion: 

Dr. Adrian Escott (Qualcomm).

Decision: 

The document was approved.



S3-140976
[ProSe] pCR TS 33.303 Addition of Solution #3.1





New TS 33.303 v..





Source: CESG, Home Office, Vodafone, BT, Telefonica, KPN, BlackBerry, Intel, Cassidian SAS, Motorola, BMWi, Ministere de l’interieur, The Police of the Netherlands

(Replaces S3-140840)

Discussion: 

Mr. Colin Whorlow (CESG) presented.

Only added new co-signatories of the pCR. 

No other changes had been made to the original document in S3-140840.

Source: CESG, Home Office, Vodafone, BT, Telefonica, KPN, BlackBerry, Intel, Cassidian SAS, Motorola, BMWi, Ministere de l’interieur, The Police of the Netherlands.

Mr. Peter Haigh (CESG) the proposed specification here is enabling sending the traffic between two UEs which is ProSe.

Others are of the opinion that this is the responsibility of SA2 and not of SA3.

Agreed to put a NOTE in clause 6.Z.4.4.2 
Security Procedures for GMK provisioning, etc. for off-line discussion.

Decision: 

The document was revised to S3-140986.



S3-140986
[ProSe] pCR TS 33.303 Addition of Solution #3.1





New TS 33.303 v..





Source: CESG, Home Office, Vodafone, BT, Telefonica, KPN, BlackBerry, Intel, Cassidian SAS, Motorola, BMWi, Ministere de l’interieur, The Police of the Netherlands, General Dynamics, Orange

(Replaces S3-140976)

Discussion: 

Mr. Peter Haigh (CESG) presented.

Decision: 

The document was approved.



S3-140778
[ProSe] pCR TS 33.303 Inclusion solution #3.5 into the ProSe TS





New TS 33.303 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) proposed to note this contribution

Decision: 

The document was noted.



S3-140714
[ProSe] pCR TR 33.833 clause 6.2.5.3.3.1





New TR 33.833 v..





Source: Interdigital

Abstract: 

This contribution aligns text in Section 6.2.5.3.3.1 with SA3#74bis decision and corresponding Reply LS to RAN1/RAN2 on parameter synchronization (S3-140566).

Discussion: 

Mr. Alec Brusilovsky (Interdigital) presented.

Decision: 

The document was approved.



S3-140847
[ProSe] pCR TR 33.833 Calculation of MIC value in Direct Discovery in TR 33.833





New TR 33.833 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Vesa Lehtovirta (Ericsson) presented.

Proposed to add en Editor's note at the end of the last paragraph of clause 6.2.5.3.3.2 (
Calculation of the MIC value)

Decision: 

The document was revised.



S3-140988
[ProSe] pCR TR 33.833 Calculation of MIC value in Direct Discovery in TR 33.833





New TR 33.833 v..





Source: Ericsson

(Replaces S3-140847)

Discussion: 

Mr. Vesa Lehtovirta (Ericsson).

approved without presentation

Decision: 

The document was approved without presentation.



S3-140856
[ProSe] pCR TR 33.833 improvement for solution 2.5 in TR 33.833





New TR 33.833 v..





Source: ZTE, China Unicom

Abstract: 

-

Discussion: 

Mr. Jin Peng (ZTE) presented.

Decision: 

The document was noted.



S3-140807
[ProSe] pCR TS 33.303 Some improvements to Direct Discovery solution





New TS 33.303 v..





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Decision: 

The document was approved.



S3-140848
[ProSe] pCR TS 33.303 Calculation of MIC value in Direct Discovery in ProSe TS 33.303





New TS 33.303 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Vesa Lehtovirta (Ericsson) presented.

Decision: 

The document was revised to S3-140991.



S3-140991
[ProSe] pCR TS 33.303 Calculation of MIC value in Direct Discovery in ProSe TS 33.303





New TS 33.303 v..





Source: Ericsson

(Replaces S3-140848)

Discussion: 

Mr. Vesa Lehtovirta (Ericsson).

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140858
[ProSe] pCR TS 33.303 improvement on section 6.1.3 in ProSe security TS





New TS 33.303 v..





Source: ZTE, China Unicom

Abstract: 

-

Discussion: 

Mr. Jin Peng (ZTE) presented.

Decision: 

The document was noted.



S3-140808
[ProSe] CR 33.220 Adding FC value for ProSe specification





33.220
  CR-0180  (-) v..





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Decision: 

The document was revised to S3-140992.



S3-140992
[ProSe] CR 33.220 Adding FC value for ProSe specification





33.220
  CR-0180  rev 1 (-) v..





Source: Qualcomm

(Replaces S3-140808)

Discussion: 

Dr. Adrian Escott (Qualcomm).

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140816
[ProSe] pCR TR 33.833 ProSe configuration





New TR 33.833 v..





Source: Gemalto

Abstract: 

pCR to TR 33.833: ProSe Configuration

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Decision: 

The document was approved.



S3-140817
[ProSe] pCR TS 33.303 ProSe configuration





New TS 33.303 v..





Source: Gemalto

Abstract: 

pCR to TS 33.cde: ProSe configuration

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Decision: 

The document was approved.



S3-140844
[ProSe] pCR TR 33.833 Security for ProSe Data Transfer configuration





New TR 33.833 v..





Source: Samsung

Abstract: 

-

Discussion: 

Ms. Kyungjoo Grace Suh (Samsung) presented.

Ms. Lu Gan (Huawei) informed that S3-140834 makes a similar contribution in cause 6.1.2.3 (
Solution description: keys establishment procedure for PC3).

Decision: 

The document was noted.



S3-140887
[ProSe] pCR TR 33.833 Configuration data transfer





New TR 33.833 v..





Source: Gemalto

Abstract: 

-

Discussion: 

Mrs. Mireille Pauliac (Gemalto) presented.

Ms. Lu Gan (Huawei) commented.

Decision: 

The document was approved.



S3-140834
[ProSe] pCR TR 33.833 ProSe-Analysis for the AKA-based solution





New TR 33.833 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lu Gan (Huawei) presented.

Mr. Colin Blanchard (BT Group)  proposed to delete at the end of the document bullet 5 (AKA solution supports flexible upper layer protocols and service).

Mrs. Mireille Pauliac (Gemalto) proposed to modify at the end of the document bullet 3 (Low latency and low complexity for AKA solution).

Dr. Adrian Escott (Qualcomm) proposed to …

Decision: 

The document was revised.



S3-140993
[ProSe] pCR TR 33.833 ProSe-Analysis for the AKA-based solution





New TR 33.833 v..





Source: Huawei, HiSilicon

(Replaces S3-140834)

Discussion: 

Ms. Lu Gan (Huawei) presented.

Decision: 

The document was approved.



S3-140833
[ProSe] pCR TR 33.833 ProSe-Resolving Editor's Note for AKA based solution





New TR 33.833 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lu Gan (Huawei) presented.

Decision: 

The document was noted.



S3-140835
[ProSe] pCR TS 33.303 ProSe-Security Procedure for PC3 interface for TS





New TS 33.303 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140814
[ProSe] pCR TS 33.303 ProSe Configuration data transfer





New TS 33.303 v..





Source: Gemalto

Abstract: 

ProSe Configuration data transfer

Decision: 

The document was approved.



S3-140810
[ProSe] LS_out Draft LS on Discovery message format for ProSe/D2D





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Decision: 

The document was revised to S3-140995.



S3-140995
[ProSe, LTE_D2D_Prox] LS_out Reply to CT1, RAN2 on Discovery message format for ProSe/LTE Device to Device Proximity Services





Source: Qualcomm

(Replaces S3-140810)

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Reply to LS_in on impact of PC3 transport protocol on PC3 security (C1-131548/S3-140717).

Decision: 

The document was approved.



S3-140811
[ProSe] LS_out Draft Reply to S3-140511/S2-140847 on Provisioning of ProSe configuration information in a Public Safety ProSe-enabled UE





Source: Qualcomm

Abstract: 

-

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Decision: 

The document was revised to S3-140996.



S3-140815
[ProSe] Discussion on SA2 LS on Provisioning of ProSe configuration





Source: Gemalto

Abstract: 

Addresses SA2 LS on Provisioning of ProSe configuration

Decision: 

The document was merged in 996.



S3-140996
[ProSe] LS_out Reply to SA2, CT6 on Provisioning of ProSe configuration information in a Public Safety ProSe-enabled UE





Source: SA3#75

(Replaces S3-140811)

Discussion: 

Dr. Adrian Escott (Qualcomm) presented.

Decision: 

The document was approved.



S3-140841
[ProSe] pCR TR 33.833 IDENTITY Signaling flows for one-to-one solution.





New TR 33.833 v..





Source: CESG

Abstract: 

-

Discussion: 

Mr. Peter Haigh (CESG) presented.

Decision: 

The document was approved.



S3-140967
[ProSe] SP#62 exception to 06/14 in SP-130654





Source: SA#62 Dec 2013

Decision: 

The document was noted.



S3-140971
[ProSe] New Draft TR 33.833v100 Security for Proximity-based Services





New TR 33.833 v..





Source: Qualcomm

Discussion: 

Agreed to send TR 33.833v100 to SA#64 for Information

Decision: 

The document was for email approval and approved.



S3-140975
[ProSe] New Draft TS 33.303 Security for Proximity-based Services





New TS 33.303 v..





Source: Qualcomm

Discussion: 

Agreed to send  TS 33.303v100 to SA#64 for 1-step approval

Decision: 

The document was agreed for SA#64 1-step approval.



S3-141021
[ProSe] Cover sheet for TR 33.833v100  for SA#64 Information





New TR 33.833 v..





Source: Qualcomm

Discussion: 

Dr. Adrian Escott (Qualcomm)

Decision: 

The document was for email approval and approved.



S3-141022
[ProSe] Cover sheet for TS 33.303v100 for SA#64 1-step Approval





New TS 33.303 v..





Source: Qualcomm

Discussion: 

Dr. Adrian Escott (Qualcomm)

Decision: 

The document was for email approval and approved.



S3-141023
[ProSe] LS_out to ETSI SAGE on confidentiality algorithms usage in ProSe (Security for Proximity-based Services)





Source: Qualcomm

Discussion: 

Dr. Adrian Escott (Qualcomm)

Decision: 

The document was for email approval and approved.

S3-141028
 UPDATED S3-140559 revised ProSe WID agreed at SA3#74bis






Source: Qualcomm

Discussion: 

Dr. Adrian Escott (Qualcomm)

Decision: 

The document was for email approval and approved.


7.12
Security Aspects of Group Communication System Enablers for LTE (GCSE_LTE)

Rapporteur: Mrs. Dr. Anja Jerichow (NSN)

S3-140762
[GCSE_LTE] pCR TR 33.888 conclusion





New TR 33.888 v..





Source: Nokia, NSN, Huawei

Abstract: 

This pCR proposes a conclusion for the SA3 study TR GCSE_LTE security in Rel-12 based on what was discussed in S3-140617.

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented

Decision: 

The document was revised to S3-140931.



S3-140931
[GCSE_LTE] pCR TR 33.888 conclusion





New TR 33.888 v..





Source: Nokia, NSN, Huawei

(Replaces S3-140762)

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was approved.



S3-140770
[GCSE_LTE] pCR TR 33.888 Conclusion of security options and solving related editor's notes





New TR 33.888 v..





Source: Huawei, HiSilicon, NSN

Abstract: 

-

Discussion: 

remove the entire last clause on Conclusion  add a modified last sentence to doc S3-1409xy ??

Decision: 

The document was revised to S3-140932.



S3-140932
[GCSE_LTE] pCR TR 33.888 Conclusion of security options and solving related editor's notes





New TR 33.888 v..





Source: Huawei, HiSilicon, NSN

(Replaces S3-140770)

Discussion: 

Mr. Chen Jing (Huawei) presented

Decision: 

The document was approved.



S3-140774
[GCSE_LTE] pCR TR 33.888 Conclusion on security across unicast and multicast modes and solving related editor's notes





New TR 33.888 v..





Source: Huawei, HiSilicon, NSN

Abstract: 

-

Discussion: 

remove the Conclusion clause

Decision: 

The document was revised to S3-140933.



S3-140933
[GCSE_LTE] pCR TR 33.888 Conclusion on security across unicast and multicast modes and solving related editor's notes





New TR 33.888 v..





Source: Huawei, HiSilicon, NSN

(Replaces S3-140774)

Discussion: 

Mr. Chen Jing (Huawei) presented

Decision: 

The document was approved.



S3-140771
[GCSE_LTE] pCR TR 33.888 Updating security requirements and solving editor's notes on security requirement of GC2-U





New TR 33.888 v..





Source: Huawei, HiSilicon, NSN

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140854
[GCSE_LTE] pCR TR 33.888 Updating security requirements and solving editor's notes on security requirement of GC2-U





New TR 33.888 v..





Source: Huawei, HiSilicon, NSN

Abstract: 

-

Decision: 

The document was revised to S3-140934.



S3-140934
[GCSE_LTE] pCR TR 33.888 Updating security requirements and solving editor's notes on security requirement of GC2-U





New TR 33.888 v..





Source: Huawei, HiSilicon, NSN

(Replaces S3-140854)

Decision: 

The document was approved.



S3-140763
[GCSE_LTE] pCR TR 33.888 requirements





New TR 33.888 v..





Source: Nokia, NSN, Huawei

Abstract: 

This pCR proposes GCSE security requirements for Rel-12 based on the way forward discussion captured in S3-140617.

Decision: 

The document was revised to S3-140935.



S3-140935
[GCSE_LTE] pCR TR 33.888 requirements





New TR 33.888 v..





Source: Nokia, NSN, Huawei

(Replaces S3-140763)

Decision: 

The document was approved.



S3-140773
[GCSE_LTE] pCR TR 33.888 Analysis on security options of MB2-C interface





New TR 33.888 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) proposed to merge with S3-140764 & put both in TR 33.888

Decision: 

The document was revised to S3-140936.



S3-140764
[GCSE_LTE] pCR TR 33.888 solution





New TR 33.888 v..





Source: Nokia, NSN

Abstract: 

While it is assumed that user data are protected on MB2-U by using application layer security between UE and UE or UE and GCS AS, signaling data on MB2-C need to be taken care of. This pCR proposes a solution for MB2-C.

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) proposed to merge with S3-140773 & put both in TR 33.888.

No change in S3-140764.

Decision: 

The document was approved.



S3-140936
[GCSE_LTE] pCR TR 33.888 Analysis on security options of MB2-C interface





New TR 33.888 v..





Source: Huawei, HiSilicon

(Replaces S3-140773)

Discussion: 

merger of S3-140773 and S3-140764

Decision: 

The document was approved.



S3-140767
[GCSE_LTE] pCR TR 33.888 Addition to conclusion





New TR 33.888 v..





Source: Nokia, NSN

Abstract: 

It is proposed to add  mandatory text relevant for GCSE security to 33.246 specifications, while referencing the requirements in 22.468  and architecture in 23.468. Therefore, this needs to be documented in the conclusion section of the TR.

Discussion: 

Add to S3-140931

Decision: 

The document was noted.



S3-140765
[GCSE_LTE] LS_out Draft LS on Information about GCSE_LTE security decisions





Source: Nokia, NSN, Huawei

Abstract: 

-

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented

Decision: 

The document was revised to S3-140937.



S3-140937
[GCSE_LTE] LS_out to SA2, CT3 on Information about GCSE_LTE security decisions





Source: Nokia, NSN, Huawei

(Replaces S3-140765)

Discussion: 

Reply by Mrs. Dr. Anja Jerichow (NSN)

Decision: 

The document was approved.



S3-140754
[GCSE_LTE] Discussion on Indication to Turn off MBMS Security





New TR 33.888 v..





Source: Alcatel-Lucent

Abstract: 

This paper discusses the need for GCSE AS to indicate BM-SC to switch off the MBMS security when MBMS is used for GCSE transport and propose to send an LS to CT groups to take a note of it.

Decision: 

The document was noted.



S3-140766
[GCSE_LTE] pCR TR 33.888 editorial corrections





New TR 33.888 v..





Source: Nokia, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140769
[GCSE_LTE] Discussion on Solving editor's notes on SA2 TR 23.768 updating





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-140772
[GCSE_LTE] pCR TR 33.888 Updating security threats on MB2 and solving editor's notes on group privacy





New TR 33.888 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140938.



S3-140938
[GCSE_LTE] pCR TR 33.888 Updating security threats on MB2 and solving editor's notes on group privacy





New TR 33.888 v..





Source: Huawei, HiSilicon

(Replaces S3-140772)

Decision: 

The document was approved.



S3-140966
[GCSE_LTE] SP#62 exception to 06/14 in SP-130652





Source: SA#62 Dec 2013

Decision: 

The document was noted.



S3-140997
[GCSE_LTE] New Draft TR 33.888 Security for Group Communication System Enablers for LTE (Stage 2)





New TR 33.888 v..





Source: NSN

Decision: 

The document was agreed for SA#64 1-step Approval.



S3-141024
[GCSE_LTE] Cover sheet for TR 33.888v100 for SA#64 1-step Approval





New TR 33.888 v..





Source: NSN

Discussion: 

Mrs. Dr. Anja Jerichow (NSN)

Decision: 

The document was for email approval and approved.



7.13
Security Assurance Specification for 3GPP Network Products (SCAS)

Rapporteur: Alf Zugenmaier (NTT DOCOMO), Miss Judy Zhu (China Mobile)

SA3 Chairman: For agenda 7.13 (SCAS) only threats and requirements (including test cases) are for e-mail approval; security objectives are not for e-mail approval.

S3-140863
[SCAS] pCR Security requirement for booting only from intended memory devices





Source: China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



7.13.1
[SCAS] 33.916 related

S3-140909
[SCAS] pCR TR 33.916 Definitions for TR33.916





New TR 33.916 v..





Source: NTT DOCOMO

Abstract: 

This contribution provides content for the Clause 3 Definitions and Acronyms of TR33.916

Discussion: 

Dr. Alf Zugenmaier (DOCOMO) presented.

Decision: 

The document was revised to S3-140958.



S3-140958
[SCAS] pCR TR 33.916 Definitions for TR33.916





New TR 33.916 v..





Source: NTT DOCOMO

(Replaces S3-140909)

Discussion: 

Dr. Alf Zugenmaier (DOCOMO) presented.

Decision: 

The document was approved.



S3-140743
[SCAS] pCR TR 33.916 Corrections to 6.2 TR 33.916





New TR 33.916 v..





Source: Alcatel-Lucent

Abstract: 

-

Discussion: 

Mr. John Hickey (Alcatel-Lucent) presented

Decision: 

The document was approved.



S3-140828
[FS_SECAM] Discussion paper on Risk Assessment





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Patrik Teppo (Ericsson) presented.

Decision: 

The document was noted.



S3-140829
[SCAS] pCR TR 33.916 use of Risk Assessment





New TR 33.916 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Mr. Patrik Teppo (Ericsson) presented.

Merge Ericsson S3-140829 with NSN S3-140884 in S3-140959.

Decision: 

The document was revised to S3-140959.



S3-140884
[SCAS] pCR TR 33.916 Aligning TR 33.916 with S3-140299





New TR 33.916 v..





Source: NSN

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

Merge NSN S3-140884 with Ericsson S3-140829 in S3-140959.

Decision: 

The document was revised to S3-140959.



S3-140959
[SCAS] pCR TR 33.916 use of Risk Assessment





New TR 33.916 v..





Source: Ericsson, NSN

(Replaces S3-140829)

Discussion: 

Merger of NSN S3-140884 with Ericsson S3-140829.

Decision: 

The document was revised to S3-141013.



S3-141013
[SCAS] pCR TR 33.916  use of Risk Assessment





New TR 33.916 v..





Source: NSN, Ericsson

(Replaces S3-140959)

Discussion: 

Mr. Patrik Teppo (Ericsson) presented

Merger of NSN S3-140884 with Ericsson S3-140829.

SCAS - Aligning TR 33.916 with S3-140299

Decision: 

The document was approved.



S3-140791
[SCAS] pCR TR 33.806 Clarification of Risk in the Security Problem Definition template





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented

Decision: 

The document was noted.



S3-140744
[SCAS] pCR TR 33.916 Verifiable and repeatable tests





New TR 33.916 v..





Source: Ericsson

Abstract: 

In SECAM each requirement shall have an associated test case to be able to verify whether the requirement is fulfilled or not. The level of detail in the requirements proposed so far has been quite different. This pCR proposes to clarify how to write verifiable and repeatable tests for SECAM.

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was revised to S3-140960.



S3-140960
[SCAS] pCR TR 33.916 Verifiable and repeatable tests





New TR 33.916 v..





Source: Ericsson

(Replaces S3-140744)

Discussion: 

Mr. Karl Norrman (Ericsson) presented

Decision: 

The document was approved.



S3-140962
Resubmission of S3-140608 (pCR TR 33.916 minor changes to output and role clauses to align with the agreed SECAM process) from SA3#74bis left for email approval but NOT concluded





New TR 33.916 v..





Source: Huawei, Hisilicon, Ericsson

Discussion: 

Dr. Alf Zugenmaier (DOCOMO) presented.

S3-140608 was left for e-mail approval last meeting SA3#74bis and no comments had been raised. However, there was no announcement of this approval. 

The SCAS Rapporteur (Dr. Alf Zugenmaier) suggested resubmit the contribution for "re-approval" by SA3#75 (S3-140962 is the resubmission of S3-140608; no other changes had been made).

Decision: 

The document was approved.



S3-141010
[FS_SECAM, SCAS] Discussion document on SECAM contribution framework (related to TR 33.916)





Source: Alcatel Lucent (John Hickey)

Discussion: 

Mr. John Hickey (Alcatel Lucent) presented.

Dr. Alf Zugenmaier (DOCOMO) expressed the view that there is a need for a database/spreadsheet e.g. MS Access) to capture all the requirements by converting the tables from these slides in S3-141010 and to attach it to the draft TR 33.916.

Rules of framework:

Use an existing threat before attempting to create new one.

Threats should not include security objectives nor requirements (not implementation details)

(Try)map threat to one of the existing categories.

Threat should map to one (or more) security objectives

All requirements should map to one or more threats.

All requirements should map to one or more security objectives.

Base the future work on S3-141010.

CONTRIBUTION AGREED IN PRINCIPLE.

-------------------------------------------------

Dr. Alf Zugenmaier (DOCOMO): The email just sent to the SA3 exploder list about impact of S3-141010 on the documents still to be approved:

1.
For all of the remaining SCAS documents, please think about which level of detail the description is providing. For now, it would be nice if we could put a sentence like:

- this is a compound threat (relating to threat category …., if possible)

- this is a detailed threat (relating to on or more compound threats …., and/or a threat category ….)

- this is a high level requirement (e.g.  conformance to industry best practices)

- this is a mid level requirement (with its own set of test cases)

- this is a detailed low level requirement (think about whether this could also just be a test case in a different requirement)

2.
I would appreciate if you could already update the documents before the discussion, but that is not obligatory. But please be prepared that the meeting might ask for such changes.

And in addition:

1.
I would like to deal with adding threats to the objectives clause by having in each of the approved threats clauses an editor’s note stating which objectives the threat refers to or if a new objective would be required.

2.
I would then resolve the editor’s note on implementation into the TR

Please bear in mind that this is an iterative process, so things can be changed later if we discover that the structure isn’t helpful.

Decision: 

The document was noted.



S3-141012
[SCAS] pCR TR 33.916 (Security Assurance scheme for 3GPP network products) on how to structure Threads & Requirements





New TR 33.916 v..





Source: DOCOMO, China Mobile, Alcatel-Lucent

Discussion: 

Dr. Alf Zugenmaier (DOCOMO) 

Base the future work on the outcome of the S3-141012

Decision: 

The document was for email approval and approved.



S3-141017
[SCAS] New Draft TR 33.916 Security Assurance scheme for 3GPP network products





New TR 33.916 v..





Source: NTT DOCOMO

Discussion: 

Dr. Alf Zugenmaier (DOCOMO)

Agreed as new baseline for future contributions.

Decision: 

The document was revised to S3-141026.



S3-141026
[SCAS] RESERVED for post S3-141012 email approval [SCAS] TR 33.916 (Security Assurance scheme for 3GPP network products) on how to structure Threads & Requirements





New TR 33.916 v..





Source: DOCOMO

(Replaces S3-141017)

Discussion: 

Dr. Alf Zugenmaier (DOCOMO)

Decision: 

The document was for email approval and approved.

S3-141027
[SCAS] RESERVED for post S3-141025 FINAL email approval New Draft TR 33.806 Study on Pilot development of Security Assurance Specification for MME network product class







Source: DOCOMO

Discussion: 

Dr. Alf Zugenmaier (DOCOMO)

Decision: 

The document was for email approval 
7.13.2
[SCAS] 33.806 related - Preliminaries

S3-140908
[SCAS] pCR TR 33.806 Definitions for TR33.806





New TR 33.806 v..





Source: NTT DOCOMO

Abstract: 

This contribution provides content for the Clause 3 Definitions of TR33.806

Decision: 

The document was approved.



S3-140907
[SCAS] pCR TR 33.806 References for TR33.806





New TR 33.806 v..





Source: NTT DOCOMO

Abstract: 

References for TR33.806

Decision: 

The document was revised to S3-140961.



S3-140961
[SCAS] pCR TR 33.806 References for TR33.806





New TR 33.806 v..





Source: NTT DOCOMO

(Replaces S3-140907)

Discussion: 

approved without presentation

Decision: 

The document was approved without presentation.



S3-141025
[SCAS] New Draft TR 33.806 Study on Pilot development of Security Assurance Specification for MME network product class





New TR 33.806 v..





Source: DOCOMO

Discussion: 

Dr. Alf Zugenmaier (DOCOMO)

Decision: 

The document was for email approval and approved.



7.13.3
[SCAS] 33.806 related - Editorials

S3-140883
[SCAS] pCR TR 33.806 Re-introducing skeleton from S3-140299 in TR 33.806





New TR 33.806 v..





Source: NSN

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

S3-140883 is noted but the agreement in S3-140959 is to be applied to all the threads in the TR 33.806

Decision: 

The document was noted.



7.13.4
[SCAS] 33.806 related - Objectives

S3-140885
[SCAS] Discussion on role of objectives for TR 33.806, TS 33.116





Source: NSN

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

Decision: 

The document was noted.



S3-140886
[SCAS] pCR TR 33.806 adding objectives





New TR 33.806 v..





Source: NSN

Abstract: 

-

Discussion: 

Dr. Günther Horn (NSN) presented.

Ms. Kyungjoo Grace Suh (Samsung) commented.

Miss Judy Zhu (China Mobile) commented.

Decision: 

The document was revised to S3-140963.



S3-140963
[SCAS] pCR TR 33.806 adding objectives





New TR 33.806 v..





Source: NSN

(Replaces S3-140886)

Discussion: 

Dr. Günther Horn (NSN) presented.

Decision: 

The document was approved.



S3-140826
[SCAS] pCR TR 33.806 Remote and Local access consideration for attacker model





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented

Decision: 

The document was revised to S3-140964.



S3-140964
[SCAS] pCR TR 33.806 Remote and Local access consideration for attacker model





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140826)

Discussion: 

Ms. Lydia Xu (Huawei) presented

Decision: 

The document was approved.



S3-140782
[SCAS] pCR TR 33.806 Interface and version consideration for attacker model





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented

...

Mr. Stefan Schroeder (Deutsche Telekom) commented

Decision: 

The document was revised to S3-140965.



S3-140965
[SCAS] pCR TR 33.806 Interface and version consideration for attacker model





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140782)

Discussion: 

Ms. Lydia Xu (Huawei) presented.

S3-140965_revised_S3-140782 (SCAS-Interface and version consideration for attacker model-v1)…

Decision: 

The document was approved.



S3-140906
[SCAS] pCR TR 33.806 v.0.2.1 clause 5.3.1 (Inside attacker capabilities) and 5.3.2 (Types of attacks by insiders)





New TR 33.806 v..





Source: Telecom Italia

Abstract: 

This contribution proposes a redefinition of insider and external attack

Discussion: 

Mr. Mauro Castagno (Telecom Italia) presented.

Comments: 

Why are attackers with a compromised device considered insiders?

Second paragraph doesn’t parse (grammatically).

Mauro proposed to come back next meeting with a revised document. Document noted.

Decision: 

The document was revised to S3-140969.



S3-140969
[SCAS] pCR TR 33.806 v.0.2.1 clause 5.3.1 (Inside attacker capabilities) and 5.3.2 (Types of attacks by insiders)





New TR 33.806 v..





Source: Telecom Italia

(Replaces S3-140906)

Discussion: 

Mr. Mauro Castagno (Telecom Italia)

Decision: 

The document was withdrawn.



7.13.5
[SCAS] Platform security - Reducing attack surface

S3-140751
[SCAS] pCR TR 33.806 v.0.2.1 clause 7 (Security Requirements related to Hardening)





New TR 33.806 v..





Source: Telecom Italia

Abstract: 

-

Discussion: 

Mr. Mauro Castagno (Telecom Italia) presented.

Decision: 

The document was noted.



S3-140867
[SCAS] pCR Threat and security objective on compromised MME detecting and reacting





Source: China Unicom, China Mobile

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom)

Decision: 

The document was noted.



S3-140874
[SCAS] pCR TR 33.806 Root level access rights and configurations





New TR 33.806 v..





Source: TeliaSonera, China Unicom

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141029

.S3-141029
[SCAS] pCR TR 33.806 Root level access rights and configurations





New TR 33.806 v..





Source: TeliaSonera, China Unicom

Abstract: 

(Replaces S3-140874)
Decision: 

The document was approved


S3-140875
[SCAS] pCR TR 33.806 File system rights hardening





New TR 33.806 v..





Source: TeliaSonera, China Unicom

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141030

.

S3-141030
[SCAS] pCR TR 33.806 File system rights hardening





New TR 33.806 v..





Source: TeliaSonera, China Unicom

Abstract: 

(Replaces S3-140875)
Decision: 

The document was approved

S3-140738
[SCAS] pCR TR 33.806 Security threat and requirement of the console interface on MME





New TR 33.806 v..





Source: China Mobile, China Unicom, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141041.
S3-141041
[SCAS] pCR TR 33.806 Security threat and requirement of the console interface on MME





New TR 33.806 v..





Source: China Mobile, China Unicom, Alcatel-Lucent

(Replaces S3-140738)
-

Decision: 

The document was approved.



S3-140739
[SCAS] pCR TR 33.806 Security threat and hardening requirements from unnecessary open ports and insecure services





New TR 33.806 v..





Source: China Mobile, TeliaSonera, China Unicom, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141042.
S3-141042
[SCAS] pCR TR 33.806 Security threat and hardening requirements from unnecessary open ports and insecure services





New TR 33.806 v..





Source: China Mobile, TeliaSonera, China Unicom, Alcatel-Lucent

(Replaces S3-140739)
-

Decision: 

The document was approved.

S3-140865
[SCAS] pCR TR 33.806 Security requirement for MME management and maintenance access





New TR 33.806 v..





Source: China Unicom

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom)

Decision: 

The document was for email approval and revised to S3-141040.

S3-141040
[SCAS] pCR TR 33.806 Security requirement for MME management and maintenance access





New TR 33.806 v..





Source: China Unicom

(Replaces S3-140865)
-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom)

Decision: 

The document was approved. 


S3-140862
[SCAS] pCR TR 33.806 Threat and security objective on booting from external device





New TR 33.806 v..





Source: China Unicom

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom)

Decision: 

The document was for email approval and approved.



S3-140873
[SCAS] pCR TR 33.806 Security requirement for booting only from intended memory devices





New TR 33.806 v..





Source: China Unicom

Abstract: 

-

Decision: 

The document was approved.



7.13.6
[SCAS] Platform security - Logging

S3-140784
[SCAS] pCR TR 33.806 SCAS MME Log Management





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141031.

S3-141031
[SCAS] pCR TR 33.806 SCAS MME Log Management





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140784)
Decision: 

The document was approved
S3-140790
[SCAS] pCR TR 33.806 Requirements for internal attack prevention





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141032.

S3-141032
[SCAS] pCR TR 33.806 Requirements for internal attack prevention





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140790)
Decision: 

The document was  approved.


S3-140866
[SCAS] pCR TR 33.806 Security requirement on compromised MME detecting and reacting





New TR 33.806 v..





Source: China Unicom, China Mobile, TeliaSonera

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom)

Decision: 

The document was noted.
7.13.7
[SCAS] Application security

S3-140750
[SCAS] pCR TR 33.806 v.0.2.1 clause 5.4.2 (Other Threats)





New TR 33.806 v..





Source: Telecom Italia

Abstract: 

-

Discussion: 

Mr. Mauro Castagno (Telecom Italia)

Decision: 

The document was for email approval and revised to S3-141043.

S3-141043
[SCAS] pCR TR 33.806 v.0.2.1 clause 5.4.2 (Other Threats)





New TR 33.806 v..





Source: Telecom Italia

(Replaces S3-140750)-

Discussion: 

Decision: 

The document was approved. 


S3-140737
[SCAS] pCR TR 33.806 Clarification on Security requirement for Resource exhaustion attacks prevention





New TR 33.806 v..





Source: China Mobile, China Unicom, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was for email approval and approved.



S3-140789
[SCAS] pCR TR 33.806 Requirements for key storage and access





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141034.

S3-141034
[SCAS] pCR TR 33.806 Requirements for key storage and access





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140789)
Decision: 

The document was approved.


S3-140742
[SCAS] pCR TR 33.806 More details about Security requirements on MME user account and password management





New TR 33.806 v..





Source: China Mobile

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141039.
S3-141039
[SCAS] pCR TR 33.806 More details about Security requirements on MME user account and password management





New TR 33.806 v..





Source: China Mobile

(Replaces S3-140742)
-

Decision: 

The document was approved.
S3-140786
[SCAS] pCR TR 33.806 Security threats and requirements on MME software package integrity validation





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141033.

S3-141033
[SCAS] pCR TR 33.806 Security threats and requirements on MME software package integrity validation





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140786)
Decision: 

The document was  approved.


S3-140864
[SCAS] pCR TR 33.806 Security objective and requirement on MME software package integrity





New TR 33.806 v..





Source: China Unicom

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom)

Decision: 

The document was for email approval and revised to S3-141033.



S3-140783
[SCAS] pCR TR 33.806 Security threats and requirements on MME management and maintenance access





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141037

.S3-141037
[SCAS] pCR TR 33.806 Security threats and requirements on MME management and maintenance access





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140783)
Decision: 

The document was approved. 



S3-140785
[SCAS] pCR TR 33.806 Security threats of O&M privilege management requirements on MME Management and Maintenance





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141036.

S3-141036
[SCAS] pCR TR 33.806 Security threats of O&M privilege management requirements on MME Management and Maintenance





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140785)

Decision: 

The document was  approved.

S3-140787
[SCAS] pCR TR 33.806 Privacy Related Features and Functions





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141035.

S3-141035
[SCAS] pCR TR 33.806 Privacy Related Features and Functions





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140787)

Decision: 

The document was approved.

S3-140788
[SCAS] pCR TR 33.806 Security threats and requirements on user identity





New TR 33.806 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was for email approval and revised to S3-141038.

S3-141038
[SCAS] pCR TR 33.806 Security threats and requirements on user identity





New TR 33.806 v..





Source: Huawei, HiSilicon

(Replaces S3-140788)
Decision: 

The document was approved


7.14
Specification of the TUAK Algorithm Set (STAS)

Rapporteur: Mr. Aguibou Barry (Vodafone)

S3-140890
[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231





35.231
  CR-0001  (-) v..





Source: Vodafone

Abstract: 

-

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Decision: 

The document was revised to S3-140922.



S3-140922
[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231





35.231
  CR-0001  rev 1 (-) v..





Source: Vodafone

(Replaces S3-140890)

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Decision: 

The document was revised to S3-140998.



S3-140998
[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231





35.231
  CR-0001  rev 2 (-) v..





Source: Vodafone

(Replaces S3-140922)

Discussion: 

Mr. Aguibou Barry (Vodafone)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140891
[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232





35.232
  CR-0001  (-) v..





Source: Vodafone

Abstract: 

-

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Decision: 

The document was revised to S3-140923.



S3-140923
[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232





35.232
  CR-0001  rev 1 (-) v..





Source: Vodafone

(Replaces S3-140891)

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Decision: 

The document was revised to S3-140999.



S3-140999
[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232





35.232
  CR-0001  rev 2 (-) v..





Source: Vodafone

(Replaces S3-140923)

Discussion: 

Mr. Aguibou Barry (Vodafone)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140892
[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233





35.233
  CR-0001  (-) v..





Source: Vodafone

Abstract: 

-

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Decision: 

The document was revised to S3-140924.



S3-140924
[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233





35.233
  CR-0001  rev 1 (-) v..





Source: Vodafone

(Replaces S3-140892)

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Decision: 

The document was revised to S3-141000.



S3-141000
[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233





35.233
  CR-0001  rev 2 (-) v..





Source: Vodafone

(Replaces S3-140924)

Discussion: 

Mr. Aguibou Barry (Vodafone)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140896
[STAS] LS_in from ETSI SAGE to SA3  on TUAK design and evaluation report





Source: ETSI SAGE

Abstract: 

Attachments:
Performance Evaluation of the TUAK algorithm – report from ISG Smart Card Centre, Royal Holloway University of London

SAGE has been working on a design and evaluation report for the TUAK algorithm, suitable for publication.  We have been assisted in this by two universities:

•
The University of Waterloo in Canada has been carrying out an independent assessment of TUAK’s security

•
The Smartcard Centre at Royal Holloway, University of London has been assessing the performance and implementation complexity of TUAK on smartcards

We are very grateful that the GSMA has agreed to contribute some funding for these two universities. 

Our intention was that all the university analysis should be complete by April, so that the final design and evaluation report could be compiled in time for communication to SA3’s meeting in May 2014.  Unfortunately, we will not meet that target; instead, the full report will be sent to SA3 before its August 2014 meeting.

This delay has arisen for good reasons.  The University of Waterloo has carried out extensive analysis, including the development of several programs and experiments, all of which has taken longer than they had originally envisaged.  But it means that the eventual report will be more thorough.

In the meantime, we imagine that there may be more doubts about implementation complexity and performance aspects than around security (because, as explained in the liaison statement SAGE-13-10 / S3-140076, TUAK is based solidly upon the Keccak algorithm that emerged as the winner of the SHA-3 competition after a great deal of public evaluation – so there are good reasons to trust the security).  We therefore attach a report produced by the Royal Holloway, University of London Smartcard Centre, which indicates that a native implementation of TUAK should meet the performance targets originally set for Milenage, by a very comfortable margin, including ample allowance for any overhead incurred by side channel attack resistance measures.  We hope that a somewhat fuller assessment of side channel attacks can be included in the final design and evaluation report.

Discussion: 

Mr. Aguibou Barry (Vodafone) presented. A more elaborated evaluation report will follow. 

Mrs. Mireille Pauliac (Gemalto) asked …

Decision: 

The document was noted.



7.15
Security Aspects related to Machine-Type Communication (MTCe)

Rapporteur: Mr. Rajavelsamy  Rajadurai (Samsung)

S3-140716
[MTCe, LI12] LS_in from SA3LI to SA1, CT4 (cc SA2, SA3, GSMA TSG, GSMA FF) on MTC Device Identification for LI





Source: SA3-LI

Abstract: 

1. Overall Description:

SA3LI have been reviewing TS 22.368 with respect to identifying MTC devices for the purposes of LI. In reviewing TS 22.368 and in observing current M2M devices appearing on the market, SA3LI have noted that MTC specifications do not fully mandate the presence of IMEI in MTC devices. 

From an LI perspective, many national regulations mandate IMEI as a LI targeting parameter and therefore it is essential that all 3GPP MEs (both normal MEs and MTC MEs) fully comply with TS 23.003 and 23.016 with respect to IMEI implementation.

SA3LI have noted the IMEI structure requirements and the limited range of the current IMEIs in TS 23.003 & TS 23.016, relative to the likely number of future MTC devices. SA3LI would therefore like to understand the impact of any required future expansion or changes to IMEI format which may be required to fully support unique IMEIs for MTC devices.

2. Actions:

To SA1

ACTION: 
SA3LI request that SA1 update TS 22.368 to make it explicitly clear that MTC MEs are required to fully support normal ME numbering and identification requirements.

Discussion: 

Mr. Alex Leadbeater (BT Group), SA3-LI chairman, presented.

For information to SA3.

Decision: 

The document was noted.



S3-140719
[MTCe, LI12] LS_in from CT4 to SA3LI, GSMA TSG (cc SA1, SA2, SA3, CT1, GSMA FF) Reply on MTC Device Identification for LI





Source: C4-140714

Abstract: 

1. Overall Description:

CT4 thanks SA3LI for their LS on MTC Device Identification for LI.

Some time ago we had a discussion if we need to enhance IMEI to handle a higher number of IMEI. Triggered by previous discussion we had a couple of years ago on how to enhance IMEI it was agreed to deal with this when the exhaust date of IMEI values is in near future. It was agreed that GSMA which take care on IMEI numbering (with TIA) will inform 3GPP approximately 5 years in advance before running out of numbers which should give sufficient time to provide a solution on how to enhance IMEI number. 

2. Actions:

To SA3LI, GSMA TSG group.

ACTION: 
CT4 kindly asks SA3LI, GSMA TSG group to take the information into account.

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Mr. Alex Leadbeater (BT Group) commented that the issue was actually triggered by SA3-LI and not by GSMA.

Decision: 

The document was noted.



S3-140729
[MTCe] LS_in from SA2 to oneM2M Technical Plenary (cc 3GPP SA1, SA3, CT3) Reply on interaction of oneM2M with Underlying Networks





Source: S2-140565

Abstract: 

1. Overall Description:

3GPP SA2 thanks oneM2M TP for the LS S2-133181 / oneM2M-TP-2013-0307R01.

SA2 would like to provide the following update about the 3GPP network capabilities and functionalities related to MTC and standardized in Release 12. Within the MTCe WI the following functions and enhancements related to M2M and other mobile data applications were specified:

•
On Device Triggering enhancements:

o
The 3GPP network can inform the M2M service capability server via the Tsp reference point about a failure for Device Trigger Request delivery and other overload control parameters. These overload control parameters would influence the scheduling of Device Trigger Requests in the M2M service capability server. The normative work is under stage 3 specification.

o
The M2M service provider may execute replace/recall procedures for previously submitted Device Trigger request message. This functionality is specified in TS 23.682.

•
On Small Data Transmission:

o
Related to frequent Small Data transmission, optimizations are under specification to limit the frequent change between UE's idle and active states. Currently discussion is ongoing between 3GPP SA2 and RAN2 WGs.

•
On UE Power Consumption Optimizations:

o
A new UE mode of operation, called Power Saving Mode (PSM) was specified. The UE requests the activation of the PSM mode. During the PSM state, the UE remains attached to the network, but the UE is not reachable for mobile terminated (MT) communication, therefore preferably the UE should use MO communication or Device Triggering is used to initiate MT communication. This functionality is described in TS 23.682 (and correspondingly in TS 23.401 and TS 23.060).

With regard to the points raised by oneM2M about the capabilities provided by the 3GPP network to exchange information with external service providers/applications (e.g. multicast/broadcast data, QoS, priority, device characteristics, subscription, charging, location), beside Tsp there are no other reference points which can be used by external applications outside of the 3GPP operator control.

On the dynamic correlation of the oneM2M Service Enablement Framework identifier of the M2M device with the External Identifier, the 3GPP system doesn’t currently have any enablers/APIs for doing such a correlation in dynamic way. The mapping of the External ID to 3GPP network internal identities is (pre)provisioned to the device's subscription data, i.e. the External ID is bound to an entry in HSS. 

If oneM2M plans to use 3GPP network internal APIs to access network internal services from external entities, oneM2M may contact 3GPP SA1 WG to work on the corresponding use cases and requirements. 

Specifically for accessing the charging information, SA5 is responsible for the management and exchange of Charging Data Records (CDRs), e.g. between IMS applications and PCC over the Rf/Ro interfaces (TS 32.299).  Please contact the SA5 for specific questions related to charging. 

2. Actions:

To oneM2M Technical Plenary

ACTIONS: 


Please take note of the above information and please keep us informed about the further advances in oneM2M plans to use network services from the underlying networks.

Discussion: 

Mrs. Dr. Xiaowei ZHANG (NEC) presented.

Decision: 

The document was noted.



S3-140801
[MTCe] CR 33.187 Modification on Network based solution for filtering SMS-delivered device trigger messages





33.187
  CR-0001  (-) v..





Source: ZTE, China Unicom

Abstract: 

-

Decision: 

The document was revised to S3-141002.



S3-141002
[MTCe] CR 33.187 Modification on Network based solution for filtering SMS-delivered device trigger messages





33.187
  CR-0001  rev 1 (-) v..





Source: ZTE, China Unicom

(Replaces S3-140801)

Decision: 

The document was approved.



S3-140902
[MTCe] CR 33.868 editorial cleanup (Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements)





33.868
  CR-0001  (-) v..





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-141003.



S3-141003
[MTCe] CR 33.868 editorial cleanup (Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements)





33.868
  CR-0001  rev 1 (-) v..





Source: Samsung

(Replaces S3-140902)

Discussion: 

approved without presentation

Decision: 

The document was approved without presentation.



S3-140827
[MTCe] Discussion on Way forward about MTCe in Rel-13





Source: China Mobile, Samsung

Abstract: 

-

Decision: 

The document was noted.



S3-140899
[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Architecture Enhancements for Service capability Exposure (AESE)





Source: Samsung, China Mobile, Huawei

Abstract: 

-

Discussion: 

Mr. Rajavelsamy Rajadurai (Samsung) presented

Mr. Colin Blanchard (BT Group) referring to OMA APIs, former the Parlay/3GPP CT5 (OSA) API, pointed out that SA3 has not yet studied their security implications.

Quote from the meeting report SA3#74, Taipei, Taiwan, 20-24 Jan 2014):

"The Chairman commented that by the next meeting there should a new Rel-13 WID and a new TR skeleton to start the work. This WID depends on the SA1,SA2,SA3 discussions and the Plenary.

The Rapporteur proposed to send via email the parts that can be agreed for the Rel-13 version of the spec. The text will come from the existing TR and applied to the new version via copy/paste."

End of quote

Decision: 

The document was agreed.



S3-140900
[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Monitoring Enhancements (MONTE)





Source: Samsung, China Mobile, Huawei

Abstract: 

-

Discussion: 

Mr. Rajavelsamy Rajadurai (Samsung) presented

Decision: 

The document was agreed.



S3-140901
[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Group based Enhancements (GROUPE)





Source: Samsung, China Mobile, Huawei

Abstract: 

-

Discussion: 

Mr. Rajavelsamy Rajadurai (Samsung) presented

Decision: 

The document was agreed.



7.16
Security Aspects of WLAN Network Selection for 3GPP Terminals (WLAN_NS)

Rapporteur: Ms. Lydia Xu (Huawei)

There were no contributions under this agenda item.

7.17
Other areas

S3-140905
[Other areas] Discussion on Security for XML based access of AF to the PCRF





Source: Alcatel-Lucent

Abstract: 

Security for the XML based Rx interface between AF and PC

Discussion: 

 Mr. Nagendra Bykampadi (ALU) proposal.

It is proposed that SA3 adopt TLS (i.e. RESTful HTTPS from the application perspective) as the security protocol for the Rx Interface between AF and PC.

Decision: 

The document was approved.



S3-140804
[Other areas] Discussion on Security for XML based access of AF to the PCRF





Source: Alcatel-Lucent

Abstract: 

Discuss security for the XML based access of AF to PCRF

Decision: 

The document was withdrawn.



8
Studies (ongoing)

8.1
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks (FS_SSO_Int_Sec)

Rapporteur: Mr. Vesa Lehtovirta (Ericsson)

There were no contributions under this agenda item.

8.2
Study on Spoofed Call Detection and Prevention (FS_SPOOF)

Rapporteur: Lixiang Jun (China Mobile)

There were no contributions under this agenda item.

ACTION:
Rapporteur (China Mobile) to report on the future of draft TR 33.831 Study on Security on spoofed call detection and prevention (Stage 2)  (FS_SPOOF)

(action on: Rapporteur (China Mobile) / due by: 2014-08-04)

8.3
Study on Security Assurance Methodology for 3GPP Network Elements (FS_SECAM)

Rapporteur: Mr. Loic Habermacher  (Orange)

There were no contributions under this agenda item.

8.4
Study on Subscriber Privacy Impact in 3GPP (FS_SPI)

Rapporteur: Mrs. Dr. Feng Gao (China Unicom)

S3-140830
[FS_SPI] pCR TR 33.849 Communication Terms





New TR 33.849 v..





Source: Nokia, NSN, China Unicom

Abstract: 

The intended privacy work is different to the usual security work, as SID outlines the intention to apply a privacy guideline model to other specifications and future topics. Therefore we propose terms and definitions for the ongoing work to be able to create a communication model. The approach is similar to the one taken in RFC 6973 (Privacy Considerations for Internet Protocols).

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was approved.



S3-140779
[FS_SPI] pCR TR 33.849 Definition of Personal Data





New TR 33.849 v..





Source: Huawei, HiSilicon, CATR

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was revised to S3-141004.



S3-141004
[FS_SPI] pCR TR 33.849 Definition of Personal Data





New TR 33.849 v..





Source: Huawei, HiSilicon, CATR

(Replaces S3-140779)

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was approved.



S3-140832
[FS_SPI] pCR TR 33.849 Communication Model





New TR 33.849 v..





Source: Nokia, NSN, China Unicom

Abstract: 

The intended privacy work is different to the usual security work, as SID outlines the intention to apply a privacy guideline model to other specifications and future topics. Therefore we propose a communication model to be able to apply the privacy principles to a wide range of cellular topologies. The approach is similar to the one taken in RFC 6973 (Privacy Considerations for Internet Protocols).

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was revised to S3-141005.



S3-141005
[FS_SPI] pCR TR 33.849 Communication Model





New TR 33.849 v..





Source: Nokia, NSN, China Unicom

(Replaces S3-140832)

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was approved.



S3-140741
[FS_SPI] pCR TR 33.849 Privacy Requirements for User and UE Identity Privacy





New TR 33.849 v..





Source: China Mobile

Abstract: 

-

Discussion: 

???  presented.

Decision: 

The document was noted.



S3-140868
[FS_SPI] pCR TR 33.849 Key issue Erasure of privacy sensitive data





New TR 33.849 v..





Source: China Unicom, TeliaSonera, NSN, ZTE

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

Decision: 

The document was revised to S3-141006.



S3-141006
[FS_SPI] pCR TR 33.849 Key issue Erasure of privacy sensitive data





New TR 33.849 v..





Source: China Unicom, TeliaSonera, NSN, ZTE

(Replaces S3-140868)

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140831
[FS_SPI] pCR TR 33.849 Threat mitigation - Minimizing data collection





New TR 33.849 v..





Source: Nokia, NSN

Abstract: 

One way of mitigation of privacy threats is to avoid that data is sent or spread, if not necessary in the context of the current task/protocol/system. Overall objective should be to minimize data and the possibility of collecting data….

Discussion: 

Mrs. Dr. Anja Jerichow (NSN) presented.

Decision: 

The document was approved.



S3-140869
[FS_SPI] pCR TR 33.849 Threat mitigation - access control





New TR 33.849 v..





Source: China Unicom, TeliaSonera, ZTE

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

Decision: 

The document was revised to S3-141007.



S3-141007
[FS_SPI] pCR TR 33.849 Threat mitigation - access control





New TR 33.849 v..





Source: China Unicom, TeliaSonera, ZTE

(Replaces S3-140869)

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

Decision: 

The document was approved.



S3-140870
[FS_SPI] pCR TR 33.849 Threat mitigation anonymization





New TR 33.849 v..





Source: China Unicom, TeliaSonera, ZTE

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

Decision: 

The document was revised to S3-141008.



S3-141008
[FS_SPI] pCR TR 33.849 Threat mitigation anonymization





New TR 33.849 v..





Source: China Unicom, TeliaSonera, ZTE

(Replaces S3-140870)

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

Decision: 

The document was approved.



S3-140871
[FS_SPI] pCR TR 33.849 Threat mitigation- collection reminder (user consent)





New TR 33.849 v..





Source: China Unicom, TeliaSonera, ZTE

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

Decision: 

The document was noted.



S3-140780
[FS_SPI] pCR TR 33.849 Privacy principle





New TR 33.849 v..





Source: Huawei, HiSilicon, CATR

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was revised to S3-141009.



S3-141009
[FS_SPI] pCR TR 33.849 Privacy principle





New TR 33.849 v..





Source: Huawei, HiSilicon, CATR

(Replaces S3-140780)

Discussion: 

Ms. Lydia Xu (Huawei)

Approved without presentation

Decision: 

The document was approved without presentation.



S3-140781
[FS_SPI] pCR TR 33.849 Aspects on which solutions and privacy guidelines should be considered





New TR 33.849 v..





Source: Huawei, HiSilicon, CATR

Abstract: 

-

Discussion: 

Ms. Lydia Xu (Huawei) presented.

Decision: 

The document was noted.



S3-141016
[FS_SPI] New Draft TR 33.849 Study on Subscriber Privacy Impact in 3GPP





New TR 33.849 v..





Source: China Unicom

Discussion: 

Mrs. Dr. Feng Gao (China Unicom)

Agreed as new baseline for future contributions.

Decision: 

The document was agreed as new baseline.



8.5
Other Study Areas

8.5.1
Other Study Areas - Network Functions Virtualization (NFV)

S3-140732
[NFV] LS_in from SA to ETSI ISG NFV (cc SA1, SA2, SA3, SA5) on 3GPP activities on Network Functions Virtualization





Source: SP-140160

Abstract: 

1. Overall Description:

SA would like to inform ETSI ISG NFV of decisions made regarding Network Functions Virtualization at the above meeting.

SA has concluded that the time is right for its Telecom Management working group, SA5 to start a Study Item on the management of virtualized 3GPP network functions. The earliest that SA5 could discuss this will be at their next meeting in March 2014. If a study item is agreed there, it would be presented for approval at 3GPP TSG-SA#64 in June 2014 and the work would proceed following approval. 

SA also discussed how the work in ETSI ISG NFV might impact 3GPP at the architecture and system level. It was concluded that a separate 3GPP study item could be considered to address this, referencing those use cases in ETSI ISG NFV that include 3GPP network entities. Any potential normative changes impacting the 3GPP functional elements resulting from this study would be addressed in 3GPP. 

SA agreed to assess the scope of a potential 3GPP study item relating to the architecture and system aspects at our next meeting in June 2014. 

SA looks forward to close cooperation with ETSI ISG NFV on this work and welcomes any feedback in order to maintain alignment.

2. Actions:

To ETSI ISG NFV.

ACTION: SA would like to ask ETSI ISG NFV to take the above information into account in their ongoing work on Network Functions Virtualization.

Discussion: 

Mr. Aguibou Barry (Vodafone) presented

Decision: 

The document was noted.



S3-140740
[NFV] Discussion on Consideration on Network Functions Virtualization (NFV) Security in SA3





Source: China Mobile, Alcatel-lucent

Abstract: 

-

Discussion: 

Revised to just add one new supporting company: BT Group

Decision: 

The document was revised to S3-141014.



S3-141014
[NFV] Discussion on Consideration on Network Functions Virtualization (NFV) Security in SA3





Source: China Mobile, BT, Alcatel-lucent

(Replaces S3-140740)

Abstract: 

From the analysis the following issues need to be considered by SA3:

1.
Which security key issues are in 3GPP NFV security scope

2.
Which existing mechanisms are suitable in 3GPP virtualized network

3.
Solve the gap between the needed schemes and the current study in the other SDOs.

Discussion: 

Miss Judy Zhu (China Mobile), presented.

Just added one new supporting company: BT Group

Decision: 

The document was noted.



S3-140872
[NFV] Presentation on Network Functions Virtualization (NFV) Security in 3GPP





Source: China Unicom

Abstract: 

-

Discussion: 

Mrs. Dr. Feng Gao (China Unicom) presented.

The chair invited comments to this presentation.

Decision: 

The document was noted.



9
Review and Update of Work Plan 

S3-140704
SA3 Work Plan





Source: MCC

Abstract: 

-

Decision: 

The document was noted.



S3-140914
Call for SA3 Work Plan updates





Source: MCC

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-140702
SA3 meeting calendar





Source: MCC

Abstract: 

-

Decision: 

The document was noted.



11
Any Other Business

Being their last 3GPP TSG WG SA3 meeting for the time being, SA3 has warmly thanked , Miss Isabelle Kraemer (Orange Romania), Mr. Karl Norrman (Ericsson) and Mr. Oscar Ohlsson (Ericsson) for their very valuable work, enthusiasm, and friendship over the years and wished them all the very best for their future.

The SA3 Chairman, Dr Anand Prasad (NEC Europe/ETSI), thanked the hosts (JF3) for providing the meeting facilities, the Vice Chairmen and Secretary for support during the meeting and the delegates for their co-operation and hard work during the meeting. He then closed the meeting.

11.1
Email approval deadlines

All Tdocs including S3-141012 (SCAS pCR TR 33.916):

•
E-mail discussion start
Now / 20 May & 21 May (S3-141024)

•
Comments
27 May

•
Modified document based on comments
28 May

•
Comments on modification
29 May

•
Final version
30 May

(ProSe) TR 33.833 (S3-140971):

•
Available
20 May

•
Comments on implementation
23 May

•
Modified TR based on comments
26 May

•
Comments on modification
27 May

•
Final TR
28 May

(SCAS) Tdocs from Agenda 7.13

•
E-mail discussion start
Now

•
Comments
6 June

•
Modified document based on comments
9 June

•
Comments on modification
10 June

•
Final version
11 June

(SCAS) Updated TR 33.916 based on result of e-mail discussion (tdoc: S3-141026)

•
Available
2 June

•
Comment on implementation
4 June

•
Modified TR based on comments
5 June

•
Comments on modification
6 June

•
Final version
9 June

(SCAS) TR 33.806 interim version (tdoc: S3-141025)

•
Available
20 May

•
Comment on implementation
23 May

•
Modified TR based on comments
26 May

•
Comments on modification
27 May

•
Final version
28 May

(SCAS) TR 33.806 final version (tdoc to be assigned S3-14xyz)

•
Available
13 June

•
Comment on implementation
16 June

•
Modified TR based on comments
17 June

•
Comments on modification
18 June

•
Final version
19 June
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	China Mobile
	merged in S3-140989 and S3-140990
	-
	S3-140989

	S3-140711
	[IMS_WebRTC] pCR TR 33.871 Countermeasures to authorize the third party WWSF
	China Mobile, Huawei
	revised
	-
	S3-140949

	S3-140712
	[IMS_WebRTC] pCR TR 33.871 Description of the authentication requirements in new Annex on WebRTC
	China Mobile, Huawei
	revised
	-
	S3-140948

	S3-140713
	[IMS_WebRTC] pCR TR 33.871 Conclusion and recommendations of the 33.871
	China Mobile, Huawei
	revised
	-
	S3-140952

	S3-140714
	[ProSe] pCR TR 33.833 clause 6.2.5.3.3.1
	Interdigital
	approved
	-
	-

	S3-140715
	LS_in from ITU-T SG 17 meeting (Geneva, 15-24 Jan 2014) to SA3 on Security capability requirements for countering smartphone-based
	ITU-T SG 17
	replied to
	-
	S3-140916

	S3-140716
	[MTCe, LI12] LS_in from SA3LI to SA1, CT4 (cc SA2, SA3, GSMA TSG, GSMA FF) on MTC Device Identification for LI
	SA3-LI
	noted
	-
	-

	S3-140717
	[ProSe] LS_in from CT1 to SA3 (cc SA2) on impact of PC3 transport protocol on PC3 security
	C1-141548
	replied to
	-
	-

	S3-140718
	LS_in from CT3 to SA3 (cc CT) Reply on XML based access of AF to the PCRF
	C3-141326
	replied to
	-
	S3-140918

	S3-140719
	[MTCe, LI12] LS_in from CT4 to SA3LI, GSMA TSG (cc SA1, SA2, SA3, CT1, GSMA FF) Reply on MTC Device Identification for LI
	C4-140714
	noted
	-
	-

	S3-140720
	[FS_XML_AF_PCRF] LS_in from CT to SA3 (cc CT3) on XML based access of AF to the PCRF
	CP-140189
	noted
	-
	-

	S3-140721
	LS_in from ITU-T SG 17 meeting (Geneva, 15-24 Jan 2014) to SA3 on Request to comment a draft Rec. ITU-T X.msec-8 (Secure application distribution framework for communication devices)
	ITU-T SG 17
	replied to
	-
	S3-140917

	S3-140722
	[ProSe/ FS_LTE_D2D_Prox] LS_in from RAN1 to SA3 (cc RAN2, SA2) Reply to S3-131152 (R1-140017) on parameter synchronization
	R1-140941
	noted
	-
	-

	S3-140723
	[SCE, LTE_SC_enh_dualC-Core] LS_in from RAN2 to SA3 (cc RAN3) Reply to S3-140577/R2-141841 on security aspects of protocol architectures for small cell enhancements
	R2-141844
	noted
	-
	-

	S3-140724
	LS_in from RAN5 to SA3 on Rel-8 Clarification for Sync Failure during initial IMS registration
	R5-140932
	replied to
	-
	S3-140919

	S3-140725
	[TEI12] LS_in from RAN to SA3 (cc RAN3) on Providing the IMEISV to eNB
	RP-140509
	replied to
	-
	-

	S3-140726
	[IMS_WebRTC] pCR TR 33.871 Clarification on the terminology of security requirements
	China Mobile, Huawei
	approved
	-
	-

	S3-140727
	[eSaMOG] LS_in from SA2 to SA3 (cc CT1) on WLCP security aspects
	S2-140550
	replied to
	-
	-

	S3-140728
	LS_in from SA2 to SA (cc CT, SA1, SA3, SA5, CT1, CT4, CT6) on Maintenance of I-WLAN Solution
	S2-140554
	replied to
	-
	S3-140920

	S3-140729
	[MTCe] LS_in from SA2 to oneM2M Technical Plenary (cc 3GPP SA1, SA3, CT3) Reply on interaction of oneM2M with Underlying Networks
	S2-140565
	noted
	-
	-

	S3-140730
	[ProSe/ FS_LTE_D2D_Prox] LS_in from SA2 to RAN2, RAN1, SA1, SA3 Reply on discovery message size
	S2-140568
	noted
	-
	-

	S3-140731
	LS_in from SA to SA2, TSG CT, SA1, SA3, SA5, CT1, CT4, CT6 Reply on Maintenance of I-WLAN Solution
	SP-140149
	replied to
	-
	 S3-140920

	S3-140732
	[NFV] LS_in from SA to ETSI ISG NFV (cc SA1, SA2, SA3, SA5) on 3GPP activities on Network Functions Virtualization
	SP-140160
	noted
	-
	-

	S3-140733
	[ProSe] pCR TR 33.833 Algorithm indication in one-to-many communication
	NEC
	noted
	-
	-

	S3-140734
	[SCE, LTE_SC_enh_L1]Mr. Vesa Lehtovirta (Ericsson) presented. pCR 33.401 Consideration for key handling
	NEC
	noted
	-
	-

	S3-140735
	[IMS_WebRTC] CR 33.328 IMS media plane security interworking for WebRTC access to IMS
	Ericsson
	revised
	-
	S3-140955

	S3-140736
	[IMS_WebRTC] CR 33.203 Updated skeleton for new Annex on WebRTC
	Ericsson
	revised
	-
	S3-140953

	S3-140737
	[SCAS] pCR TR 33.806 Clarification on Security requirement for Resource exhaustion attacks prevention
	China Mobile, China Unicom, Alcatel-Lucent
	approved
	-
	-

	S3-140738
	[SCAS] pCR TR 33.806 Security threat and requirement of the console interface on MME
	China Mobile, China Unicom, Alcatel-Lucent
	revised
	-
	S3-141041

	S3-140739
	[SCAS] pCR TR 33.806 Security threat and hardening requirements from unnecessary open ports and insecure services
	China Mobile, TeliaSonera, China Unicom, Alcatel-Lucent
	revised
	-
	S3-141042

	S3-140740
	[NFV] Discussion on Consideration on Network Functions Virtualization (NFV) Security in SA3
	China Mobile, Alcatel-lucent
	revised
	-
	S3-141014

	S3-140741
	[FS_SPI] pCR TR 33.849 Privacy Requirements for User and UE Identity Privacy
	China Mobile
	noted
	-
	-

	S3-140742
	[SCAS] pCR TR 33.806 More details about Security requirements on MME user account and password management
	China Mobile
	revised
	-
	S3-141039

	S3-140743
	[SCAS] pCR TR 33.916 Corrections to 6.2 TR 33.916
	Alcatel-Lucent
	approved
	-
	-

	S3-140744
	[SCAS] pCR TR 33.916 Verifiable and repeatable tests
	Ericsson
	revised
	-
	S3-140960

	S3-140745
	[SCE, LTE_SC_enh_L1] pCR 33.401 S-KeNB update triggers
	Ericsson
	approved
	-
	-

	S3-140746
	[SCE, LTE_SC_enh_L1] Discussion on length of SCC
	Ericsson
	approved
	-
	S3-140928

	S3-140747
	[SCE, LTE_SC_enh_L1] pCR 33.401 RLF recovery
	Ericsson
	revised
	-
	S3-140926

	S3-140748
	[IMS_WebRTC] CR 33.203 Client registration using SIP Digest
	Ericsson
	revised
	-
	S3-140954

	S3-140749
	[IMS_WebRTC] CR 33.203 Client registration using OAuth and TNA
	Ericsson
	merged in S3-140989 and S3-140990
	-
	S3-140989

	S3-140750
	[SCAS] pCR TR 33.806 v.0.2.1 clause 5.4.2 (Other Threats)
	Telecom Italia
	revised
	-
	S3-141043

	S3-140751
	[SCAS] pCR TR 33.806 v.0.2.1 clause 7 (Security Requirements related to Hardening)
	Telecom Italia
	noted
	-
	-

	S3-140753
	[SCE, LTE_SC_enh_L1] pCR 33.401 SCG addition and modification procedures
	Alcatel-Lucent, Ericsson, NSN, Samsung
	revised
	-
	S3-140930

	S3-140754
	[GCSE_LTE] Discussion on Indication to Turn off MBMS Security
	Alcatel-Lucent
	noted
	-
	-

	S3-140755
	[GCSE_LTE] CR 33.246 Skeleton for normative annex GCSE_LTE security
	Nokia, NSN, Huawei
	revised
	-
	S3-140939

	S3-140756
	[GCSE_LTE] CR 33.246 New references for GCSE related Annex
	Nokia, NSN, Huawei
	revised
	-
	S3-140940

	S3-140757
	[GCSE_LTE] CR 33.246 Generic GCSE requirements
	Nokia, NSN, Huawei
	revised
	-
	-

	S3-140758
	[GCSE_LTE] CR 33.246 Unicast Delivery requirements
	Nokia, NSN, Huawei
	noted
	-
	-

	S3-140759
	[GCSE_LTE] CR 33.246 MBMS Delivery requirements
	Nokia, NSN, Huawei
	revised
	-
	S3-140942

	S3-140760
	[GCSE_LTE] CR 33.246 Solution to MB2-C interface
	Nokia, NSN
	revised
	-
	S3-140983

	S3-140761
	[GCSE_LTE] Discussion on New MBMS annex for GCSE_LTE security
	Nokia, NSN
	noted
	-
	-

	S3-140762
	[GCSE_LTE] pCR TR 33.888 conclusion
	Nokia, NSN, Huawei
	revised
	-
	S3-140931

	S3-140763
	[GCSE_LTE] pCR TR 33.888 requirements
	Nokia, NSN, Huawei
	revised
	-
	S3-140935

	S3-140764
	[GCSE_LTE] pCR TR 33.888 solution
	Nokia, NSN
	approved
	-
	-

	S3-140765
	[GCSE_LTE] LS_out Draft LS on Information about GCSE_LTE security decisions
	Nokia, NSN, Huawei
	revised
	-
	S3-140937

	S3-140766
	[GCSE_LTE] pCR TR 33.888 editorial corrections
	Nokia, NSN
	approved
	-
	-

	S3-140767
	[GCSE_LTE] pCR TR 33.888 Addition to conclusion
	Nokia, NSN
	noted
	-
	-

	S3-140768
	[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR from last meeting (S3-140613)
	Ericsson
	revised
	-
	-

	S3-140769
	[GCSE_LTE] Discussion on Solving editor's notes on SA2 TR 23.768 updating
	Huawei, HiSilicon
	approved
	-
	-

	S3-140770
	[GCSE_LTE] pCR TR 33.888 Conclusion of security options and solving related editor's notes
	Huawei, HiSilicon, NSN
	revised
	-
	S3-140932

	S3-140771
	[GCSE_LTE] pCR TR 33.888 Updating security requirements and solving editor's notes on security requirement of GC2-U
	Huawei, HiSilicon, NSN
	withdrawn
	-
	-

	S3-140772
	[GCSE_LTE] pCR TR 33.888 Updating security threats on MB2 and solving editor's notes on group privacy
	Huawei, HiSilicon
	revised
	-
	S3-140938

	S3-140773
	[GCSE_LTE] pCR TR 33.888 Analysis on security options of MB2-C interface
	Huawei, HiSilicon
	revised
	-
	S3-140936

	S3-140774
	[GCSE_LTE] pCR TR 33.888 Conclusion on security across unicast and multicast modes and solving related editor's notes
	Huawei, HiSilicon, NSN
	revised
	-
	S3-140933

	S3-140775
	[eSAMOG] Discussion on WLCP security and draft reply LS to S3-140727/S2-140550
	Huawei, HiSilicon
	noted
	-
	-

	S3-140776
	[eSAMOG] SA2 draft CR 23.402 WLCP source check
	Huawei, HiSilicon
	noted
	-
	-

	S3-140777
	[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.3
	Huawei, HiSilicon
	revised
	-
	S3-140977

	S3-140778
	[ProSe] pCR TS 33.303 Inclusion solution #3.5 into the ProSe TS
	Huawei, HiSilicon
	noted
	-
	-

	S3-140779
	[FS_SPI] pCR TR 33.849 Definition of Personal Data
	Huawei, HiSilicon, CATR
	revised
	-
	S3-141004

	S3-140780
	[FS_SPI] pCR TR 33.849 Privacy principle
	Huawei, HiSilicon, CATR
	revised
	-
	S3-141009

	S3-140781
	[FS_SPI] pCR TR 33.849 Aspects on which solutions and privacy guidelines should be considered
	Huawei, HiSilicon, CATR
	noted
	-
	-

	S3-140782
	[SCAS] pCR TR 33.806 Interface and version consideration for attacker model
	Huawei, HiSilicon
	revised
	-
	S3-140965

	S3-140783
	[SCAS] pCR TR 33.806 Security threats and requirements on MME management and maintenance access
	Huawei, HiSilicon
	revised
	-
	S3-141037

	S3-140784
	[SCAS] pCR TR 33.806 SCAS MME Log Management
	Huawei, HiSilicon
	revised
	-
	S3-141031

	S3-140785
	[SCAS] pCR TR 33.806 Security threats of O&M privilege management requirements on MME Management and Maintenance
	Huawei, HiSilicon
	revised
	-
	S3-141036

	S3-140786
	[SCAS] pCR TR 33.806 Security threats and requirements on MME software package integrity validation
	Huawei, HiSilicon
	revised
	-
	S3-141033

	S3-140787
	[SCAS] pCR TR 33.806 Privacy Related Features and Functions
	Huawei, HiSilicon
	revised
	-
	S3-141035

	S3-140788
	[SCAS] pCR TR 33.806 Security threats and requirements on user identity
	Huawei, HiSilicon
	revised
	-
	S3-141038

	S3-140789
	[SCAS] pCR TR 33.806 Requirements for key storage and access
	Huawei, HiSilicon
	revised
	-
	S3-141034

	S3-140790
	[SCAS] pCR TR 33.806 Requirements for internal attack prevention
	Huawei, HiSilicon
	revised
	-
	-

	S3-140791
	[SCAS] pCR TR 33.806 Clarification of Risk in the Security Problem Definition template
	Huawei, HiSilicon
	noted
	-
	S3-141032

	S3-140792
	[SCE, LTE_SC_enh_L1] pCR 33.401 Editorial correction to SCR
	Huawei, HiSilicon
	revised
	-
	S3-140930

	S3-140793
	[SCE, LTE_SC_enh_L1] pCR 33.401 Update to synchronizing start of security
	Huawei, HiSilicon
	revised
	-
	S3-140927

	S3-140794
	[SCE, LTE_SC_enh_L1] pCR 33.401 Update to negotiation of security algorithms
	Huawei, HiSilicon
	revised
	-
	S3-140929

	S3-140795
	[SCE, LTE_SC_enh_L1] pCR 33.401 Update to key refresh and re-keying procedure
	Huawei, HiSilicon
	approved
	-
	-

	S3-140796
	[SEC12] Rel-12 CR 33.310 Certificate enrolment in MOCN LTE RAN sharing
	Huawei, HiSilicon, NSN, Vodafone, TeliaSonera, Deutsche Telekom
	revised
	-
	-

	S3-140797
	[SEC12] Rel-12 CR 33.310 Correction on certificate validation during IPsec/TLS  procedure
	Huawei, HiSilicon
	revised
	-
	S3-140944

	S3-140798
	[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run
	Huawei, HiSilicon, NSN
	noted
	-
	-

	S3-140799
	[SEC10] Rel-12 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	revised
	-
	S3-140947

	S3-140800
	[SEC10] Rel-11 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	noted
	-
	-

	S3-140801
	[MTCe] CR 33.187 Modification on Network based solution for filtering SMS-delivered device trigger messages
	ZTE, China Unicom
	revised
	-
	S3-141002

	S3-140802
	[SEC10] Rel-10 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	noted
	-
	-

	S3-140803
	[IMS_WebRTC] pCR TR 33.871 IMS-AKA with network based ISIM
	Alcatel-Lucent
	noted
	-
	-

	S3-140804
	[Other areas] Discussion on Security for XML based access of AF to the PCRF
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-140805
	[ProSe] LS_out DRAFT Reply to LS on impact of PC3 transport protocol on PC3 security
	Qualcomm
	noted
	-
	-

	S3-140806
	[ProSe] Discussion on one-to-many security for ProSe
	Qualcomm
	noted
	-
	-

	S3-140807
	[ProSe] pCR TS 33.303 Some improvements to Direct Discovery solution
	Qualcomm
	approved
	-
	-

	S3-140808
	[ProSe] CR 33.220 Adding FC value for ProSe specification
	Qualcomm
	revised
	-
	S3-140992

	S3-140809
	[ProSe] pCR TS 33.303 Adding solution #3.6
	Qualcomm
	revised
	-
	S3-140987

	S3-140810
	[ProSe] LS_out Draft LS on Discovery message format for ProSe/D2D
	Qualcomm
	revised
	-
	S3-140995

	S3-140811
	[ProSe] LS_out Draft Reply to S3-140511/S2-140847 on Provisioning of ProSe configuration information in a Public Safety ProSe-enabled UE
	Qualcomm
	revised
	-
	S3-140996

	S3-140812
	[eSAMOG] Discussion on Security Analysis of WLCP
	Qualcomm
	noted
	-
	-

	S3-140813
	[ProSe] pCR TR 33.833 Proposed update of the ProSe TR
	Qualcomm
	approved
	-
	-

	S3-140814
	[ProSe] pCR TS 33.303 ProSe Configuration data transfer
	Gemalto
	approved
	-
	-

	S3-140815
	[ProSe] Discussion on SA2 LS on Provisioning of ProSe configuration
	Gemalto
	merged in 996
	-
	S3-140996

	S3-140816
	[ProSe] pCR TR 33.833 ProSe configuration
	Gemalto
	approved
	-
	-

	S3-140817
	[ProSe] pCR TS 33.303 ProSe configuration
	Gemalto
	approved
	-
	-

	S3-140818
	[IMS_WebRTC] pCR TR 33.871 reuse of IMS AKA
	Gemalto, Oberthur, TeliaSonera
	noted
	-
	-

	S3-140819
	[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication
	Gemalto, Oberthur, TeliaSonera
	noted
	-
	-

	S3-140820
	[IMS_WebRTC] pCR TR 33.871 GBA-based Web Authentication
	Gemalto
	approved
	-
	-

	S3-140821
	[IMS_WebRTC] pCR TR 33.871 Correction of the figure of SIP digest authentication process
	Huawei, China Mobile
	approved
	-
	-

	S3-140822
	[IMS_WebRTC] pCR TR 33.871 User plane protocol stack
	Huawei HiSilicon
	approved
	-
	-

	S3-140823
	[IMS_WebRTC] pCR TR 33.871 user id clarification for scenario of using Web id direct registration in IMS
	Huawei HiSilicon
	approved
	-
	-

	S3-140824
	[IMS_WebRTC] pCR TR 33.871 revision of the mechanism of linking of IMS and Web Id
	Huawei HiSilicon
	approved
	-
	-

	S3-140825
	[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.4
	Huawei, HiSilicon
	revised
	-
	S3-140978

	S3-140826
	[SCAS] pCR TR 33.806 Remote and Local access consideration for attacker model
	Huawei, HiSilicon
	revised
	-
	S3-140964

	S3-140827
	[MTCe] Discussion on Way forward about MTCe in Rel-13
	China Mobile, Samsung
	noted
	-
	-

	S3-140828
	[FS_SECAM] Discussion paper on Risk Assessment
	Ericsson
	noted
	-
	-

	S3-140829
	[SCAS] pCR TR 33.916 use of Risk Assessment
	Ericsson
	revised
	-
	S3-140959

	S3-140830
	[FS_SPI] pCR TR 33.849 Communication Terms
	Nokia, NSN, China Unicom
	approved
	-
	-

	S3-140831
	[FS_SPI] pCR TR 33.849 Threat mitigation - Minimizing data collection
	Nokia, NSN
	approved
	-
	-

	S3-140832
	[FS_SPI] pCR TR 33.849 Communication Model
	Nokia, NSN, China Unicom
	revised
	-
	S3-141005

	S3-140833
	[ProSe] pCR TR 33.833 ProSe-Resolving Editor's Note for AKA based solution
	Huawei, HiSilicon
	noted
	-
	-

	S3-140834
	[ProSe] pCR TR 33.833 ProSe-Analysis for the AKA-based solution
	Huawei, HiSilicon
	revised
	-
	-

	S3-140835
	[ProSe] pCR TS 33.303 ProSe-Security Procedure for PC3 interface for TS
	Huawei, HiSilicon
	noted
	-
	-

	S3-140836
	[ProSe] pCR TR 33.833 Clarification on media protection for IDENTITY
	CESG
	approved
	-
	-

	S3-140837
	[ProSe] pCR TR 33.833 Summary of one-to-many communication solutions
	CESG, Home Office, BT
	revised
	-
	S3-140982

	S3-140838
	[ProSe] pCR TR 33.833 Evaluation of one-to-many communication solutions
	CESG, Home Office, BT
	revised
	-
	S3-140984

	S3-140839
	[ProSe] pCR TR 33.833 Conclusion to evaluation of one-to-many communication solutions
	CESG, Home Office, Alcatel-Lucent, BT
	approved
	-
	-

	S3-140840
	[ProSe] pCR TS 33.303 Addition of Solution #3.1
	CESG, Home Office, Vodafone, BT
	revised
	-
	S3-140987

	S3-140841
	[ProSe] pCR TR 33.833 IDENTITY Signaling flows for one-to-one solution.
	CESG
	approved
	-
	-

	S3-140842
	[ProSe] pCR TR 33.833 ProSe Security reference model
	Samsung
	approved
	-
	-

	S3-140843
	[ProSe] pCR TR 33.833 Description of security for one-to-many prose direct communication
	Samsung
	approved
	-
	-

	S3-140844
	[ProSe] pCR TR 33.833 Security for ProSe Data Transfer configuration
	Samsung
	noted
	-
	-

	S3-140845
	[ProSe] pCR TS 33.303 security requirements for one-to-many prose direct communication
	Samsung
	revised
	-
	S3-140985

	S3-140846
	[ProSe] pCR TS 33.303 security requirements for EPC support for WLAN direct discovery and communication
	Samsung
	revised
	-
	S3-140973

	S3-140847
	[ProSe] pCR TR 33.833 Calculation of MIC value in Direct Discovery in TR 33.833
	Ericsson
	revised
	-
	-

	S3-140848
	[ProSe] pCR TS 33.303 Calculation of MIC value in Direct Discovery in ProSe TS 33.303
	Ericsson
	revised
	-
	S3-140991

	S3-140849
	[ProSe] pCR TR 33.833 Clarification to Key Issue #3.2 in clause 5.3.2.2 in TR 33.833
	Ericsson
	approved
	-
	-

	S3-140850
	[ProSe] pCR TR 33.833 Integrity protection in PDCP layer for user plane data in solution #3.6 ProSe One-to-many communication
	Ericsson
	revised
	-
	S3-140980

	S3-140851
	[ProSe] pCR TR 33.833 Updates to solution #3.6 ProSe One-to-many communication
	Ericsson
	revised
	-
	S3-140981

	S3-140852
	[eSAMOG] pCR 33.402 Need for WLCP security
	Ericsson
	noted
	-
	-

	S3-140853
	[eSAMOG] pCR 33.402 WLCP security solution and way forward
	Ericsson
	noted
	-
	-

	S3-140854
	[GCSE_LTE] pCR TR 33.888 Updating security requirements and solving editor's notes on security requirement of GC2-U
	Huawei, HiSilicon, NSN
	revised
	-
	S3-140934

	S3-140855
	[ProSe] pCR TR 33.833 Consistency for TR 33.833
	ZTE, China Unicom
	approved
	-
	-

	S3-140856
	[ProSe] pCR TR 33.833 improvement for solution 2.5 in TR 33.833
	ZTE, China Unicom
	noted
	-
	-

	S3-140857
	[ProSe] pCR TR 33.833 improvement for solution 3.6
	ZTE, China Unicom
	revised
	-
	S3-140979

	S3-140858
	[ProSe] pCR TS 33.303 improvement on section 6.1.3 in ProSe security TS
	ZTE, China Unicom
	noted
	-
	-

	S3-140859
	[ProSe] pCR TR 33.833 proposed key issue on protection of UE identity for ProSe direct discovery
	ZTE, China Unicom
	revised
	-
	S3-140972

	S3-140860
	[SCE, LTE_SC_enh_L1] pCR 33.401 Correction of X.2.5 in SCE super-CR
	ZTE
	approved
	-
	-

	S3-140861
	[SCE, LTE_SC_enh_L1] pCR 33.401 Modification of S-KeNB refreshing procedure in SCE super-CR
	ZTE
	noted
	-
	-

	S3-140862
	[SCAS] pCR TR 33.806 Threat and security objective on booting from external device
	China Unicom
	approved
	-
	-

	S3-140863
	[SCAS] pCR Security requirement for booting only from intended memory devices
	China Unicom
	withdrawn
	-
	-

	S3-140864
	[SCAS] pCR TR 33.806 Security objective and requirement on MME software package integrity
	China Unicom
	revised
	-
	S3-141033

	S3-140865
	[SCAS] pCR TR 33.806 Security requirement for MME management and maintenance access
	China Unicom
	revised
	-
	S3-141040

	S3-140866
	[SCAS] pCR TR 33.806 Security requirement on compromised MME detecting and reacting
	China Unicom, China Mobile, TeliaSonera
	noted
	-
	-

	S3-140867
	[SCAS] pCR Threat and security objective on compromised MME detecting and reacting
	China Unicom, China Mobile
	noted
	-
	-

	S3-140868
	[FS_SPI] pCR TR 33.849 Key issue Erasure of privacy sensitive data
	China Unicom, TeliaSonera, NSN, ZTE
	revised
	-
	S3-141006

	S3-140869
	[FS_SPI] pCR TR 33.849 Threat mitigation - access control
	China Unicom, TeliaSonera, ZTE
	revised
	-
	S3-141007

	S3-140870
	[FS_SPI] pCR TR 33.849 Threat mitigation anonymization
	China Unicom, TeliaSonera, ZTE
	revised
	-
	S3-141008

	S3-140871
	[FS_SPI] pCR TR 33.849 Threat mitigation- collection reminder (user consent)
	China Unicom, TeliaSonera, ZTE
	noted
	-
	-

	S3-140872
	[NFV] Presentation on Network Functions Virtualization (NFV) Security in 3GPP
	China Unicom
	noted
	-
	-

	S3-140873
	[SCAS] pCR TR 33.806 Security requirement for booting only from intended memory devices
	China Unicom
	approved
	-
	-

	S3-140874
	[SCAS] pCR TR 33.806 Root level access rights and configurations
	TeliaSonera, China Unicom
	revised
	-
	S3-141029

	S3-140875
	[SCAS] pCR TR 33.806 File system rights hardening
	TeliaSonera, China Unicom
	revised
	-
	S3-141030

	S3-140876
	[IMS_WebRTC] pCR TR 33.871 Trust in browser and secure origin of Javascript code
	Nokia, NSN
	approved
	-
	-

	S3-140878
	[IMS_WebRTC] Discussion on Identification of WWSF and/or WAF by eP-CSCF and impact on IMS core
	Nokia, NSN
	noted
	-
	-

	S3-140879
	[IMS_WebRTC] CR 33.203 Description of scenario 2 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent
	merged in S3-140989
	-
	S3-140989

	S3-140880
	[IMS_WebRTC] CR 33.203 Description of scenario 3 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent
	merged in S3-140990
	-
	S3-140990

	S3-140881
	[IMS_WebRTC] CR 33.203 Security Considerations
	Nokia, NSN
	noted
	-
	-

	S3-140882
	[TEI12] LS_out Draft Reply to S3-140725/RP-140509 on Providing the IMEISV to eNB
	NSN
	merged in S3-141001
	-
	 S3-141001

	S3-140883
	[SCAS] pCR TR 33.806 Re-introducing skeleton from S3-140299 in TR 33.806
	NSN
	noted
	-
	-

	S3-140884
	[SCAS] pCR TR 33.916 Aligning TR 33.916 with S3-140299
	NSN
	revised
	-
	S3-140959

	S3-140885
	[SCAS] Discussion on role of objectives for TR 33.806, TS 33.116
	NSN
	noted
	-
	-

	S3-140886
	[SCAS] pCR TR 33.806 adding objectives
	NSN
	revised
	-
	S3-140963

	S3-140887
	[ProSe] pCR TR 33.833 Configuration data transfer
	Gemalto
	approved
	-
	-

	S3-140888
	[IMS_WebRTC] pCR TR 33.871 reuse of IMS AKA
	Gemalto, TeliaSonera
	revised
	-
	S3-140951

	S3-140889
	[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication
	Gemalto, Oberthur, TeliaSonera
	revised
	-
	S3-140956

	S3-140890
	[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231
	Vodafone
	revised
	-
	S3-140922

	S3-140891
	[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232
	Vodafone
	revised
	-
	S3-140923

	S3-140892
	[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233
	Vodafone
	revised
	-
	S3-140924

	S3-140893
	[TEI12] LS_out Draft Reply to S3-140725/RP-140509 on Providing the IMEISV to eNB
	Alcatel Lucent, Huawei, Vodafone
	merged in S3-141001
	-
	 S3-141001

	S3-140894
	[ProSe] pCR TR 33.833 Addition of details to Solution #2.7
	Vodafone
	approved
	-
	-

	S3-140895
	[ProSe] pCR TS 33.303 Addition of Solution #2.7
	Vodafone
	revised
	-
	S3-140974

	S3-140896
	[STAS] LS_in from ETSI SAGE to SA3  on TUAK design and evaluation report
	ETSI SAGE
	noted
	-
	-

	S3-140897
	[SCE, LTE_SC_enh_L1] pCR 33.401 Updates to Super-CR
	Samsung, NSN, Ericsson
	approved
	-
	-

	S3-140898
	[IMS_WebRTC] pCR TR 33.871 Update to Use of IMS AKA
	Samsung
	approved
	-
	-

	S3-140899
	[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Architecture Enhancements for Service capability Exposure (AESE)
	Samsung, China Mobile, Huawei
	agreed
	-
	-

	S3-140900
	[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Monitoring Enhancements (MONTE)
	Samsung, China Mobile, Huawei
	agreed
	-
	-

	S3-140901
	[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Group based Enhancements (GROUPE)
	Samsung, China Mobile, Huawei
	agreed
	-
	-

	S3-140902
	[MTCe] CR 33.868 editorial cleanup (Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements)
	Samsung
	revised
	-
	S3-141003

	S3-140903
	[RTCP_MUX] LS_in from SA3-LI to CT3, SA2 (cc CT1) Reply on new WID on IMS Support for RTP/RTCP transport multiplexing
	SA3-LI
	noted
	-
	-

	S3-140904
	[ProSe, LI12] LS_in from SA3-LI to TSG RAN, SA2, SA3, SA5 (cc RAN1, RAN2, RAN3, SA, SA1) Reply on ProSe Lawful Interception
	SA3-LI
	replied to
	-
	S3-140950

	S3-140905
	[Other areas] Discussion on Security for XML based access of AF to the PCRF
	Alcatel-Lucent
	approved
	-
	-

	S3-140906
	[SCAS] pCR TR 33.806 v.0.2.1 clause 5.3.1 (Inside attacker capabilities) and 5.3.2 (Types of attacks by insiders)
	Telecom Italia
	revised
	-
	S3-140969

	S3-140907
	[SCAS] pCR TR 33.806 References for TR33.806
	NTT DOCOMO
	revised
	-
	S3-140961

	S3-140908
	[SCAS] pCR TR 33.806 Definitions for TR33.806
	NTT DOCOMO
	approved
	-
	-

	S3-140909
	[SCAS] pCR TR 33.916 Definitions for TR33.916
	NTT DOCOMO
	revised
	-
	S3-140958

	S3-140910
	Report from SA3#74. Taipei, Taiwan, 20-24 Jan 2014
	MCC
	approved
	-
	-

	S3-140911
	[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run
	Huawei, HiSilicon, NSN
	revised
	-
	S3-140945

	S3-140912
	[IMS_WebRTC] Comments to S3-140803 pCR TR 33.871 IMS-AKA with network based ISIM (Alcatel-Lucent)
	Gemalto
	noted
	-
	-

	S3-140913
	Report from last SA3 meeting (SA3#74bis Sophia Antipolis, France, 31 Mar - 2 Apr 2014)
	MCC
	revised
	-
	S3-140925

	S3-140914
	Call for SA3 Work Plan updates
	MCC
	noted
	-
	-

	S3-140915
	CR Quality Check
	MCC
	noted
	-
	-

	S3-140916
	LS_out Reply to ITU-T SG 17 on Security capability requirements for countering smartphone-based
	SA3#75
	approved
	S3-140715
	-

	S3-140917
	LS_out Reply to ITU-T SG 17 on Request to comment a draft Rec. ITU-T X.msec-8 (Secure application distribution framework for communication devices)
	SA3#75
	approved
	S3-140721
	-

	S3-140918
	LS_out Reply to CT3 on XML based access of AF to the PCRF
	SA3#75
	approved
	S3-140718
	-

	S3-140919
	LS_out Reply to RAN5 on Rel-8 Clarification for Sync Failure during initial IMS registration
	SA3#75
	approved
	S3-140724
	-

	S3-140920
	LS_out Reply to SA2 on Maintenance of I-WLAN Solution
	SA3#75
	approved
	S3-140728
	-

	S3-140921
	[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR Sapporo version showing the differences to last version
	Ericsson
	revised
	S3-140768
	S3-140957

	S3-140922
	[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231
	Vodafone
	revised
	S3-140890
	S3-140998

	S3-140923
	[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232
	Vodafone
	revised
	S3-140891
	S3-140999

	S3-140924
	[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233
	Vodafone
	revised
	S3-140892
	S3-141000

	S3-140925
	Report from last SA3 meeting (SA3#74bis Sophia Antipolis, France, 31 Mar - 2 Apr 2014)
	MCC
	approved
	S3-140913
	-

	S3-140926
	[SCE, LTE_SC_enh_L1] pCR 33.401 RLF recovery
	Ericsson
	approved
	S3-140747
	-

	S3-140927
	[SCE, LTE_SC_enh_L1] pCR 33.401 Update to synchronizing start of security
	Huawei, HiSilicon
	approved
	S3-140793
	-

	S3-140928
	[SCE, LTE_SC_enh_L1] LS_out Reply to RAN on approved S3-140746 (Discussion on length of  Small Cell Counter (SCC))
	SA3#75
	approved
	S3-140746
	-

	S3-140929
	[SCE, LTE_SC_enh_L1] pCR 33.401 Update to negotiation of security algorithms
	Huawei, HiSilicon
	approved without presentation
	S3-140794
	-

	S3-140930
	[SCE, LTE_SC_enh_L1] pCR 33.401 SCG addition and modification procedures
	Alcatel-Lucent, Ericsson, NSN, Samsung, NEC
	approved
	S3-140753
	-

	S3-140931
	[GCSE_LTE] pCR TR 33.888 conclusion
	Nokia, NSN, Huawei
	approved
	S3-140762
	-

	S3-140932
	[GCSE_LTE] pCR TR 33.888 Conclusion of security options and solving related editor's notes
	Huawei, HiSilicon, NSN
	approved
	S3-140770
	-

	S3-140933
	[GCSE_LTE] pCR TR 33.888 Conclusion on security across unicast and multicast modes and solving related editor's notes
	Huawei, HiSilicon, NSN
	approved
	S3-140774
	-

	S3-140934
	[GCSE_LTE] pCR TR 33.888 Updating security requirements and solving editor's notes on security requirement of GC2-U
	Huawei, HiSilicon, NSN
	approved
	S3-140854
	-

	S3-140935
	[GCSE_LTE] pCR TR 33.888 requirements
	Nokia, NSN, Huawei
	approved
	S3-140763
	-

	S3-140936
	[GCSE_LTE] pCR TR 33.888 Analysis on security options of MB2-C interface
	Huawei, HiSilicon
	approved
	S3-140773
	-

	S3-140937
	[GCSE_LTE] LS_out to SA2, CT3 on Information about GCSE_LTE security decisions
	Nokia, NSN, Huawei
	approved
	S3-140765
	-

	S3-140938
	[GCSE_LTE] pCR TR 33.888 Updating security threats on MB2 and solving editor's notes on group privacy
	Huawei, HiSilicon
	approved
	S3-140772
	-

	S3-140939
	[GCSE_LTE] CR 33.246 Skeleton for normative annex GCSE_LTE security
	Nokia, NSN, Huawei
	approved without presentation
	S3-140755
	-

	S3-140940
	[GCSE_LTE] CR 33.246 New references for GCSE related Annex
	Nokia, NSN, Huawei
	approved
	S3-140756
	-

	S3-140941
	[GCSE_LTE] CR 33.246 Generic GCSE requirements
	Nokia, NSN, Huawei
	approved without presentation
	S3-140757
	-

	S3-140942
	[GCSE_LTE] CR 33.246 MBMS Delivery requirements
	Nokia, NSN, Huawei
	approved
	S3-140759
	-

	S3-140943
	[SEC12] Rel-12 CR 33.310 Certificate enrolment in MOCN LTE RAN sharing
	Huawei, HiSilicon, NSN, Vodafone, TeliaSonera, Deutsche Telekom
	approved without presentation
	S3-140796
	-

	S3-140944
	[SEC12] Rel-12 CR 33.310 Correction on certificate validation during IPsec/TLS  procedure
	Huawei, HiSilicon
	approved
	S3-140797
	-

	S3-140945
	[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run
	Huawei, HiSilicon, NSN
	approved without presentation
	S3-140911
	-

	S3-140946
	[A5/4-GEA4] Rel-10 CR 43.020 Kc128 derivation at intra GERAN mobility
	Ericsson, NSN
	approved without presentation
	S3-140706
	-

	S3-140947
	[SEC12] Rel-12 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	approved without presentation
	S3-140799
	-

	S3-140948
	[IMS_WebRTC] pCR TR 33.871 Description of the authentication requirements in new Annex on WebRTC
	China Mobile, Huawei
	approved
	S3-140712
	-

	S3-140949
	[IMS_WebRTC] pCR TR 33.871 Countermeasures to authorize the third party WWSF
	China Mobile, Huawei
	approved without presentation
	S3-140711
	-

	S3-140950
	[ProSe, LI12] LS_out Reply to SA3-LI on ProSe Lawful Interception
	SA3#75
	approved
	S3-140904
	-

	S3-140951
	[IMS_WebRTC] pCR TR 33.871 reuse of IMS AKA
	Gemalto, TeliaSonera
	approved
	S3-140888
	-

	S3-140952
	[IMS_WebRTC] pCR TR 33.871 Conclusion and recommendations
	China Mobile, Huawei
	approved
	S3-140713
	-

	S3-140953
	[IMS_WebRTC] CR 33.203 Updated skeleton for new Annex on WebRTC
	Ericsson
	approved without presentation
	S3-140736
	-

	S3-140954
	[IMS_WebRTC] CR 33.203 Client registration using SIP Digest
	Ericsson
	revised
	S3-140748
	S3-141018

	S3-140955
	[IMS_WebRTC] CR 33.328 IMS media plane security interworking for WebRTC access to IMS
	Ericsson
	approved without presentation
	S3-140735
	-

	S3-140956
	[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication
	Gemalto, TeliaSonera, ORANGE, Samsung, Vodafone, Deutsche Telekom, BT Group, China Mobile, Morpho
	approved
	S3-140889
	-

	S3-140957
	[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR
	Alcatel-Lucent, Ericsson, Huawei, HiSilicon, NEC, NSN, Samsung, ZTE
	approved
	S3-140921
	-

	S3-140958
	[SCAS] pCR TR 33.916 Definitions for TR33.916
	NTT DOCOMO
	approved
	S3-140909
	-

	S3-140959
	[SCAS] pCR TR 33.916 use of Risk Assessment
	Ericsson, NSN
	revised
	S3-140829
	S3-141013

	S3-140960
	[SCAS] pCR TR 33.916 Verifiable and repeatable tests
	Ericsson
	approved
	S3-140744
	-

	S3-140961
	[SCAS] pCR TR 33.806 References for TR33.806
	NTT DOCOMO
	approved without presentation
	S3-140907
	-

	S3-140962
	Resubmission of S3-140608 (pCR TR 33.916 minor changes to output and role clauses to align with the agreed SECAM process) from SA3#74bis left for email approval but NOT concluded
	Huawei, Hisilicon, Ericsson
	approved
	-
	-

	S3-140963
	[SCAS] pCR TR 33.806 adding objectives
	NSN
	approved
	S3-140886
	-

	S3-140964
	[SCAS] pCR TR 33.806 Remote and Local access consideration for attacker model
	Huawei, HiSilicon
	approved
	S3-140826
	-

	S3-140965
	[SCAS] pCR TR 33.806 Interface and version consideration for attacker model
	Huawei, HiSilicon
	approved
	S3-140782
	-

	S3-140966
	[GCSE_LTE] SP#62 exception to 06/14 in SP-130652
	SA#62 Dec 2013
	noted
	-
	-

	S3-140967
	[ProSe] SP#62 exception to 06/14 in SP-130654
	SA#62 Dec 2013
	noted
	-
	-

	S3-140968
	[IMS_WebRTC] SP#62 exception to 06/14 in SP-130655
	SA#62 Dec 2013
	noted
	-
	-

	S3-140969
	[SCAS] pCR TR 33.806 v.0.2.1 clause 5.3.1 (Inside attacker capabilities) and 5.3.2 (Types of attacks by insiders)
	Telecom Italia
	withdrawn
	S3-140906
	-

	S3-140970
	[IMS_WebRTC] New Draft TR 33.871 Security for Web Real Time Communication access to IMSTR on Security for Web Real Time Communication access to IMS
	Ericsson
	agreed for SA#64 Information
	-
	-

	S3-140971
	[ProSe] New Draft TR 33.833v100 Security for Proximity-based Services
	Qualcomm
	approved
	-
	-

	S3-140972
	[ProSe] pCR TR 33.833 proposed key issue on protection of UE identity for ProSe direct discovery
	ZTE, China Unicom
	approved
	S3-140859
	-

	S3-140973
	[ProSe] pCR TR 33.833 security requirements for EPC support for WLAN direct discovery and communication
	Samsung
	approved
	S3-140846
	-

	S3-140974
	[ProSe] pCR TS 33.303 Addition of Solution #2.7
	Vodafone
	approved
	S3-140895
	-

	S3-140975
	[ProSe] New Draft TS 33.303 Security for Proximity-based Services
	Qualcomm
	agreed for SA#64 1-step approval
	-
	-

	S3-140976
	[ProSe] pCR TS 33.303 Addition of Solution #3.1
	CESG, Home Office, Vodafone, BT, Telefonica, KPN, BlackBerry, Intel, Cassidian SAS, Motorola, BMWi, Ministere de l’interieur, The Police of the Netherlands
	revised
	S3-140840
	S3-140986

	S3-140977
	[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.3
	Huawei, HiSilicon
	approved without presentation
	S3-140777
	-

	S3-140978
	[ProSe] pCR TR 33.833 Analysis of Editor’s Notes in clause 6.3.5.4
	Huawei, HiSilicon
	approved
	S3-140825
	-

	S3-140979
	[ProSe] pCR TR 33.833 improvement for solution 3.6
	ZTE, China Unicom
	approved
	S3-140857
	-

	S3-140980
	[ProSe] pCR TR 33.833 Integrity protection in PDCP layer for user plane data in solution #3.6 ProSe One-to-many communication
	Ericsson
	approved
	S3-140850
	-

	S3-140981
	[ProSe] pCR TR 33.833 Updates to solution #3.6 ProSe One-to-many communication
	Ericsson
	approved without presentation
	S3-140851
	-

	S3-140982
	[ProSe] pCR TR 33.833 Summary of one-to-many communication solutions
	CESG, Home Office, BT
	approved
	S3-140837
	-

	S3-140983
	[GCSE_LTE] CR 33.246 Solution to MB2-C interface
	Nokia, NSN
	approved
	S3-140760
	-

	S3-140984
	[ProSe] pCR TR 33.833 Evaluation of one-to-many communication solutions
	CESG, Home Office, BT
	approved without presentation
	S3-140838
	-

	S3-140985
	[ProSe] pCR TS 33.303 security requirements for one-to-many prose direct communication
	Samsung, Qualcomm
	approved
	S3-140845
	-

	S3-140986
	[ProSe] pCR TS 33.303 Addition of Solution #3.1
	CESG, Home Office, Vodafone, BT, Telefonica, KPN, BlackBerry, Intel, Cassidian SAS, Motorola, BMWi, Ministere de l’interieur, The Police of the Netherlands, General Dynamics, Orange
	approved
	S3-140976
	-

	S3-140987
	[ProSe] pCR TS 33.303 Adding solution #3.6 (revision of S3-140809)
	Qualcomm
	approved
	 S3-140809
	-

	S3-140988
	[ProSe] pCR TR 33.833 Calculation of MIC value in Direct Discovery in TR 33.833
	Ericsson
	approved without presentation
	S3-140847
	-

	S3-140989
	[IMS_WebRTC] CR 33.203 Description of scenario 2 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent, Ericsson, China Mobile, Huawei
	approved
	S3-140879
	-

	S3-140990
	[IMS_WebRTC] CR 33.203 Description of scenario 3 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent, Ericsson, China Mobile, Huawei
	approved
	S3-140880
	-

	S3-140991
	[ProSe] pCR TS 33.303 Calculation of MIC value in Direct Discovery in ProSe TS 33.303
	Ericsson
	approved without presentation
	S3-140848
	-

	S3-140992
	[ProSe] CR 33.220 Adding FC value for ProSe specification
	Qualcomm
	approved without presentation
	S3-140808
	-

	S3-140993
	[ProSe] pCR TR 33.833 ProSe-Analysis for the AKA-based solution
	Huawei, HiSilicon
	approved
	S3-140834
	-

	S3-140994
	[ProSe] LS_out Reply to CT1, RAN2 on Impact of PC3 transport protocol on PC3 security
	SA3#75
	approved
	-
	-

	S3-140995
	[ProSe, LTE_D2D_Prox] LS_out Reply to CT1, RAN2 on Discovery message format for ProSe/LTE Device to Device Proximity Services
	Qualcomm
	approved
	S3-140810
	-

	S3-140996
	[ProSe] LS_out Reply to SA2, CT6 on Provisioning of ProSe configuration information in a Public Safety ProSe-enabled UE
	SA3#75
	approved
	S3-140811
	-

	S3-140997
	[GCSE_LTE] New Draft TR 33.888 Security for Group Communication System Enablers for LTE (Stage 2)
	NSN
	agreed for SA#64 1-step Approval
	-
	-

	S3-140998
	[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231
	Vodafone
	approved without presentation
	S3-140922
	-

	S3-140999
	[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232
	Vodafone
	approved without presentation
	S3-140923
	-

	S3-141000
	[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233
	Vodafone
	approved without presentation
	S3-140924
	-

	S3-141001
	[TEI12] LS_out Reply to RAN, RAN3 on Providing the IMEISV to eNB
	SA3#75
	approved
	S3-140882
	-

	S3-141002
	[MTCe] CR 33.187 Modification on Network based solution for filtering SMS-delivered device trigger messages
	ZTE, China Unicom
	approved
	S3-140801
	-

	S3-141003
	[MTCe] CR 33.868 editorial cleanup (Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements)
	Samsung
	approved without presentation
	S3-140902
	-

	S3-141004
	[FS_SPI] pCR TR 33.849 Definition of Personal Data
	Huawei, HiSilicon, CATR
	approved
	S3-140779
	-

	S3-141005
	[FS_SPI] pCR TR 33.849 Communication Model
	Nokia, NSN, China Unicom
	approved
	S3-140832
	-

	S3-141006
	[FS_SPI] pCR TR 33.849 Key issue Erasure of privacy sensitive data
	China Unicom, TeliaSonera, NSN, ZTE
	approved without presentation
	S3-140868
	-

	S3-141007
	[FS_SPI] pCR TR 33.849 Threat mitigation - access control
	China Unicom, TeliaSonera, ZTE
	approved
	S3-140869
	-

	S3-141008
	[FS_SPI] pCR TR 33.849 Threat mitigation anonymization
	China Unicom, TeliaSonera, ZTE
	approved
	S3-140870
	-

	S3-141009
	[FS_SPI] pCR TR 33.849 Privacy principle
	Huawei, HiSilicon, CATR
	approved without presentation
	S3-140780
	-

	S3-141010
	[FS_SECAM, SCAS] Discussion document on SECAM contribution framework (related to TR 33.916)
	Alcatel Lucent (John Hickey)
	noted
	-
	S3-141012

	S3-141011
	[eSaMOG] LS_out Reply to SA2 on WLCP security aspects
	SA3#75
	approved
	-
	-

	S3-141012
	[SCAS] pCR TR 33.916 (Security Assurance scheme for 3GPP network products) on how to structure Threads & Requirements
	DOCOMO, China Mobile, Alcatel-Lucent
	approved
	-
	-

	S3-141013
	[SCAS] pCR TR 33.916  use of Risk Assessment
	NSN, Ericsson
	approved
	S3-140959
	-

	S3-141014
	[NFV] Discussion on Consideration on Network Functions Virtualization (NFV) Security in SA3
	China Mobile, BT, Alcatel-lucent
	noted
	S3-140740
	-

	S3-141015
	[IMS_WebRTC] LS_out to CT1, CT4 (cc: CT) on Stage 3 work of security solutions for WebRTC access to IMS
	SA3#75
	noted
	-
	-

	S3-141016
	[FS_SPI] New Draft TR 33.849 Study on Subscriber Privacy Impact in 3GPP
	China Unicom
	agreed as new baseline
	-
	-

	S3-141017
	[SCAS] New Draft TR 33.916 Security Assurance scheme for 3GPP network products
	NTT DOCOMO
	revised
	-
	S3-141026

	S3-141018
	[IMS_WebRTC] CR 33.203 Client registration using SIP Digest
	Ericsson
	approved
	S3-140954
	-

	S3-141019
	[PWS_Sec] Revised WID SP-120434 Security aspects of Public Warning System
	Ericsson
	approved
	-
	-

	S3-141020
	[IMS_WebRTC] Cover sheet for TR 33.871v100 for SA#64 Information
	Ericsson
	approved
	-
	-

	S3-141021
	[ProSe] Cover sheet for TR 33.833v100  for SA#64 Information
	Qualcomm
	approved
	-
	-

	S3-141022
	[ProSe] Cover sheet for TS 33.303v100 for SA#64 1-step Approval
	Qualcomm
	approved
	-
	-

	S3-141023
	[ProSe] LS_out to ETSI SAGE on confidentiality algorithms usage in ProSe (Security for Proximity-based Services)
	Qualcomm
	approved
	-
	-

	S3-141024
	[GCSE_LTE] Cover sheet for TR 33.888v100 for SA#64 1-step Approval
	NSN
	approved
	-
	-

	S3-141025
	[SCAS] New Draft TR 33.806 Study on Pilot development of Security Assurance Specification for MME network product class
	DOCOMO
	approved
	-
	-

	S3-141026
	[SCAS] RESERVED for post S3-141012 email approval [SCAS] TR 33.916 (Security Assurance scheme for 3GPP network products) on how to structure Threads & Requirements
	DOCOMO
	approved
	S3-141017
	-

	S3-141027
	[SCAS] RESERVED for post S3-141025 FINAL email approval New Draft TR 33.806 Study on Pilot development of Security Assurance Specification for MME network product class
	DOCOMO
	For email approval
	-
	-

	S3-141028
	UPDATED S3-140559 revised ProSe WID agreed at SA3#74bis
	Rapporteur
	Approved
	-
	-

	S3-141029
	[SCAS] pCR TR 33.806 Root level access rights and configurations
	TeliaSonera, China Unicom
	Approved
	S3-141029
	-

	S3-141030
	[SCAS] pCR TR 33.806 File system rights hardening
	TeliaSonera, China Unicom
	Approved
	S3-141030
	-

	S3-141031
	[SCAS] pCR TR 33.806 SCAS MME Log Management
	Huawei,HiSilicon
	Approved
	S3-140784
	

	S3-141032
	[SCAS] pCR TR 33.806 Requirements for internal attack prevention
	Huawei,HiSilicon
	Approved
	S3-140790
	

	S3-141033
	[SCAS] pCR TR 33.806 Security threats and requirements on MME software package integrity validation
	Huawei,HiSilicon
	Approved
	S3-140786, S3-140864
	

	S3-141034
	[SCAS] pCR TR 33.806 Requirements for key storage and access
	Huawei,HiSilicon
	Approved
	S3-140789
	

	S3-141035
	[SCAS] pCR TR 33.806 Privacy Related Features and Functions
	Huawei,HiSilicon
	Approved
	S3-140787
	

	S3-141036
	[SCAS] pCR TR 33.806 Security threats of O&M privilege management requirements on MME Management and Maintenance
	Huawei,HiSilicon
	Approved
	S3-140785
	

	S3-141037
	[SCAS] pCR TR 33.806 Security threats and requirements on MME management and maintenance access
	Huawei,HiSilicon
	Approved
	S3-140783
	

	S3-141038
	[SCAS] pCR TR 33.806 Security threats and requirements on user identity
	Huawei,HiSilicon
	Approved
	S3-140788
	

	S3-141039
	[SCAS] pCR TR 33.806 More details about Security requirements on MME user account and password management
	China Mobile
	Approved
	S3-140742
	

	S3-141040
	[SCAS] pCR TR 33.806 Security requirement for MME management and maintenance access
	China Unicom
	Approved
	S3-140865
	-

	S3-141041
	[SCAS] pCR TR 33.806 Security threat and requirement of the console interface on MME
	China Mobile, China Unicom, Alcatel-Lucent
	Approved
	S3-140738
	

	S3-141042
	[SCAS] pCR TR 33.806 Security threat and hardening requirements from unnecessary open ports and insecure services
	China Mobile, TeliaSonera, China Unicom, Alcatel-Lucent
	Approved
	S3-140739
	

	S3-141043
	[SCAS] pCR TR 33.806 v.0.2.1 clause 5.4.2 (Other Threats)
	Telecom Italia
	Approved
	S3-140750
	


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-140776
	[eSAMOG] SA2 draft CR 23.402 WLCP source check
	Huawei, HiSilicon
	23.402
	-
	-
	-
	-
	eSAMOG
	noted

	S3-140800
	[SEC10] Rel-11 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	33.102
	-
	-
	-
	-
	SEC10
	noted

	S3-140802
	[SEC10] Rel-10 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	33.102
	-
	-
	-
	-
	SEC10
	noted

	S3-140799
	[SEC10] Rel-12 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	33.102
	0264
	-
	-
	A
	SEC10
	revised

	S3-140947
	[SEC12] Rel-12 CR 33.102 Corrections to TS 33.102
	Huawei, HiSilicon
	33.102
	0264
	1
	-
	F
	SEC12
	approved without presentation

	S3-140801
	[MTCe] CR 33.187 Modification on Network based solution for filtering SMS-delivered device trigger messages
	ZTE, China Unicom
	33.187
	0001
	-
	-
	-
	MTCe
	revised

	S3-141002
	[MTCe] CR 33.187 Modification on Network based solution for filtering SMS-delivered device trigger messages
	ZTE, China Unicom
	33.187
	0001
	1
	-
	-
	MTCe
	approved

	S3-140749
	[IMS_WebRTC] CR 33.203 Client registration using OAuth and TNA
	Ericsson
	33.203
	-
	-
	Rel-12
	-
	IMS_WebRTC
	merged in S3-140989 and S3-140990

	S3-140819
	[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication
	Gemalto, Oberthur, TeliaSonera
	33.203
	-
	-
	Rel-12
	-
	IMS_WebRTC
	noted

	S3-140709
	[IMS_WebRTC] CR 33.203 Description of the authentication requirements in new Annex on WebRTC
	China Mobile
	33.203
	0206
	-
	Rel-12
	-
	IMS_WebRTC
	merged in S3-140989 and S3-140990

	S3-140710
	[IMS_WebRTC] CR 33.203 Countermeasures to authorize the third party WWSF
	China Mobile
	33.203
	0207
	-
	Rel-12
	-
	IMS_WebRTC
	merged in S3-140989 and S3-140990

	S3-140879
	[IMS_WebRTC] CR 33.203 Description of scenario 2 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent
	33.203
	0208
	-
	Rel-12
	-
	IMS_WebRTC
	merged in S3-140989

	S3-140989
	[IMS_WebRTC] CR 33.203 Description of scenario 2 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent, Ericsson, China Mobile, Huawei
	33.203
	0208
	1
	-
	-
	IMS_WebRTC
	approved

	S3-140880
	[IMS_WebRTC] CR 33.203 Description of scenario 3 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent
	33.203
	0209
	-
	Rel-12
	-
	IMS_WebRTC
	merged in S3-140990

	S3-140990
	[IMS_WebRTC] CR 33.203 Description of scenario 3 in new Annex on WebRTC
	Nokia, NSN, Alcatel-Lucent, Ericsson, China Mobile, Huawei
	33.203
	0209
	1
	-
	-
	IMS_WebRTC
	approved

	S3-140881
	[IMS_WebRTC] CR 33.203 Security Considerations
	Nokia, NSN
	33.203
	0210
	-
	Rel-12
	-
	IMS_WebRTC
	noted

	S3-140736
	[IMS_WebRTC] CR 33.203 Updated skeleton for new Annex on WebRTC
	Ericsson
	33.203
	0211
	-
	Rel-12
	-
	IMS_WebRTC
	revised

	S3-140953
	[IMS_WebRTC] CR 33.203 Updated skeleton for new Annex on WebRTC
	Ericsson
	33.203
	0211
	1
	-
	-
	IMS_WebRTC
	approved without presentation

	S3-140748
	[IMS_WebRTC] CR 33.203 Client registration using SIP Digest
	Ericsson
	33.203
	0212
	-
	Rel-12
	-
	IMS_WebRTC
	revised

	S3-140954
	[IMS_WebRTC] CR 33.203 Client registration using SIP Digest
	Ericsson
	33.203
	0212
	1
	-
	-
	IMS_WebRTC
	revised

	S3-141018
	[IMS_WebRTC] CR 33.203 Client registration using SIP Digest
	Ericsson
	33.203
	0212
	2
	-
	-
	IMS_WebRTC
	approved

	S3-140889
	[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication
	Gemalto, Oberthur, TeliaSonera
	33.203
	0213
	-
	Rel-12
	-
	IMS_WebRTC
	revised

	S3-140956
	[IMS_WebRTC] CR 33.203 New Annex on WebRTC with re-use of IMS AKA scheme for WIC authentication
	Gemalto, TeliaSonera, ORANGE, Samsung, Vodafone, Deutsche Telekom, BT Group, China Mobile, Morpho
	33.203
	0213
	1
	-
	-
	IMS_WebRTC
	approved

	S3-140808
	[ProSe] CR 33.220 Adding FC value for ProSe specification
	Qualcomm
	33.220
	0180
	-
	-
	-
	ProSe
	revised

	S3-140992
	[ProSe] CR 33.220 Adding FC value for ProSe specification
	Qualcomm
	33.220
	0180
	1
	-
	-
	ProSe
	approved without presentation

	S3-140755
	[GCSE_LTE] CR 33.246 Skeleton for normative annex GCSE_LTE security
	Nokia, NSN, Huawei
	33.246
	0172
	-
	-
	-
	GCSE_LTE
	revised

	S3-140939
	[GCSE_LTE] CR 33.246 Skeleton for normative annex GCSE_LTE security
	Nokia, NSN, Huawei
	33.246
	0172
	1
	-
	-
	GCSE_LTE
	approved without presentation

	S3-140756
	[GCSE_LTE] CR 33.246 New references for GCSE related Annex
	Nokia, NSN, Huawei
	33.246
	0173
	-
	-
	-
	GCSE_LTE
	revised

	S3-140940
	[GCSE_LTE] CR 33.246 New references for GCSE related Annex
	Nokia, NSN, Huawei
	33.246
	0173
	1
	-
	-
	GCSE_LTE
	approved

	S3-140757
	[GCSE_LTE] CR 33.246 Generic GCSE requirements
	Nokia, NSN, Huawei
	33.246
	0174
	-
	-
	-
	GCSE_LTE
	revised

	S3-140941
	[GCSE_LTE] CR 33.246 Generic GCSE requirements
	Nokia, NSN, Huawei
	33.246
	0174
	1
	-
	-
	GCSE_LTE
	approved without presentation

	S3-140758
	[GCSE_LTE] CR 33.246 Unicast Delivery requirements
	Nokia, NSN, Huawei
	33.246
	0175
	-
	-
	-
	GCSE_LTE
	noted

	S3-140759
	[GCSE_LTE] CR 33.246 MBMS Delivery requirements
	Nokia, NSN, Huawei
	33.246
	0176
	-
	-
	-
	GCSE_LTE
	revised

	S3-140942
	[GCSE_LTE] CR 33.246 MBMS Delivery requirements
	Nokia, NSN, Huawei
	33.246
	0176
	1
	-
	-
	GCSE_LTE
	approved

	S3-140760
	[GCSE_LTE] CR 33.246 Solution to MB2-C interface
	Nokia, NSN
	33.246
	0177
	-
	-
	-
	GCSE_LTE
	revised

	S3-140983
	[GCSE_LTE] CR 33.246 Solution to MB2-C interface
	Nokia, NSN
	33.246
	0177
	1
	-
	-
	GCSE_LTE
	approved

	S3-140798
	[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run
	Huawei, HiSilicon, NSN
	33.310
	-
	-
	-
	-
	SEC12
	noted

	S3-140796
	[SEC12] Rel-12 CR 33.310 Certificate enrolment in MOCN LTE RAN sharing
	Huawei, HiSilicon, NSN, Vodafone, TeliaSonera, Deutsche Telekom
	33.310
	0071
	-
	-
	-
	SEC12
	revised

	S3-140943
	[SEC12] Rel-12 CR 33.310 Certificate enrolment in MOCN LTE RAN sharing
	Huawei, HiSilicon, NSN, Vodafone, TeliaSonera, Deutsche Telekom
	33.310
	0071
	1
	-
	-
	SEC12
	approved without presentation

	S3-140797
	[SEC12] Rel-12 CR 33.310 Correction on certificate validation during IPsec/TLS  procedure
	Huawei, HiSilicon
	33.310
	0072
	-
	-
	-
	SEC12
	revised

	S3-140944
	[SEC12] Rel-12 CR 33.310 Correction on certificate validation during IPsec/TLS  procedure
	Huawei, HiSilicon
	33.310
	0072
	1
	-
	-
	SEC12
	approved

	S3-140911
	[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run
	Huawei, HiSilicon, NSN
	33.310
	0073
	-
	-
	-
	SEC12
	revised

	S3-140945
	[SEC12] Rel-12 CR 33.310 Provisioning subject name of RA/CA before the CMPv2 run
	Huawei, HiSilicon, NSN
	33.310
	0073
	1
	-
	-
	SEC12
	approved without presentation

	S3-140735
	[IMS_WebRTC] CR 33.328 IMS media plane security interworking for WebRTC access to IMS
	Ericsson
	33.328
	0060
	-
	Rel-12
	-
	IMS_WebRTC
	revised

	S3-140955
	[IMS_WebRTC] CR 33.328 IMS media plane security interworking for WebRTC access to IMS
	Ericsson
	33.328
	0060
	1
	-
	-
	IMS_WebRTC
	approved without presentation

	S3-140768
	[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR from last meeting (S3-140613)
	Ericsson
	33.401
	-
	-
	-
	-
	LTE_SC_enh_dualC-Core
	revised

	S3-140921
	[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR Sapporo version showing the differences to last version
	Ericsson
	33.401
	0525
	-
	-
	-
	LTE_SC_enh_dualC-Core
	revised

	S3-140957
	[SCE, LTE_SC_enh_L1] CR 33.401 Super-CR
	Alcatel-Lucent, Ericsson, Huawei, HiSilicon, NEC, NSN, Samsung, ZTE
	33.401
	0525
	1
	-
	-
	LTE_SC_enh_dualC-Core
	approved

	S3-140902
	[MTCe] CR 33.868 editorial cleanup (Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements)
	Samsung
	33.868
	0001
	-
	-
	D
	MTCe
	revised

	S3-141003
	[MTCe] CR 33.868 editorial cleanup (Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements)
	Samsung
	33.868
	0001
	1
	-
	D
	MTCe
	approved without presentation

	S3-140890
	[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231
	Vodafone
	35.231
	0001
	-
	-
	-
	STAS
	revised

	S3-140922
	[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231
	Vodafone
	35.231
	0001
	1
	-
	-
	STAS
	revised

	S3-140998
	[STAS] Rel-12 CR 35.231 Overall editorial modification to the Tuak specification TS 35.231
	Vodafone
	35.231
	0001
	2
	-
	-
	STAS
	approved without presentation

	S3-140891
	[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232
	Vodafone
	35.232
	0001
	-
	-
	-
	STAS
	revised

	S3-140923
	[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232
	Vodafone
	35.232
	0001
	1
	-
	-
	STAS
	revised

	S3-140999
	[STAS] Rel-12 CR 35.232 Overall editorial modification to the Tuak specification TS 35.232
	Vodafone
	35.232
	0001
	2
	-
	-
	STAS
	approved without presentation

	S3-140892
	[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233
	Vodafone
	35.233
	0001
	-
	-
	-
	STAS
	revised

	S3-140924
	[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233
	Vodafone
	35.233
	0001
	1
	-
	-
	STAS
	revised

	S3-141000
	[STAS] Rel-12 CR 35.233 Overall editorial modification to the Tuak specification TS 35.233
	Vodafone
	35.233
	0001
	2
	-
	-
	STAS
	approved without presentation

	S3-140708
	[A5/4-GEA4] Rel-12 CR 43.020 Kc128 derivation at intra GERAN mobility
	Ericsson, NSN
	43.020
	0031
	-
	Rel-12
	-
	A5/4-GEA4
	approved

	S3-140707
	[A5/4-GEA4] Rel-11 CR 43.020 Kc128 derivation at intra GERAN mobility
	Ericsson, NSN
	43.020
	0032
	-
	Rel-11
	-
	A5/4-GEA4
	approved

	S3-140706
	[A5/4-GEA4] Rel-10 CR 43.020 Kc128 derivation at intra GERAN mobility
	Ericsson, NSN
	43.020
	0033
	-
	Rel-10
	-
	A5/4-GEA4
	revised

	S3-140946
	[A5/4-GEA4] Rel-10 CR 43.020 Kc128 derivation at intra GERAN mobility
	Ericsson, NSN
	43.020
	0033
	1
	-
	-
	A5/4-GEA4
	approved without presentation

	S3-140705
	[A5/4-GEA4] Rel-9 CR 43.020 Kc128 derivation at intra GERAN mobility
	Ericsson, NSN
	43.020
	0034
	-
	Rel-9
	-
	A5/4-GEA4
	approved


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-140715
	
	LS_in from ITU-T SG 17 meeting (Geneva, 15-24 Jan 2014) to SA3 on Security capability requirements for countering smartphone-based
	ITU-T SG 17
	replied to
	S3-140916

	S3-140716
	
	[MTCe, LI12] LS_in from SA3LI to SA1, CT4 (cc SA2, SA3, GSMA TSG, GSMA FF) on MTC Device Identification for LI
	SA3-LI
	noted
	

	S3-140717
	
	[ProSe] LS_in from CT1 to SA3 (cc SA2) on impact of PC3 transport protocol on PC3 security
	C1-141548
	replied to
	S3-140994

	S3-140717
	
	[ProSe] LS_in from CT1 to SA3 (cc SA2) on impact of PC3 transport protocol on PC3 security
	C1-141548
	replied to
	S3-140805

	S3-140718
	
	LS_in from CT3 to SA3 (cc CT) Reply on XML based access of AF to the PCRF
	C3-141326
	replied to
	S3-140918

	S3-140719
	
	[MTCe, LI12] LS_in from CT4 to SA3LI, GSMA TSG (cc SA1, SA2, SA3, CT1, GSMA FF) Reply on MTC Device Identification for LI
	C4-140714
	noted
	

	S3-140720
	
	[FS_XML_AF_PCRF] LS_in from CT to SA3 (cc CT3) on XML based access of AF to the PCRF
	CP-140189
	noted
	

	S3-140721
	
	LS_in from ITU-T SG 17 meeting (Geneva, 15-24 Jan 2014) to SA3 on Request to comment a draft Rec. ITU-T X.msec-8 (Secure application distribution framework for communication devices)
	ITU-T SG 17
	replied to
	S3-140917

	S3-140722
	
	[ProSe/ FS_LTE_D2D_Prox] LS_in from RAN1 to SA3 (cc RAN2, SA2) Reply to S3-131152 (R1-140017) on parameter synchronization
	R1-140941
	noted
	

	S3-140723
	
	[SCE, LTE_SC_enh_dualC-Core] LS_in from RAN2 to SA3 (cc RAN3) Reply to S3-140577/R2-141841 on security aspects of protocol architectures for small cell enhancements
	R2-141844
	noted
	

	S3-140724
	
	LS_in from RAN5 to SA3 on Rel-8 Clarification for Sync Failure during initial IMS registration
	R5-140932
	replied to
	S3-140919

	S3-140725
	
	[TEI12] LS_in from RAN to SA3 (cc RAN3) on Providing the IMEISV to eNB
	RP-140509
	replied to
	S3-140893

	S3-140725
	
	[TEI12] LS_in from RAN to SA3 (cc RAN3) on Providing the IMEISV to eNB
	RP-140509
	replied to
	S3-140882

	S3-140725
	
	[TEI12] LS_in from RAN to SA3 (cc RAN3) on Providing the IMEISV to eNB
	RP-140509
	replied to
	S3-141001

	S3-140727
	
	[eSaMOG] LS_in from SA2 to SA3 (cc CT1) on WLCP security aspects
	S2-140550
	replied to
	S3-141011

	S3-140728
	
	LS_in from SA2 to SA (cc CT, SA1, SA3, SA5, CT1, CT4, CT6) on Maintenance of I-WLAN Solution
	S2-140554
	replied to
	S3-140920

	S3-140729
	
	[MTCe] LS_in from SA2 to oneM2M Technical Plenary (cc 3GPP SA1, SA3, CT3) Reply on interaction of oneM2M with Underlying Networks
	S2-140565
	noted
	

	S3-140730
	
	[ProSe/ FS_LTE_D2D_Prox] LS_in from SA2 to RAN2, RAN1, SA1, SA3 Reply on discovery message size
	S2-140568
	noted
	

	S3-140731
	
	LS_in from SA to SA2, TSG CT, SA1, SA3, SA5, CT1, CT4, CT6 Reply on Maintenance of I-WLAN Solution
	SP-140149
	replied to
	

	S3-140732
	
	[NFV] LS_in from SA to ETSI ISG NFV (cc SA1, SA2, SA3, SA5) on 3GPP activities on Network Functions Virtualization
	SP-140160
	noted
	

	S3-140896
	
	[STAS] LS_in from ETSI SAGE to SA3  on TUAK design and evaluation report
	ETSI SAGE
	noted
	

	S3-140903
	
	[RTCP_MUX] LS_in from SA3-LI to CT3, SA2 (cc CT1) Reply on new WID on IMS Support for RTP/RTCP transport multiplexing
	SA3-LI
	noted
	

	S3-140904
	
	[ProSe, LI12] LS_in from SA3-LI to TSG RAN, SA2, SA3, SA5 (cc RAN1, RAN2, RAN3, SA, SA1) Reply on ProSe Lawful Interception
	SA3-LI
	replied to
	S3-140950


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-140916
	LS_out Reply to ITU-T SG 17 on Security capability requirements for countering smartphone-based
	ITU-T SG 17
	-
	S3-140715

	S3-140917
	LS_out Reply to ITU-T SG 17 on Request to comment a draft Rec. ITU-T X.msec-8 (Secure application distribution framework for communication devices)
	ITU-T SG 17
	-
	S3-140721

	S3-140918
	LS_out Reply to CT3 on XML based access of AF to the PCRF
	CT3
	CT
	S3-140718

	S3-140919
	LS_out Reply to RAN5 on Rel-8 Clarification for Sync Failure during initial IMS registration
	RAN5
	CT1
	S3-140724

	S3-140920
	LS_out Reply to SA2 on Maintenance of I-WLAN Solution
	SA
	CT, SA1, SA2, SA5, CT1, CT4, CT6
	S3-140728

	S3-140928
	[SCE, LTE_SC_enh_L1] LS_out Reply to RAN on approved S3-140746 (Discussion on length of  Small Cell Counter (SCC))
	RAN2
	RAN3
	-

	S3-140937
	[GCSE_LTE] LS_out to SA2, CT3 on Information about GCSE_LTE security decisions
	SA2, CT3
	SA1
	-

	S3-140950
	[ProSe, LI12] LS_out Reply to SA3-LI on ProSe Lawful Interception
	SA3-LI
	-
	S3-140904

	S3-140994
	[ProSe] LS_out Reply to CT1, RAN2 on Impact of PC3 transport protocol on PC3 security
	CT1
	SA2
	S3-140717

	S3-140995
	[ProSe, LTE_D2D_Prox] LS_out Reply to CT1, RAN2 on Discovery message format for ProSe/LTE Device to Device Proximity Services
	CT1, RAN2
	RAN1, SA2, SA1
	-

	S3-140996
	[ProSe] LS_out Reply to SA2, CT6 on Provisioning of ProSe configuration information in a Public Safety ProSe-enabled UE
	SA2, CT6
	CT1, RAN2, RAN1
	S2-140847

	S3-141001
	[TEI12] LS_out Reply to RAN, RAN3 on Providing the IMEISV to eNB
	RAN, RAN3
	-
	S3-140725

	S3-141011
	[eSaMOG] LS_out Reply to SA2 on WLCP security aspects
	SA2
	CT1, SA
	S3-140727


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-140899
	[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Architecture Enhancements for Service capability Exposure (AESE)
	Samsung, China Mobile, Huawei
	new WID

	S3-140900
	[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Monitoring Enhancements (MONTE)
	Samsung, China Mobile, Huawei
	new WID

	S3-140901
	[MTCe] Add SA3 aspects in DRAFT NEW Rel-13 SA2-led Feature WID on Group based Enhancements (GROUPE)
	Samsung, China Mobile, Huawei
	new WID


Annex E: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	75/1
	8.2
	(n/a)
	Rapporteur (China Mobile) to report on the future of draft TR 33.831 Study on Security on spoofed call detection and prevention (Stage 2)  (FS_SPOOF)
	Rapporteur (China Mobile)
	2014-08-04


Annex F: List of decisions

	Meeting/Number
	Agenda item
	Document
	Details

	75/1
	7.1.2
	S3-140607
	Withdraw the SA3#74bis approved S3-140607 (Skeleton for new Annex on WebRTC addition on WebRTC being optional, 33.203, Source: Nokia, NSN).

	75/2
	7.11
	S3-140971
	[ProSe] Send TR 33.833 v100 to SA#64 for Information

	75/3
	7.13.1
	S3-141010
	[SCAS] Base the future SCAS TR 33.916 work on S3-141010 presentation (Security Assurance scheme for 3GPP network products)

	75/4
	7.13.1
	S3-141012
	[SCAS] Base the future SCAS TR 33.916 work on the outcome of the S3-141012 email approval of pCR on how to structure Threads & Requirements

	75/5
	7.1.2
	S3-140970
	[IMS_WebRTC] Send TR 33.871 v100 to SA#64 for Information

	75/6
	7.12
	S3-140997
	[GCSE_LTE] Send TR 33.888 v100 to SA#64 1-step Approval

	75/7
	7.11
	S3-140975
	[ProSe] Send TS 33.303 v100 to SA#64 for 1-step Approval

	75/8
	7.13
	all
	SA3 Chairman: For agenda 7.13 (SCAS) only threats and requirements (including test cases) are for e-mail approval; security objectives are not for e-mail approval.
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Annex H: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#54-LI
	22/07/2014 09:00:00
	24/07/2014 17:30:00
	Amsterdam
	NL
	S3-ah-31151

	3GPPSA3#76
	25/08/2014 09:00:00
	29/08/2014 17:30:00
	Sophia Antipolis
	FR
	S3-76

	3GPPSA3#55-LI
	28/10/2014 09:00:00
	30/10/2014 17:30:00
	US
	US
	S3-ah-31152

	3GPPSA3#77
	17/11/2014 09:00:00
	21/11/2014 17:30:00
	San Francisco
	US
	S3-77

	3GPPSA3#78
	26/01/2015 09:00:00
	30/01/2015 17:30:00
	Sorrento (TBC)
	IT
	S3-78

	3GPPSA3#79
	20/04/2015 09:00:00
	24/04/2015 17:30:00
	
	
	S3-79

	3GPPSA3#80
	24/08/2015 09:00:00
	28/08/2015 17:30:00
	
	
	S3-80

	3GPPSA3#81
	09/11/2015 09:00:00
	13/11/2015 17:30:00
	
	
	S3-81


