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Abstract of the contribution:
This contribution targets to improve the general readability of the document. References are fixed, typos, fonts, line spacing, removal of hanging paragraph and colours are corrected and some sentences are rephrased to make the statements clearer. Some sentences contained phrases inappropriate for a TR and were rephrased. An abbreviation list is added.
Introduction

This contribution is cleaning up the SPI Technical Report to improve the general readability and clarity. In some sections examples were and clarifications were added to clarify the meaning of the sentences and bullet points.
The changes affect chapter 1 to section 6.1. A renumbering takes place in chapter 5 to remove a hanging text. The sections following chapter 5 are handled in a different P-CR, since there are major additions.
Since this is a Technical Report, normative language should not be used and therefore some rephrasing is done.

Pseudo-Change Request
1
Scope

The present document studies the subscriber privacy impact in 3GPP. In particular, the goals of this document are:
· Identify and understand privacy related key issues impacting 3GPP networks
· Identify and potentially harmonize privacy requirements, e.g. MDT/SON
· Identify existing/ongoing work relevant to 3GPP privacy issues in external standard bodies, for potential reuse in 3GPP, e.g. IETF RFC 6973 [2]
· Identify privacy risk mitigation approaches and establish privacy handling guidelines/principle and/or best practices for 3GPP for future specifications
It is not an objective of the study to examine all existing 3GPP specifications in retrospect with respect to privacy.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] Internet Engineering Task Force (IETF) RFC 6973 "Privacy Considerations for Internet Protocols", http://www.rfc-editor.org/authors/rfc6973.txt  
[3] OECD privacy principles, 
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm#guidelines

[4] 3GPP TR 22.949: "Study on a generalized privacy capability"
     [5] The 7 foundational principles for Privacy by Design, http://www.privacybydesign.ca
     [6] GSMA Privacy Principles, http://www.gsma.com/publicpolicy/mobile-privacy-principles
3
Definitions, terminology and abbreviations

3.1
Definitions and Terminology

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. Refer to 3GPP TR 22.949 [4], and also with considering the evolving network. Possible roles involved related to the privacy analysis are listed below:
Attacker: An attacker is an entity with malicious intent that compromises the privacy of a user by obtaining personal data, e.g. user data and traffic data. An attacker does not have a legitimate reason to receive this data. An attacker can be active or passive. A passive attacker is an observer. An active attacker generates traffic to obtain personal data or has the possibility to modify communication.

Authorized: An entity involved in the communication that is acting on behalf of one of the other entities and this other entity has agreed to this e.g. by signing a contract or settings etc.

Communication: Communication takes place between at least two entities and is using at least one protocol. It may consist of a series of messages. A communication may consist out of different communication phases.

Communication Initiator: A communication initiator is the node (e.g. ME) that initiates the start of a communication to one or several recipients.

Communication phase: A communication phase is a group of messages, which are part of a communication.

Eavesdropper: A passive attacker observing with a malicious intent.

Home operator: The PLMN operator, with whom the user has the subscription.
Intermediary: An intermediary is an entity where the communication or parts of thereof from the communication initiator to the recipient is passing through. The intermediary may be able modify or have visibility of the communication or parts of it. Typical intermediaries are base stations, proxies, caches, relay servers etc. Depending on the protocol used and the layer, the intermediaries for a communication may differ. Also there might be different intermediaries for incoming and outgoing communication messages and in some cases, there may be a series of intermediaries that are traversed. 

Location: Location is the geographical information where the terminal resides. This might be a GPS coordinate or some other local data (e.g. CellID or country).
Observer: An observer is an entity that observes a communication; this can be for a legitimate purpose or illegitimate purpose. An observer may only be an observer for some layers of a communication.
Operating administrator and maintenance personal: The person who administrates/maintains privacy information during its whole life time or is responsible for administration and/or maintenance, may be also responsible for privacy issues like privacy storage in network element.
Personal information: Personal information or Personal Identifiable Information (PII) is data that can be related to a user either directly or indirectly by combining one or more facts. Personal information can be gathered from user data and traffic data.
Recipient: The secondary end-point of a communication. The recipient might be different for different layers of a communication protocol.

Requested Service: A requested service is a service that the user agreed to potentially use. This might be a radio technology e.g. 5G or telco service e.g. IMS or an application server e.g. visiting a website and signing in to a service.  The user has agreed in some way to potentially use the service, this might be via visiting a web site or signing a contract.

Service provider:
1) A service provider who is a 3GPP operator – home or visited – (e.g. location services) or a third party provider acting on behalf of the operator and offering a service to the user;

2) A third party service provider who use operator’s network to provide service (e.g. MTC service provider) and has a co-operation with the visited or home operator.

3) A third party service provider who just uses the network connectivity to provide service, but has no business relationship with the operator.

User: In general it is assumed, that the user is provided with a 3GPP subscription and extended to service specific entities. The user is the person, to whom the personal information relates to.
Visited operator: An operator of a PLMN, which is not the home operator. A visited operator may e.g. be the operator of a 3GPP network, in which the user currently is roaming.
Editor’s Note: This section should contain

· Identity

· Identifiable

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].



CDR
Charging Data Record
CHR
Call History Records
GPS
Global Positioning System
MDT
Minimization of Drive Tests
MR
Measurement Report
MTC
Machine Type Communication
PII
Personal Identifiable Information
SIMTC
System Improvements for Machine Type Communication
SON
Self-Organizing Network
4
Communication Model

Cellular communication architectures are quite complex. To be able to investigate them with respect to privacy we focus on protocol entities. 

A communication is initiated by an initiator. This initiator might be a user or acting on behalf of the user. In most cases the protocol initiator resides in the terminal, but there are also different cases where some communication protocol is not triggered by the terminal (e.g. SMS, broadcast).

The communication is directed from the communication initiator towards a recipient. There might be a single or a multitude of recipients. 

The communication consists usually out of several layers of protocols. Those protocols may traverse through different intermediate nodes and have different end-points. Some protocol layers may contain personal information; some will not contain personal information and therefore might not be considered further in a privacy analysis. 

A communication often consists out of a set of messages that go forth between a recipient and an initiator. The communication paths and therefore the intermediary nodes might not be the same for all messages of one communication. 

The communication may traverse organizational boundaries (e.g. roaming). 
Editor’s Note: It is ffs whether organization as referred above is only the operator or refers also to other types of organizations.

Privacy considerations should cover its whole lifetime in the communication system. A privacy analysis may investigate threats where the assumption is that parts of the communication system are compromised. This compromise might be investigated on protocol interface level, node level, or organizational level. This kind of approach is taken, since those represent typical attack points to obtain personal information (interface attack, virus infection, insider attack).

Editor’s Note: Data at rest under operator control needs to be taken care by the model.

5
Privacy Threats - Description of Key issues of Subscriber Privacy Impact in 3GPP
 
5.1
Introduction to privacy threat section 
This clause is intended to provide an overview of the potential privacy issues which have impact of subscriber privacy in 3GPP.
5.2
Key Issue #1 - Personally Identifiable Information (PII)
5.2.1
Issue Details
PII information is categorized into the following:

- Personal contact information (e.g. name, address, email, phone number)

- Personal Identities information (e.g. user ID, Social Security Number, Passport Number, Identity Card Number)

- User Equipment information (e.g. IMSI, IMEI, MSISDN)

- User Communication data (e.g. content of user voice calls, data session, fax, SMS, voice mail, video, visited websites)

- Location information (e.g. user GPS coordinates, Cell ID, WLAN AP MAC)

- Financial information (e.g. user credit card number, bank accounts)

- Personal sensitive information (e.g. race, religion preference, sexual orientation, health information, criminal records)
· Personal  biological characteristics  (e.g. fingerprint, Iris, facial features)
When PII is not handled properly, the information may become usable in compromising the privacy of a user.
5.2.2
Threats
PII can be mishandled during transit, storage, or application if appropriate guidelines are not followed. Mishandling can be as a result of not implementing PII handling guidelines, unauthorized access, or deliberate. The consequence is the compromise of personal information for the user, resulting in loss of privacy and/or financial information.  
5.2.3
Privacy Requirements
Handling of personal identifiable information shall to follow widely accepted concepts in order to comply with national and regional requirements covering these aspects of PII handlings:

- notice of PII collection
- user consent 

- collection mimiziation 

- process and use

- disclosure to unauthorized parties
- transfer of PII only to authorized entities
- retention of consent
- access by user to his PII
- accuracy of PII and 
- protection or stored, used and processed PII
- openness on information regarding handling of PII
- providing anonymity when possible
- handling of PII security according to its sensitivity 
- accountability for mishandling PII
5.3
Key Issue #2 - User and UE Identity Privacy
5.3.1
Issue Details
User and UE identities include IMSI, IMEI, MSISDN, an IP address that is bound to a user, and a MAC address that is tied to an UE. Identities may appear in many databases and files, such as Call History Records (CHR), Charging Data Records (CDR), and Measurement Reports (MR).  They are used in many 3GPP network elements, including (e)NB, GGSN, SGSN, MME, HLR, AAA, etc to provide services and support network operations. If these identities are not protected, user privacy may become compromised, either intentionally or unintentionally, results in the user’s activities, location, and other privacy related information being tracked or exposed.
5.3.2
Threats
Tracing of an user or UE can happen wherever these identities are being used, transferred, and/or stored by various network nodes, including (e)NB, GGSN, SGSN, etc. Tracing of an user or UE can also happen when identities are being used, transferred, and/or stored by unauthorized personnel. The consequences of these threats to user and UE identities being exposed is that the user’s personal information is disclosed (e.g. call details, location information) and, potentially worse, financial losses.
5.3.3
Privacy Requirements
Req1: The UE’s permanent identities (IMSI, IMEI, MSISDN, IP, MAC) need to be protected against unintended exposure. 

Req2: If UE’s permanent identities need to be used or accessed, they need to be protected using Privacy Enhancing Technology such as anonymization techniques or temporary identifiers.
5.4
Key Issue #3 - Privacy vs. System Functionality

5.4.1
Issue Details 

One goal of this technical report is to collect privacy principles that SA3 should adhere to when designating new systems, security architectures and protocols. In recent system design, privacy issues appear to be diversified, for example, the need for user consent to collect measurements in the SON and MDT work, machine tracking in SIMTC, user privacy in Proximity Service security, etc. These privacy issues are related to system functionality. Unless the privacy measures are solved in an appropriate way, the functionality will be unnecessarily restricted. On the one hand, when 3GPP designs new systems, security architectures and protocols, potential privacy mechanism need to be considered. On the other hand, there must be a balance between the privacy required and the functionality provided by the system to provide the user with the ordered service. For example, for SON and MDT to work, users' location information may need to be accessible to parts of the system (even if this implies the need for user consent) to be able to fix the connectivity problems a user has.
5.4.2
Threats
When 3GPP designs new systems, security architectures and protocols and privacy protection procedures are not defined clearly in an early stage, the system functionality will be impacted. For example, if the users consent mechanism is not provided to the user, the functionality of SON and/or MDT will not be usable.

5.4.3
Privacy Requirements
Systems, security architectures and protocols design and deploy should take privacy protection as system functionality if privacy information is involved in the system.

The strength of privacy protection need to take into account the sensitivity of data, the potential impacts on the system, impacts on service provided to the user and the usability of the system.
NOTE: Privacy protection should be applied according to local regulation requirements.
5.5
Key Issue #4 - Identify protection scope

5.5.1
Issue Details 
With the evolving of telecommunication network and it’s innovate application paradigm developing, more and more systems/protocols involve privacy. In telecommunication domain, the privacy refers to Personally Identifiable Information (PII) and user/UE identity privacy. Since privacy is a dynamic and diverse concept which contains various information types, not every system/protocol involve same types of privacy information. Consequently, when designing a new systems, security architectures and protocols, the scope of privacy and the potential privacy (e.g. use converge information to infer privacy sensitive information) should be analyzed and clarified. 

5.5.2
Threats
The possibility of combining information collected by an attacker may result in new interfering of privacy sensitive information. It may bring additional risks to user’s information security.

If the scope of involved privacy is not identified in an early stage of system/protocol design, it may bring extra effort for the late introduction of privacy supporting system/protocols and applications.

5.5.3
Privacy Requirements
System and security architecture design as well as protocol design need to identify possible privacy related information in an early stage of the work.

5.6
Key Issue #5 –Collecting privacy related information 

5.6.1
Issue Details
During communication process, privacy related information may need to be collected to complete communication task. This information may involve some sensitive data and raises some questions, e.g. who is collecting and using the personal information, what personal information is being shared, with whom and for what purposes etc. A key aspect of ensuring privacy security and fostering user’s confidence/ trust in communication is to clarify the issue on collection privacy related information.

5.6.2
Threats
An unclear policy on what data is collected by whom may bring the risk to user’s information disclosure and potential illegal usage of such information.

5.6.3
Privacy Requirements
For certain system/protocol, that need to collect privacy information, it need be clarified: 
(1) who (related to privacy role) is collecting and using personal information;

 (2) why is personal information used and collected;
(3) which personal information is being shared, with whom and for what purposes. 

5.7
Key Issue #6 – Privacy role

5.7.1
Issue Details
Communications tasks require multiple different entities, when conducting privacy analysis of a system/protocol, the entities involved may take on different roles (e.g. communication initiator) from a privacy considerations perspective in different communication phases. 
5.7.2
Threats
If the actions that can be taken on personal data (e.g. collect, use, and share) are not defined  for an entity (e.g. user, operator, service provider) then this lack of policy may result  in the abuse or loss of personal information. Unclear obligations for the personal information handling may lead to difficulties when investigating a privacy breach. 
5.7.3
Privacy Requirements
The roles involved and their obligations with respect to privacy need to be clarified.
5.8
Key Issue #7 – Privacy storage

5.8.1
Issue Details 
In 3GPP system, the privacy related information which includes Personally Identifiable Information (PII) and user/UE identity privacy are usually stored in the network elements. If a network element is compromised by the attacker (e.g. unauthorized internal entities or by being vulnerable to third party attacks), personal information that is stored unprotected or insufficiently protected can be accessed. Further, the attacker can launch further attacks by using privacy information and cause damage to MNO and / or user.

5.8.2
Threats
Personal information stored unprotected or insufficiently protected in network elements may bring risk to user personal information disclosure and may result in an attack that may damage the MNO or user.
5.8.3
Privacy Requirements
The personal information need to be stored securely to protect against unauthorized access and modification.
5.9. Key issue #8: Deletion of privacy sensitive data
5.9.1 Issue details
In order to enable communication or information services, users’ privacy information may need to be delivered to 3GPP systems or to service providers. Generally, once the privacy information has no further value for the communication accomplished/services provided, it should be deleted to avoid the possible risk of privacy disclosure/compromise. Consequently, when designing new systems, security architectures and protocols, deletion rules of privacy sensitive data is an issue that need to be considered. For example, define the way and pre-conditions for privacy information deletion.
5.9.2 Threats

Un-deleted, no further use-value of existing privacy information may bring risk to user of unwanted privacy information disclosure, and such related attacks.

5.9.3 Privacy requirements

The privacy information need to be deleted when no longer be needed for providing communication service. 

Editor’s note: additional requirements of this key issue (e.g. for data retention) is FFS.
END OF CHANGES

