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***** START OF CHANGES *****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
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-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[3]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[4]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[5]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[6]
ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications".

[7]
ETSI TS 102 226: "Smart cards; Remote APDU structure for UICC based applications".

[8]
3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[9]
3GPP TS 31.116: "Remote APDU Structure for (U)SIM Toolkit applications ".

[10]
IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications".

[11]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".

[12]
IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)".

[13]
IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".

[14]
IETF RFC 6507: "Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)".

[15]
NIST FIPS 186-4: "Digital Signature Standard (DSS)".

[16]
BSI TR-03111: "Technical Guideline TR-03111; Elliptic Curve Cryptography".

[17]
IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard; Curves and Curve Generation".

[18]
IETF RFC 3339: "Date and Time on the Internet: Timestamps".

[19]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[20]
NIST FIPS 180-4: "Secure Hash Standard (SHS)".

[21]



3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[cc] 

3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[dd]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".

***** NEXT CHANGE *****
5.3.3
Security procedures


5.3.3.1
Security procedures for data transfer to the UICC
After deployment of the ProSe-enabled UE the configuration parameters stored in the UICC may need to be updated to reflect the changes in the configuration applied. 

In case that configuration data of ProSe-enabled UE are stored in the UICC, the UICC OTA mechanism (as specified in ETSI TS 102 225 [6] / TS 102 226 [7] and 3GPP TS 31.115 [8] / TS 31.116 [9]) shall be used to secure the transfer of the configuration data to be updated in the UICC.

5.3.3.X
Security procedures for data transfer to the ME
This subclause describes procedures for protecting data transfer between ME and ProSe Function when GBA is used.
Between the ME and ProSe Function, 

for UE initiated messages, PSK TLS with GBA based shared key-based mutual authentication shall be used as specified by clause 5.4 of TS33.222 [cc]. 
The ProSe Function (NAF) shall request USSs from the BSF when requesting the Ks_(ext/int)_NAF key and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall release the PSK-TLS connection with the UE.

for network initiated messages one of the following mechanisms shall be used:

- If a PSK TLS connection has been established as a part of a pull message and is still available, the available PSK TLS session shall be used.

- Otherwise, PSK TLS with GBA push based shared key-based mutual authentication between the UE and the ProSe Function shall be used. GBA push is specified in TS 33.223 [dd]. The ProSe Function (pushNAF) shall request USSs from the BSF when requesting a GPI, and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall refrain from establish PSK TLS with GBA push.

NOTE: If a TLS connection is released, it can only be re-established by the client, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.

***** NEXT CHANGE *****
6.1.3.1
Interface between the UE and ProSe Function


For ProSe Direct Discovery, the UE shall support the procedures described in subclause in 5.3.3.X. For the ProSe Direct Discovery, the ProSe Function shall support the procedures described in clause 5.3.3.X. 
***** NEXT CHANGE *****
6.2.3.4
Protection of traffic between UE and ProSe Function


For one-to-many communications, the UE shall support the procedures described in subclause in 5.3.3.X. For one-to-many communications, the ProSe Function shall support the procedures described in clause 5.3.3.X. 

6.2.3.5
Protection of traffic between UE and ProSe Key Management Function


The UE shall support the procedures described in subclause in 5.3.3.X for UE initiated message with the ProSe Key Management Function playing the role of the ProSe Function. The ProSe Key Management Function shall support the procedures described in clause 5.3.3.X for UE initiated messages with the ProSe Key Management Function playing the role of the ProSe Function.
***** NEXT CHANGE *****
6.3.W           Protection of traffic between UE and ProSe Function

For EPC-level discovery, the ProSe UE shall support the procedures described in subclause in 5.3.3.X. For EPC-level discovery, the ProSe Function shall support the procedures described in clause 5.3.3.X.
***** END OF CHANGES ****
