Page 1



3GPP TSG-SA3 Meeting #76
S3-142325
Sophia Antipolis,France 25-29 August 2014









revision of S5-142123
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.303
	CR
	0008
	rev
	1
	Current version:
	12.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Protection of UE identity on PC3 interface

	
	

	Source to WG:
	ZTE, China Unicom

	Source to TSG:
	S3

	
	

	Work item code:
	ProSe
	
	Date:
	2014-08-18

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	The UE identity confidentiality shall be protected. To achieve this, the transmission of UE identity shall be confidentiality protected on PC3 interface.

	
	

	Summary of change:
	This contribution proposes to add a security requirement of the protection of UE identity confidentiality on PC3 interface.

	
	

	Consequences if not approved:
	The confidentiality of UE identity may be compromised.
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5.3.2
Security requirements

Only the ProSe Function may provide configuration data impacting the ProSe-related network operations to the ProSe-enabled UE. 3rd parties shall not be allowed to provide such parameters.

The ProSe-enabled UE and the ProSe Function shall mutually authenticate each other.

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be confidentiality protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be protected from replays. 

The configuration data shall be stored in the UE in a protected way to prevent modification.

Some configuration data may require to be stored in the UE in a protected way to prevent eavesdropping.

The transmission of UE identity should be confidentiality protected on PC3 interface.
