Page 1



3GPP TSG-SA3 Meeting #76
S3-142301
Sophia Antipolis, France, 25-29 August 2014









revision of S3-142060
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.888
	CR
	0003
	rev
	1
	Current version:
	12.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	MB2-U issue

	
	

	Source to WG:
	Nokia Corporation, Nokia Networks

	Source to TSG:
	S3

	
	

	Work item code:
	GCSE_LTE
	
	Date:
	2014-08-18

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	After solving an editor’s note on MB2-U: ”The formulation of a requirement along the line "Ensure that user plane messages originated from the GCS AS are integrity protected" in order to mitigate DoS attacks is FFS.” Text on potential requirements need to be aligned.


	
	

	Summary of change:
	Formulation of a requirement on MB2-U.

Deletion of ed.note on attack.

Editorial changes.


	
	

	Consequences if not approved:
	Attacks on MB2-U interface are possible by an intruder (deny of service) by

· using the port numbers set up by MB2-C 

· inject unwanted messages for broadcast, i.e. keeping the UE busy 

	
	

	Clauses affected:
	8 

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*************Beginn of CHANGES***************

*************CHANGE 1***************

8
Potential security requirements for Rel-12

Generic requirements:

According to SA1 requirements (3GPP TS 22.468, [2]):

· "The system shall support at least the same security level for Group Communication (e.g. for Authentication, Integrity, Confidentiality and Privacy) as a 3GPP LTE packet data bearer."

· Security mechanisms defined shall be compatible with stage 1 requirements for performance and scalability.

Broadcast Delivery specific GCSE security requirements:

·  Mutual authentication between a node in the security domain, in which the BM-SC resides, and a node in the security domain, in which the GCS AS resides, shall be performed.
· NOTE 1: The present document covers only security procedures for deployments where a Diameter message on the MB2-C interface between BM-SC and GCS AS passes through at most one Diameter agent in the security domain, in which the BM-SC resides and at most one Diameter agent in the security domain, in which the GCS AS resides. Other deployments are possible, but they are not recommended for the purposes of the MB2-C interface.
· The signalling messages on MB2-C between the BM-SC and the GCS AS shall be integrity and confidentiality protected.

· The signalling messages on MB2-C between the BM-SC and the GCS AS shall be replay protected.
· The user plane messages on MB2-U between BM-SC and the GCS AS shall be integrity protected.

· The BM-SC may apply access control on the messages initiated by the GCS AS. 

· Similarly the GCS AS may apply access control on the messages initiated by the BM-SC.

NOTE 2: MBMS security may or may not be used independent of GCSE.

NOTE 3: It is assumed that LTE access security mechanisms at the air interface are used.

NOTE 4: No requirements are given on Rx and SGi, which are generic interfaces and therefore not specified in the scope of GCSE. 

*************End of CHANGES***************

