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Abstract of the contribution:
This contribution adds a structure and a general description of BVT to clause 9. It also introduces the description of the port scanning, vulnerability scanning, and robustness and fuzz testing activities, which are part of the Basic Vulnerability Testing (BVT) and are to be executed by an accredited evaluator’s test labs. It further removes text in clause 7 on hardening requirements which has become merely a duplicate of this new text on the BVT activities.
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pCR
***
BEGIN CHANGES
***
9
Basic Vulnerability Testing (BVT) requirements


 

9.1 General

Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. For each of these aspects, test requirements and test results are described in the present clause. 

NOTE: 
The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator’s laboratory that the testers are able to utilize adequate tools.

9.2 Port Scanning

9.2.1
Purpose

It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system.
9.2.2
Prequisites

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

· all interfaces providing IP-based protocols,;

· the available transport layer protocols on these interfaces;
· their open ports and associated services per transport layer protocol;
· and a free-form description of their purposes.
Editor’s Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.
Editor’s Note: how to establish a list of insecure services is ffs.
9.2.3
Requirements on Tools and Other Testing Means 

The used port scanning tool shall be capable to detect open ports on the relevant transport layer protocols.

It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator’s test laboratory shall determine another means suitable to verify which ports are open.

9.2.4
Test Requirements
The accredited evaluator’s test lab is required to execute the following steps:
1. Verification of the compliance to the prerequisites

a. Verification that the list of available network services is available in the documentation of the Network Product 

b. Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the MME

2. Identification of the open ports by means of capable port scanning tools or other suitable testing means

3. Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product. 

9.2.5
Test Result

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.

All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.

9.3 Vulnerability Scanning

9.3.1
Purpose

The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that  relevant vulnerabilities are identified and remediation plans in place to  mitigate them)  on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces. 

9.3.2
Prequisites 

A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

· all interfaces providing IP-based protocols,;

· the available transport layer protocols on these interfaces;
· their open ports and associated services;
· and a free-form description of their purposes.

NOTE: This list is to be validated as part of the BVT port scanning activity.
Editor’s Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.
Editor’s Note: how to establish a list of insecure services is ffs.
9.3.3
Requirements on Tools and Other Testing Means 

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.

9.3.4
Test Requirements
The accredited evaluator’s test lab is required to execute the following steps
· Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product

· Evaluation of the results based on their severity.

Editor’s Note: It is ffs whether this severity rating is to be established by 3GPP or rather as part of the accreditation process of the evaluator’s test lab. An example could be CVSS.
9.3.5
Test Result

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and must be part of the testing documentation.

The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.
NOTE: This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA NESAG. 
9.4 Robustness and fuzz testing
9.4.1
Purpose

It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input.
9.4.2
Prequisites
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

· all interfaces providing IP-based protocols,;

· the available transport layer protocols on these interfaces;
· their open ports and associated services;
· and a free-form description of their purposes.

NOTE: This list is to be validated as part of the BVT port scanning activity.
Editor’s Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.
Editor’s Note: how to establish a list of insecure services is ffs.
9.4.3
Requirements on Tools and Other Testing Means 

The used vulnerability scanning tools shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.

Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietory to the Telco industy. Taking into account note 4 of TR 33.916’s clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.

It needs to be taken into account fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectivity of the available tools.

9.4.4
Test Requirements
The accredited evaluator’s test lab is required to execute the following steps
· Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for a amount of time reasonable long enought to be effective.

· Evaluation of the results

9.4.5
Test Result

A list of all of the protocol of the network product reachable externally on an IP-based interface, together with an indication whether an effective available fuzz testing tool has been used against them shall be part of the testing documentation. If no tool could be acquired for a protocol, a free form statement should explain why not.

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and must be part of the testing documentation.

Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be hightlighted in the testing documentation.
NOTE: 
Clause 4.4.6 lists the interfaces that are in scope of the MME SCAS. 
This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in clause 6, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 
***
NEXT CHANGES
***
7.3
No unnecessary or insecure ports/ services 
-
Requirement Name: removing unnecessary or insecure ports/ services
-
Requirement reference: to be done later 
-
Requirement Description: 

-
R1: MME shall only have ports opened and run services that are needed for MME operation

-
The open ports and running services shall be checked using BVT tools as described in clause 9 on BVT.
















-
Threat References: 
Editor’s Note: reference to a threat from clause 5.4 tba here. 


-
Test Case:
Run appropriate BVT tools, as described in clause 9.




-
Requirement evidences: as described in clause 9 
NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING
***
NEXT CHANGES
***
7.4
Services-Interfaces Binding

-
Requirement Name: Service-Interface Binding.

-
Requirement reference: to be done later
-
Requirement Description: 

The running services and their binding to interfaces shall be checked using BVT tools as described in clause 9 on BVT.




-
Threat References: 
Editor’s Note: reference to a threat from clause 5.4 tba here. 


-
Test Case:

Run appropriate BVT tools, as described in clause 9.



Requirement evidences: 
as described in clause 9


NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING
***
END OF CHANGES
***
