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1 Introduction
During last SA3#75 meeting e-mail discussion, it shows that two editor's notes in clause 5.4.2.2 could be deleted and the rapporteur prefers to have a PCR to delete them instead of directly deleting them during e-mail discussion.This contribution aims to solve this. 
2 Analysis
In clause 5.4.2.2, there are two editor's notes in the end:
“Editor's Note: Threats needs to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model needs FFS.”

And there is also a rapporteur’s comment, “These Editor’s Notes apply to all of 5.4.2”.

For the first one, there is an item “Threatened Asset” in threat’s template. And all the threats clauses include this part. So this editor's note is solved and can be deleted.
For the second one, all the threats descriptions which map the template implicitly reflect the content of attacker model. 
Last meeting, SA3 adds some texts in TR33.916 which inlcude a NOTE in clause 5.2.2.1 to say, “NOTE: this risk assessment will have to be provided in general only when the threat relevance is challenged by someone.”  For the attacker model, it is proposed to use the same way to handle it. So it is proposed to delete this second editor's note.
3 Proposal
It is kindly proposed to approve the following PCR into the TR33.806.
***********************************Start the First Change****************************************

5.4.2.2 
T2 Security threats on MME software package integrity
-
Threat Name: MME software package integrity
-
Threat reference: to be done later
· Threat Category: Tampering with MME Software

· Threatened Asset: Software, MME data and traffic such as network management data, interface configuration data, mobility management data, sensitive information, application software, hardware.
· Threat Description: Security threats exist from software package publication to install/upgrade. The attacker may tamper the software package by injecting virus code or Trojan horse, etc. After the software package installation or upgrade process, the malicious code can be executed on MME, which  may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.

· Threat relevance:mitigate
           NOTE: This is a detailed threat and maps the security objective: SOFTWARE INTEGRITY



*********************************End of the First change****************************************

***********************************Start the Second Change************************************

5.3.5
MME network product attacker model definition

5.3.5.1
Introduction

NOTE: 
This clause contains the definition of the attacker model, written in such a way that it can directly be lifted over to the final MME NP SCAS. The analysis parts in the other subclauses of clause 5.3 can be left in the present document to provide a rationale. 
This note does not need to be carried over to the subsequent SCAS TS/specification work.
            Editor's Note: Threats' relation to attacker model needs FFS.
The attacker used in the MME SCAS is characterized by the capabilities it possesses and with which power the attacker can exert these capabilities. This implies that it is not necessary to make a distinction between an insider or outsider attacker. For example, an attacker with access to the local logical OAM interface is able to attempt to access the OAM function. Another example is an attacker that has the capability to access the local OAM interface, and also has the capability to obtain login credentials to the OAM function. Both these attackers can be considered insider attackers, but they have very different powers. By modelling the attacker based on the capabilities it possesses, it is clear what the attacker is expected to be able to accomplish. Only distinguishing attackers based on them being insiders or outsiders is too coarse grained to express the threats.
The attacker model is by its nature an abstract model. It does hence not include capabilities related to specific interfaces or specific assets. Instead, the attacker model describes abstract capabilities which can be used to model the concrete cases necessary.

*********************************End of the Second change*************************************
