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1. Introduction
In this contribution, it proposes to have group authentication requirement for group communications.
2. Discussion
In the last meeting, it has started study group security enhancement for MTC. Rapporteur wants to move existing security requirement to the new TR. Furthermore, some detailed security requirements are still needed.
1) In SA1, it has already defined MTC group features. It also defines that “With Group Based MTC Features, each MTC Device is visible from the 3GPP Network perspective.” So each MTC device should be authenticated with 3GPP network entity. However, there is no such requirement in current group requirements. So it would be better to add such requirement.
Conclusion 1: A requirement should be made that “MTC device(s) should be mutually authenticated with related entities in the network. ”
2) What is more, SA1 also has defined several use cases such as Radio Network Congestion Use Case and Core Network Congestion Use Case which can be observed to have same features that many MTC devices could connect network simultaneously.
 This way, it means it is possible the MTC devices should be authenticated with network simultaneously as a group in the following feature. 
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Figure 1. Example, authentication mechanism of MTC devices and Network Entity
	It means if the authentication is done one by one, there will be many authentication procedures and signalling for MTC devices and network entity. The more MTC devices have, the more authentication procedures and signalling are transferred. It would also cause congestion. In order to reduce the congestion, it is better to authenticate all MTC devices in one group together in a signal authentication signalling procedure with network entity. 
Conclusion 2: A requirement should be made that “All MTC devices in one group may be authenticated with related entities in network simultaneously. ”

3. pCR
========================Begin of Change=================================
[bookmark: _Toc395280665][bookmark: _Toc381003072]4.4.4	Solution 4: Authentication of UEs of a group
There are two options to authenticate UEs of a group. One option is that network performs two steps authentication: the first is to identify the individual UE and the second is to associate this UE as a member of MTC group. 
The other option is that network authenticates all related UE in a group together at the same time, by which the authentication solution can be called as group authentication. If such group authentication is used, it can save network resource to combine the two steps into one step.
Note: When there is group authentication, UE should be mutually authenticated with network.
Editor Note: whether or not group authentication can save network resource is FFS. 
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