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General comments by China Unicom
This contribution provides comments and detail explanation for S3-142233.
We thanks NSN’s comments for our initial contribution S3-142037, we’d like to clarify NSN’s concerns and also state our consideration/purpose on our contribution S3-142037.
We aggred that some proposal that NSN sguested is a technology way to solve certain issues, but actually, it takes huge workload for operators’ even vendors’ UE configuration changes, it is impossible to realize in a short time.
The solutions for eCSFB is very important and urgent for operators, we would like to suggest SA3s focus on the security analysis for SA2 solutions and trigger security related work in SA3as soon as possible.
General comments by Nokia Networks: 

This contribution provides comments not directly on the proposal in section 3 to update SA2’s WID on eCSFB with a security objective, but on the case study in the Annex of the present contribution that is meant to motivate this proposal. The case study has to do with observed synchronisation failures in AKA. 
Our conclusion is that, in the described case, the synchronisation failures are caused by a misunderstanding
 of the role, and resulting misconfiguration, of the optional parameter L used in AKA, which is described in TS 33.102, Annex C.2.2 (informative)
. 
The relation to SA2’s WID on eCSFB is only that, if you switch off AKA in the CS domain when CSFB is applied, as is proposed in one solution in SA2’s TR 23.772, then obviously also any AKA-related problems, including those caused by misconfiguration
 of AKA parameters, will disappear. 
Switching off AKA 
could perhaps serve as a short-term solution (which is ffs) 
if USIMs cannot be swapped for commercial reasons. Another short-term solution worth exploring could be allowing 3, instead of 2
, consecutive failed authentications in the MSC before sending an AUTHENTICATION REJECT message to the UE. (The corresponding rule for the MSC is anyhow only stated in a NOTE in TS 24.008, clause 4.3.2.6 (d), and furthermore employs the word “may”, so no change of the specification would be required.) But the longer-term solution
 should be a correct implementation of the USIM in line with TS 33.102. It does not seem justified to add new functionality to eCSFB in order to mitigate the effects from an incorrect implementation of an existing specification, namely TS 33.102. 
In case the involved operators and vendors are reluctant to share the relevant deployment and configuration details with 3GPP they could still bring specific questions to 3GPP, and 3GPP could provide guidance how to apply TS 33.102, if needed.
You find our detailed comments at the start of the Annex. 
1 Introduction 
In recently LTE network deployment and operation, CS Fallback (CSFB) still plays an important role. Since some operators expect that CSFB will continue to play an important role for some time to come, therefore work on how to reduce the CSFB call setup times is necessary. 

On the SA2#103 meeting, a new WID enhanced CSFB was agreed and then it has been approved on the SA #64 meeting.
This paper proposes to discuss and kick off the security aspect work for enhanced CSFB (a critical and spicific problem is also clearly illustarted in Annex).
2 Discussion
The main objective of enhanced CSFB WID is to investigate and describe how the CSFB procedures can be enhanced or improved for shortening CSFB call setup time (e.g., by reusing existing operations, it may be possible to enhance CSFB call setup delay for SRVCC capable devices ). According to existing alternative solution in TS.23.772, some of the enhanced CSFB procedures will involve security aspects.
In the SA2 meeting, solutions for enhanced CSFB from multiple ways have been discussed and approved. Some of them involve avoiding security procedure e.g. suggest MSC skip authentication, thus the security aspects need to be analyzed by SA3 to evaluate if there is any potential security threat and risk for enhancement solutions (A necessity to evaluate this eCSFB solution is clearly illustrated in Annex).
Further more, SA3 may study the appropriate security procedure reduction solutions to help enhanced CSFB, which will be a valuble referrence also for SA2 to conclude eCSFB.
3 Proposal
Our recommendations for SA3’ works are as follows:

(1) Study security aspects work for enhanced CSFB align with enhanced CSFB in SA2;
(2) Update the CSFB WID with adding security related objectives:
· Also objective of this work item is to evaluate the alternative solutions of eCSFB from security perspective. SA3 has the ability and responsibility for this feature, especially closing authentication and its frequency lowering, as an assessor of the security implications and resulting required changes to technical specifications, if any.
Annex

Technical observations by Nokia Networks:

The following observations are made based on the information available from the contribution in S3-142037. We are aware that this information may be incomplete. Our conclusions are therefore preliminary. 

More detailed observations can be found as Word comments throughout the text. 

· The role of the parameter L, as described in the informative Annex C.2.2 of TS 33.102, seems to have been misinterpreted. L is an optional parameter that was intended to give the operator the opportunity to protect against stale authentication vectors sitting in one node, e.g. an MSC, for a long time, e.g. a day, before they are used. But the present contribution suggests that L was set to 32, incorrectly deriving this decision from a statement in the (normative) clause 6.3.2 of TS 33.102: “The mechanism shall ensure that a sequence number can still be accepted if it is among the last x = 32 sequence numbers generated.”. This statement is not related to L. 

The present contribution uses the example of a time-based SQN generation according to the SQN profile in 33.102, C.3.3. There, the clock unit is set to 0.1 seconds. C.3.3 further states: “To give an example: if the policy stipulates that authentication vectors older than x time units shall be rejected then L has to be set to x.” This implies that L=32 leads to the rule in the USIM that authentication vectors older than 3.2 seconds shall be rejected! This obviously does not make sense. It rather leads to the fact that the normative statement from clause 6.3.2 of TS 33.102 quoted above is no longer fulfilled as even sequence numbers that are among the last x = 32 sequence numbers generated are rejected!

Of course, the precise value of L and the clock unit depend on the implementation and are not standardised, but having set L in the USIM to a far too low number can fully explain the observed re-synch behaviour
. Simply switching off the check involving L, or setting L to a reasonable value, like L=10x60x60x24x2=1728000 (equivalent to rejecting sequence numbers older than two days if the clock unit is 0.1 seconds) – if the authentication frequency is at least once per day -, can solve the problem.
· Furthermore, we would like to remark that it is always advisable to use the array mechanism described in TS 33.102, Annex C.2,
 if multiple domains request authentication vectors. Even if the choice of the value of L seems to be the main cause for the observed problems, synchronisation failures are likely to be further reduced through the use of the array mechanism. The array mechanism becomes the more important the more domains are involved, e.g. CS, PS, LTE, IMS, non-3GPP access, … 

This part serves to illustrate a critical authentication problem, which leads to a high re-synchronization failure rate in CSFB, and by the time the only mature solution is to close authentication or lower its frequency, illustrated in eCSFB (Clause 5.5, TR 23.772) in SA2 already. Therefore, we propose a WID of eCSFB security in SA3 to evaluate the possible solution in eCSFB, especially authentication closing or frequency lowering, from security aspect.
1. Introduction
Mutual authentication is used in LTE and UMTS. For UE to authenticate network, it includes the judgment SEQms-SEQ < L, specified in TS 33.102, which is to verify freshness of SQN. A new SQN will be distributed every time the AKA happens, and the generation mechanism for SQN in HLR/HSS is usually based either on authentication times or time interval (see Annex C in TS 33.102) in the real world
.
 

In the scenario, that UE only stays in either LTE or UMTS, the authentication can hardly be denied due to this judgment, because the re-sync procedure probably make it correct in the second time whenever the SQN judgment fails in the first time (see clause 6.3.5 in TS33.102). 

For the usage of L judgment, although this is an optional, it has been used in quite some operators’ network authentication already and usually the SEQms is completely shared by both PS and CS authentication 
in LTE and UMTS. And only changing USIM card can cancel this judgment or modify the L value
.
 In TS 33.102, there is a description that the mechanism shall ensure that a sequence number can still be accepted if it is among the last x = 32 sequence numbers generated (see clause 6.3.2, TS 33.102). Therefore, for some operators, the L value has been set to 32
.

2. Discussion
In TS 33.102, there is a description that the mechanism shall ensure that a sequence number can still be accepted if it is among the last x = 32 sequence numbers generated (see clause 6.3.2, TS 33.102). Therefore, for some operators, the L value has been set to 32. In case of the judgment’s failure happens, re-synchronization procedure will be triggered to reset the SEQ as a proper value to fulfill the inequity judgment (SEQms - SEQ < L). If UE only stays on LTE or UMTS, the re-sync procedure is barely triggered, and also there is nearly no authentication failure in 2/3G networks. 

However, given the following reasons, the inter-RAT procedure, especially the CSFB procedure and the SQN generation is based on time interval, will be delayed or even fails due to the SQN judgment failure happens much more frequently.

1) CSFB procedure traversing several domains (CS, PS, EPC), each domain generates its own SQN value while the SEQms is shared to all the domains (see clause 6.3.2, TS 33.102);
2) Authentication frequency is obviously higher in 4G than 2/3G
;

3) USIM card can be re-used directly to 4G network without changing. For operators who newly deploying 4G, it is usual that users without changing USIM card will upgrade to 4G services and the authentication mechanism will be reused also. 

With the reasons mentioned above, in CSFB procedure, the probability of the first time authentication failure will be greatly increased leading to re-sync procedure, which will add about 500-700ms more delay for each re-sync procedure. To be worse, the second AKA procedure may still fail and trigger another re-sync procedure, due to that it is quite normal for CSFB that, in DTM mode, one PS authentication is inserted between two CS authentications (the first time authentication in CS and the re-sync procedure in CS). A usual example is illustrated below:

*************************

Example

In this example, it is assumed that HSS use time based SQN generation mechanism as specified in C.3.3, TS 33.102.

When UE performs combined attach, separate Authentication Vectors with SQN will be distributed to MME and MSC. And then UE do services in LTE network and during that period of time and several AKA procedure is performed, the SQN in the UE side will be increased. 
And then, UE performs CSFB to UMTS, usually AKA in CS domain will be triggered firstly and followed by another separate AKA in PS domain. However, the SEQ part of SQN carried in the Authentication Vectors stored in MSC may be much smaller than the SEQ part of SQNms, which leads to the re-sync procedure. 

Before the HSS receives the re-sync signalling from the MSC, the HSS have received the authentication request from SGSN and generated authentication vectors for PS domain. 

When the HSS receives the re-sync signalling from the MSC, the HSS reset the SEQ part of SQNHE which will be a bit bigger but similar to SEQ part of SQNMS. The HSS will regenerate the authentication vectors for CS domain using the reset SQNHE. 

The PS AKA signaling arrives at the UE before the new CS AKA signaling. The PS authentication will be success in the UE side and SEQ part of SQNMS will be increased. Then the new CS AKA signaling arrived at UE, the new CS AKA signaling arrived at UE will trigger another re-sync procedure since SEQ part of SQNMS has been increased in the PS AKA procedure and the SEQ part of SQN in the received CS AKA signaling is generated based on the reset SQNHE, which is similar to former small SQNMS (see clause 6.3.5 TS33.102). 
The below figure illustrated the Consecutive SQN resynchronization in AKA procedure in this case.
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***************************

If the consecutive SQN resynchronization procedures is triggered by the UE, the MSC may send Authentication Reject to UE, which will lead to significantly serious result (see NOTE in clause 4.3.2.6 TS24.008). 
“

NOTE:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the MS with reject cause "synch failure", the network may terminate the authentication procedure by sending an AUTHENTICATION REJECT message.

”

The UE will separate from the serving network: the USIM shall be considered as invalid until switching off or the USIM is removed/MS shall request RRC release and bar the active cell(s) and start a transmission timers. For users, especially the MT users, they may not realize his/her cell-phone has separated from the serving network for a long time, which seriously reducing user experience. Please see the details in 4.3.2.5 of TS 24.008.

*********** Quote from TS 24.008 **************
4.3.2.5
Authentication not accepted by the network

If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the TMSI was used;

-
the IMSI was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station. If the MS is attached for emergency bearer services or is attaching for emergency bearer services, the network shall not send an AUTHENTICATION REJECT message and shall consider the authentication procedure as successful.

After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in subclause 3.5.of 3GPP TS 44.018 [84] (A/Gb mode only), 3GPP TS 25.331 [23c] (UTRAN Iu mode only), or in 3GPP TS 44.118 [111] (GERAN Iu mode only).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM/USIM to U3 ROAMING NOT ALLOWED, delete from the SIM/USIM the stored TMSI, LAI and ciphering key sequence number. The SIM/USIM shall be considered as invalid until switching off or the SIM/USIM is removed.
*************************

3. Solutions
Given that the authentication failure of SEQ judgment is very serious, there are some solutions already included in TR23.772. Since the security risk and potential security issues are unclear for lower authentication frequence or close authentication in CS domain  it is necessary to trigger SA3’ work to analyze and evaluate this solution from security aspect. 
� It is mainly due to the vague description in TS33.102 leading to that.


�Informative annex is not a ‘must’.  


�It may be better to use something like ‘vague description in TS33.102’ instead of ‘Misconfiguration’.


�eCSFB security proposal is about both completely switching off AKA or lower its frequency, including Rel-8/Rel-9 Redirection/PSHO CSFB.


�So it will be good to study authentication closing and frequency lowering.  It is our main purpose ranther than the SQN elaboration.


�It also need to change of UE behaviour, which is impossible in short period of time


� for CSFB, even the re-sync procedure itself is unwanted, cause it increase call setup time. The long-term sultion may be CS handover based CSFB.


�However, if the value set is too high, the L judgement may be not effective. And meanwhile, a big number takes much more memory in USIM card, which may not work.


� it should be mentioned as normative not informative.


�this is a generalisation that may not be true.


�Don’t quite understand your comment on that. Could you elaborate more about why this may not be true?


�By definition on 33.102, C.2, "Let SQNMS = SEQMS || INDMS denote the highest sequence number in the array." So, SEQMS is always common to all domains as it is defined as a single value.


�this may be true for USIMs in the field. But 33.102, F.2, describes a possibility for dynamically managing the L value. One bit would be enough to switch the use of L on or off. 


�But there is still some operators who haven’t initiated this switching function yet.


�This reasoning, and the derivation of the value of L from the preceding sentence is not valid, especially not for time-based SQN generation. 33.102 refrains from giving examples for the value of L, even in the SQN profiles in 33.102, C.3.


�It is the vague description in 33.102 leading to this, which should be corrected. And Annex C is an informative, which is not mandatory function there.


�this is subject to operator policy and cannot be generally assumed. 


�It is just a scenario. And actually, even if it doesn’t happen, the failure rate is still be high.
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