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Abstract of the contribution: Proposal for LS reply to CT3 (see S3-142008) under consideration of S3-142100.
This contribution addresses the concerns raised in editor’s notes in TS 33.246 and TR 33.888 as well as by S3-142100. It is about the usage of RFC3588 and RFC 6733 security mechanisms. 

Since GCSE MB2-C is re-using the mechanisms defined for MTC Tsp interface in TS 29.368, it is further proposed to align TS 33.246 and TS 29.368 accordingly. 
Further CT3 is asked to provide a stage-3 MB2-U security solution.

SA3 is kindly asked to accept this LS proposal as a reply to S3-142008. 
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Proposal for MTC spec alignment
1. Overall Description:

SA3 would like to thank CT3 for their liaison statement C3-142350. 
SA3 would like to give feedback on CT3 decision for the Diameter Base Protocol for MB2-C interface in clause 1.1 and would like to inform on the progress of work regarding MB2-U interface in clause 1.2.

1.1. MB2-C interface
CT3 decided to use RFC3588 as the basis in TS 29.468 (and TS 29.368). 
SA3 provided the security for MTC to TS 29.368 defining Diameter security mechanism on Tsp interface. SA3 decided to use the same approach for GCSE security of MB2-C interface as specified in TS 33.246. 
SA3 acknowledges the CT3 decision to stay in Rel-12 with RFC3588, but would like to kindly ask CT3 to take the following information into account.

SA3 would like to point out to CT3 that the security selected by SA3 for both, the Tsp interface and the MB2-C interface, is not aligned with RFC 3588, rather with RFC 6733. The only difference to the security in RFC 6733 is that the support for DTLS is made conditional on the support of SCTP as CT3 does not seem to want to require the support of SCTP. Hence, SA3 included the following sentence in TS 33.246 for GCSE security: “If SCTP is supported then DTLS shall be supported.” Thus, the text in TS 33.246 regarding MB2-C security protocols reads now as follows:

“TLS shall be mandatory for implementation on MB2-C. If SCTP is supported then DTLS shall be supported. IKE/IPsec is optional for implementation on MB2-C.”
SA3 sees no problems in this approach, but would like to hear from CT3 whether CT3 sees any problems.
To ease any decision on the “old/new” RFC issue and how to handle future releases, SA3 would like to explain the choice of being not aligned with either RFC:

When RFC 3588 was specified, DTLS specification for securing SCTP was not available yet. RFC 6733 addresses also DTLS/SCTP, but in comparison to RFC3588, RFC 6733 does not only add, but also changes the way in which protocols are mandatory and optional. RFC6733 mandates that TLS/TCP and DTLS/SCTP implementations must be supported and IPsec/IKE is only optionally supported, but that in any case the Diameter protocol MUST NOT be used without one of TLS, DTLS or IPsec. 

MTC Tsp is an inter-domain protocol between MTC-IWF and SCS. MB2-C is an inter-domain protocol between BM-SC (Diameter server) and GCS AS (Diameter client). RFC3588 states TLS as a preference for inter-domain usage. RFC6733 requires support for TLS and DTLS.

RFC 3588, Section 2.2: It is suggested that IPsec can be used primarily at the edges and in

   intra-domain traffic, such as using pre-shared keys between a NAS a

   local AAA proxy.  This also eases the requirements on the NAS to

   support certificates.  It is also suggested that inter-domain traffic

   would primarily use TLS.

RFC 3588, Section 13: For protection of inter-domain exchanges, TLS is recommended.  

RFC 6733, Section 1: In order to provide universal support for

      transmission-level security, and enable both intra- and inter-

      domain AAA deployments, Diameter provides support for TLS/TCP and

      DTLS/SCTP.

1.2. MTC Tsp and GCSE MB2-C alignment of security mechanisms

SA3 would like to inform CT3 that DTLS for 3GPP usage has been added to the TLS profile specification in TS 33.310. 
SA3 kindly asks CT3 to take this information in account and to align the text in Rel-12 TS 29.368 with regard to MTC Tsp interface security, i.e. the following sentences should be added: 

“If SCTP is supported then DTLS shall be supported.”
“The security profile of DTLS is defined in 33.310 [xx], clause E.”

“NOTE: The use of Diameter in the present specification is based on RFC3588 [XX].  Nevertheless, the security mechanism defined for the Tsp reference point rather aligns with the security mechanism in RFC 6733 [XX]. The only difference to the security in RFC 6733 is that the support for DTLS is made conditional on the support of SCTP.”
1.3. MB2-U interface
SA3 has understood that in the last CT3 meeting UDP was chosen as the transport protocol.

SA3 would like to inform CT3 on the resolution of an editor’s note n TS 33.246, which is about MB2-U security and the need to mitigate the possibility of a DoS attack. SA3 has specified as requirement that user plane messages (i.e. via MB2-U interface) shall be integrity protected. 
SA3 would like to point out to CT3, that nevertheless, the protection of the MB2-U interface is only required if the interface is accessed using an untrusted network. Thus it is up to the operator, i.e. the owner of the BM-SC, to decide whether the MB2-U interface is trusted or physically protected, or whether it needs protection by a cryptographic protocol. BM-SC shall instruct GCS AS whether to establish a security association for the user plane and to provide a target IP address and possible UDP port as target for this security association. Both shall agree in a secure way on the security to be used for MB2-U.
SA3 kindly asks CT3 to provide a stage 3 security solution for MB2-U interface based on the provisions in TS 33.246.
2. Actions:

To CT3
ACTION: 
SA3 kindly asks CT3 to take the information on MB2-C security into account and to align in a similar way Tsp security in TS 29.368.

SA3 kindly asks CT3 to provide a stage 3 security solution for MB2-U interface based on the provisions in TS 33.246.
3. Date of Next SA3 Meeting:
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