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********************************              First change               ***********************************
5.2
Network domain security

5.2.1
General

ProSe uses several interfaces between network entities, e.g. PC4a between the ProSe Function and the HSS 
(see TS 23.303 [2]). This subclause describes the security for those interfaces.

5.2.2
Security requirements

The ProSe network entities shall be able to authenticate the source of the received data communications.

The transmission of data between ProSe network entities shall be integrity protected. 

The transmission of data between ProSe network entities shall be confidentiality protected. 

The transmission of data between ProSe network entities shall be protected from replays.
ProSe UEs shall support GBA as specified in [5].

The KMS of clause 6.2.4.3 and the ProSe Key Management Function of clause 6.2.3 shall support the NAF function as specified in [5].

The ProSe function shall support the NAF function as specified in [5].

The SLP server in PC4b shall support the NAF function as specified in [5].

6.1.3.1
Interface between the UE and ProSe Function


********************************              Next change               ***********************************

6.2.3.4
Void

********************************              Next change               ***********************************

6.2.3.5
Void

