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1
Introduction

This contribution details the analysis on the effects of key theft when using IMS-AKA by the WIC and the observation. Based on the observation, as key theft (HTTP Digest, when using IMS-AKA) does not mount any sever security threat; we propose to remove the Editors note on the same in TS 33.203 Section X.2.3.3:

 Editor's Note: It is ffs how the effects of key theft can be limited by e.g. binding the IMS AKA credentials to the web page and/or TLS tunnel (i.e. similar to what is done in Web GBA).

2
Discussion

2.1 Effects of key theft in Web-GBA
In Web-GBA, the below mentioned security threats are identified due to Key theft [TR 33.823]:

Threat 2:
ME uses a public access point that is controlled by attacker, i.e. classic man-in-the-middle attack. When the ME requests the login page from the service provider, the attacker sends back a rogue login web page as it controls the DNS. This rogue login page has Javascript that is able to extract any NAF specific authentication token of the service provider, and send it back to the attacker.

Threat 3:
It is possible for any third party on the internet connection to eavesdrop on the B-TID and the NAF specific authentication token, and impersonate the user as long as the B-TID has not expired.

And further in section 6.4 of TR 33.823:

-
Threat A: If the Javascript would use the Ks_NAF directly and an attacker obtains the Ks_NAF from the user, then it could use this Ks_NAF to impersonate the user towards the genuine NAF, obtain the services and let the user foot the bill.

If the TLS channel for the GBA browser is not bound to the authentication token derivation process of GBA, then service theft is possible by using the stolen B-TID and the NAF specific authentication token (as it is always possible for the attacker to make the NAF to obtain same authentication token within the lifetime of B-TID). In order to mitigate the above threats, TS 33.222 specified channel binding mechanism based on RFC 5705 [4] (Keying Material Exporters for TLS) and RFC 5929 [7] (Channel Bindings for TLS).
2.2 Effects of key theft in WebRTC (Authentication of WIC using IMS AKA)
When consider the WIC authentication using IMS-AKA, the above mentioned key theft threats are not valid. The networks (S-CSCF) always challenge the WIC with a fresh AUTN and RAND and expects corresponding HTTP Digest password. Therefore using the stolen HTTP Digest password will never be successful, when used by other WIC for authentication. It is highly impossible for the attacker to make the network (S-CSCF) to provide AUTN and RAND of the eavesdrop/stolen HTTP Digest password and successfully mount the attack. 
Since a fresh challenge (AUTN and RAND) is always used for authentication and network expects corresponding HTTP Digest Password, there is no security threat of obtaining WebRTC services from stolen key, when using IMS-AKA.

3
Conclusion:

Based on the above analysis, we request SA3 to remove the relevant editor’s note in TS 33.203. The accompanying CR S3-142xxx provides the necessary changes to TS 33.203.
