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Abstract of the contribution: Time synchronization procedure is re-visited based on RAN2 response (S3-142016)
1 Introduction
RAN2 provided its agreements in the reply LS (S3-142016) on the synchronization parameter used in deriving Message Integrity Check (MIC) for the discovery message. Based on the agreement, the RAN2 informs that the UTC time is obtained by the ProSe enabled UE by any means (need not to specify which source) and ProSe protocol will convert the UTC time into a counter with less granularity (e.g, at granularity of minutes or seconds or milliseconds).

In this contribution, we analysis the required granularity of the counter and accompanying CR (S3-14xxxx) updates the existing Open discovery security flow based on the RAN2 agreements.

2. Counter Granularity

RAN2 agreement (S3-142016): 


“RAN2 assumes that the ProSe protocol will convert the UTC time into a counter with less granularity (e.g. by removing come of the least significant bits) to account for possible inaccuracy of the UTC time between ProSe monitoring and announcing. RAN2 leaves the details for SA3 to decide.” 

Contribution submitted for RAN2#86 (R2-142203: Counter for Replay Protection of Discovery Messages), describes in details on the possibility of counter misalignment between the announcing UE and monitoring UE. In order to remove the misalignment in the UTC time counter in millisecond units (when used for protecting the open discovery message), some least significant bits can be removed to reduce the granularity of the counter (up to seconds or minutes). It is proposed to reduce the granularity to seconds, as the inaccuracy between the announcing UE and the monitoring UE will not be more than 1 second and to minimize the size of the window during which the announced code could be replayed.
Proposal 1: To use the UTC time counter value at the granularity of “second” as input for derivation of Message Integrity Check (MIC) of the open discovery message. 

3. Obtaining precise Counter value
When the granularity of the UTC time counter is reduced to seconds, there could be mismatch in the counter value corresponding to the radio frame in which the discovery message is transmitter and the counter value corresponding to the radio frame in which the discovery message is received. As to obtain the exact counter value used in the transmitter, say, two least significant bits of counter value (used to protect the open discovery message) is transmitted along with the discovery message. The monitoring UE sends the counter value with two least significant bits equal to two least significant bits received along with discovery message and nearest to its own counter value corresponding to the radio frame in which the discovery message is received. So that the ProSe Function uses counter value received from monitoring UE exactly for validating the received discovery message. Alternatively, instead of sending the LSB, derivation of multiple MIC values using nearby UTC time counter values is possible, but it is not an efficient mechanism.
Proposal 2: ‘2’ LSBs of the UTC time counter (used to protect the open discovery message) is transmitted along with the discovery message. 
4. Conclusion  
SA3 is kindly request to agree on the above two proposal and accompanying CR (S3-142xxxx).
