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Abstract of the contribution: This contribution suggests improvements on the text about the usage of anonymity technology for privacy threat mitigation.
1 Introduction 
This contribution suggests improvements on the text about the usage of anonymity technology for privacy threat mitigation.
We kindly propose SA3 to agree the following pCR.
2 pCR 

***
BEGIN CHANGES
***
6. X Threat mitigation – anonymity
6.x.1 Introduction

Anonymity (or anonymization) is a privacy enhancing technology, which can reduce the possibility to collect personally identifiable information, and therefore reduces the potential risk for compromising the user’s privacy.

To enable anonymity of an individual, a set of other individuals have to have the same attribute(s) as this individual. The composition of the anonymity set depends on the knowledge that is assumed an observer or attacker may have. To enable anonymity effectively the following steps are seen as relevant. 
· Analyze the potential processs / communication phase that may expose personally identifiable information;

· Analyze and select the identifying attribute which may bring a risk of personal identification;
· Describe the risk of privacy invasion by the identifying attribute;
· Use anonymizing techniques (e.g. an randomized or blind attribute instead of  the identifying attribute);

Editor’s note: In some cases, anonymization of attributes is insufficient (e.g. location traces). How to identify and deal with such cases is FFS.

6.x.2 Use case: UMTS authentication procedure
The UMTS authentication procedure (TS 33.102 [x]) design is an example of how to fulfil anonymity:

1) Analysis of the authentication process: identity and location of the user may be exposed;

2) Identify an identifying attribute:  sequence number h may bring the risk of personal identification;
3) Risk: The sequence number may expose the identity and thus the location of the user.
4) Anonymizing techique used: use Anonymity Key in the Authentication Token to conceal (blind) the sequence number.
***
END OF CHANGES
***
