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Abstract of the contribution:
This contribution discusses, which approach should be taken to find the right security requirements for the SCAS of the MME.
1 Introduction
SA3 has already spent considerable effort on discussing details of security requirements for the SCAS of the MME in TR 33.806. However, these requirements are at very different levels of detail, and it is difficult to see according to what criteria they were selected. The authors feel that a more systematic approach is needed. 
Apart from discussions among the source companies, the present contribution also draws on ideas from Deutsche Telekom’s contributions S3-142031, 32, 33. 

2 Problems with the current approach
2.1 Unclear source of requirements 

Although many of the requirements in the current version of TR 33.806 appear quite reasonable, it is unclear where they come from and why they were proposed in the presented form. Do they derive from similar requirements already published by other organisations or from company-internal catalogues reflecting long-standing experience in the telco or IT industry? Or have the SCAS requirements been formulated in an ad-hoc way? We feel that the latter should be avoided if similar requirements can be found from published sources as the quality is likely to improve in this way. This does not prevent 3GPP to find their own formulations if it can be demonstrated that a new formulation e.g. provides a better fit to the particularities of the telco industry in general or the product class, i.e. here the MME, in particular. 
2.2 Lack of a systematic approach 

Some contributions were aimed at laying the foundations for the requirements work by defining an MME model, an attacker model, etc., while other contributions went ahead with proposing detailed requirements. These types of contributions were not aligned. And even when requirements were motivated by threats there was no categorisation of threats and no rating of their severity. Furthermore, the different requirements now in the TR show a significant amount of overlap, which would have to be removed before they could be incorporated into a TS. This overlap is probably also due to ad-hoc creation of the requirements and the lack of a systematic, top-down approach. Some other requirements come in packages that bundle diverse aspects like e.g. authentication and logging under one headline. This calls for a clearer structure of the set of requirements. 
2.3 Dilemma regarding level of detail of requirements 
Some requirements remain at a rather general level while others go to a very low level of detail, incorporating e.g. UNIX command lines. This raises several questions: 
· What is the right level of detail for the SCAS requirements?

· Should the lower level requirements already be worked on while the higher level requirements are not completed yet?
This dilemma is described in S3-142031: 

Too detailed requirements lead to too many requirements and a very complex SCAS while too coarse requirements lead to problems with repeatable testing and room for dispute. There seems to be no easy way out, but a conscious decision needs to be made, and the criteria for the selection of requirements need to be made explicit. 
2.4 Requirements specific to a particular operating system (or even flavor thereof)
Some requirements in the TR apply only to a particular operating system. 
2.4.1 UNIX vs. non-UNIX components

So far, some requirements have been proposed under the assumption that MME products all run a flavor of UNIX. 

However, the reality may be rather as described in S3-142033: 

· “one or more components of the MME run a flavor of Unix” 
· “one or more components of the MME might run a non-Unix OS”
This again raises several questions:
· Should the requirements be specific to a particular flavor of UNIX (which is the approach taken in the well-known CIS catalogue), or should only requirements be formulated that apply to all flavors of UNIX?
· If the latter, what will be the source of such requirements, and how do you check that they apply to all flavors?
· How many such requirements required should be adopted in the SCAS? There seem to be many candidate requirements out there, how do you draw the line and what are the selection criteria?
· What should be done about the non-UNIX components, would they be left uncovered by any requirements? 
· If an MME is implemented in such a way that the requirements do not apply, e.g. the MME uses a Windows platform, then the tests should probably be scored as non-applicable. Would this score reflect badly on the tested product?
2.4.2 Future proofing

Including a – necessarily – incomplete set of quite detailed, OS-specific requirements in the SCAS entails the risk of restricting the testing and acceptance of MMEs to a very narrow set of implementations.  On the long run this may stifle innovation and choices of products.  
A similar concern was raised in S3-142031: formulating requirements only for some rather common implementation variants may put those products that are not covered by SCAS requirements at a disadvantage as they may be – unjustly – perceived as more risky for the customer because SCAS requirements could not be applied to them, so the customer would have no assurance. 

The concerns about future proofing do apply, of course, in a similar way to requirements from other areas as well, e.g. web servers, not only from the area of operating systems.
3 Possible approach 
3.1 Hierarchically structuring requirements 

In finding a systematic approach to the selection of requirements it may help structuring requirements in classes that go from general requirements to more detailed requirements. An example of such a structuring is contained in S3-142031. It provides a good starting point in our view. 

3.2 Deriving requirements step by step 

More detailed requirements are to be derived from requirements at a higher level of abstraction. This would also imply that 3GPP SA3 would first have to agree on a reasonably complete set of higher level requirements before proceeding to the derivation of lower level requirements. This does not preclude, of course, the possibility of iteration loops, but the number of iteration loops should be somehow limited, and starting with the lower level requirements and then reverse-engineer the higher level requirements should be discouraged. 
3.3 Develop pilot SCAS without implementation-specific requirements 

TR 33.805, clause 8.2, describes the steps to be taken for the development of an SCAS. Step 2 speaks about building a pilot SCAS which is then evaluated in a dry-run. 
Mainly in view of the difficulties with implementation-specific requirements described in section 2 of the present contribution, but also motivated by the amount of work still lying ahead on the way to an SCAS Technical Specification and the timelines envisaged in the WID, we propose to develop a pilot SCAS with a set of only implementation-independent requirements and then decide, based on the feedback from the dry-run, whether such an SCAS would provide a reasonable basis for the SCAS Technical Specification, or whether and according to which criteria implementation-specific requirements should be added. 

4 Proposal
SA3 is kindly asked to accept outlined in section 3 of the present contribution as the way forward. 

