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Abstract of the contribution:
The second Editor’s Note in chapter 4 on protection within an operator network is clarified. 
Introduction

During a communication the personal data related to that communication may pass through several trust domains. The data needs to be protected not only at those boundaries, but also within those domains. Personal data should only be accessible on a need-to-know basis. Following this principle will also reduce the general risk of data theft for an operator. 

Pseudo-Change Request
4
Communication Model

Cellular communication architectures are quite complex. To be able to investigate them with respect to privacy we focus on protocol entities. 

A communication is initiated by an initiator. This initiator might be a user or acting on behalf of the user. In most cases the protocol initiator resides in the terminal, but there are also different cases where some communication protocol is not triggered by the terminal (e.g. SMS, broadcast).

The communication is directed from the communication initiator towards a recipient. There might be a single or a multitude of recipients. 

The communication consists usually out of several layers of protocols. Those protocols may traverse through different intermediate nodes and have different end-points. Some protocol layers may contain personal information; some will not contain personal information and therefore might not be considered further in a privacy analysis. 

A communication often consists out of a set of messages that go forth between a recipient and an initiator. The communication paths and therefore the intermediary nodes might not be the same for all messages of one communication. 

The communication may traverse organizational boundaries (e.g. roaming). 

· Editor’s Note: It is ffs whether organization as referred above is only the operator or refers also to other types of organizations.

Privacy considerations should cover its whole lifetime in the communication system. A privacy analysis may investigate threats where the assumption is that parts of the communication system are compromised. This compromise might be investigated on protocol interface level, node level, or organizational level. This kind of approach is taken, since those represent typical attack points to obtain personal information (interface attack, virus infection, insider attack). Not only data that passes trust boundaries need to be protected, but also data inside a trust domain e.g. data under operator control, should be protected and only be accessible on a need-to-know principle.
· 
END OF CHANGES

