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Abstract of the contribution:   This pseudo-CR proposes to align clauses 5.4.1 and 5.4.2 to the categorization proposed in the companion pCR TD S3-142175 on "Threats Categorization".  
1 Introduction  

The pCR TD S3-142175 on Threats Categorization introduces in the TR 33.806 a threat classification to clarify and organize the security threats to the mobile network products.

According to TD S3-142175, clauses 5.4.1 and 5.4.2 need to be updated. 
The present contribution proposes such an alignment.
2 Analysis

Clause 5.4.2 in the TR 33.806 V0.4.0 (2014-06) list all the threats agreed by SA3.

During the last meeting has been also agreed to add an Editor’s Note for each threat explaing if it can be classified as a general threat or a detailed threat. In our view, now, the general threats shall be moved to the category clause and just the detailed threats shall be listed in the clauses 5.4.1 and 5.4.2.
3  Proposal

This pCR proposes to :

1) Align the threats already listed in clauses 5.4.2 of the TR 33.806 V0.4.0 (2014-06) with the categorization proposed in the companion pCR TD S3-142175. In particular:

a. The field “Threat Category” of the used format has been filled with one or more categories belonging to the proposed classification;

b. The field “Threat Category” shall not contain the consequences of threats. For example in “T1 Threat from the Internal attacks” the DoS, Unauthorized access, Disclousure of  information are listed. In this case,  the threat category is Unauthorized access while DoS and Disclosure of  Information represents possible effects of  an Unathourized Access. Consequently all the threats categories representing a consequence of a threat category already listed in the field have been removed.

c. The threats which represent a category have been removed.
d. The text in the Editor’s Notes which details if the threat is a general or detailed has been removed because the clause 5.4.1 and 5.4.2 contain just the detailed threats.
e. The original “Tampering” threat has been splitted in two detailed threats: Data Tampering and Software Tampering which both belong to the “Tampering Category” but cover different assets. With this change, the threat T34 overlaps this clause. Consequenlty is text is merged with the Data Tampering and the clause “T34 Threats on O&M privilege management requirements on MME Management and Maintenance “ removed.

f. The original “Use of weak cryptographic cryptographic algorithms” has been moved to the category level and replaced by the  Use of weak cryptographic encryption algorithms” which is a detailed threat belonging to this category.

2) Some minor editorial changes are proposed (e.g. “Editor’s” words are added before “the word “Note” when missed).
4  pCR 

***
BEGIN OF FIRST CHANGE
***
5.4.1 
Threats relating to 3GPP-defined interfaces 

The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately. 
NOTE: Not all threats and risks covered by security mechanisms in existing 3GPP security specifications may have been adequately documented in a 3GPP TS or TR. They may have also been addressed in contributions to 3GPP Working Group meetings. A good source for these threats and risks is 3GPP TR 33.821. Note, however, the disclaimer in clause 1 of this TR. Note also that threats that relate to actions local to the MME and/or do not affect interoperability may also not have been addressed by existing 3GPP work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications they need to be addressed in the present SCAS. The threats listed in this section shall be exclusively detailed threats, i.e threats which can be tested.
Generic threats, e.g. threats relating to protocol robustness, that also apply to 3GPP-defined interfaces are covered in section 5.4.2.
***
END OF FIRST CHANGE
***
***
BEGIN OF SECOND CHANGE
***

5.4.2 
Other Threats 
The threats listed in this section shall be exclusively detailed threats , i.e threats which can be tested.

5.4.2.1
T1 Threat from the Internal attacks 

· Threat Name: Threat from internal attacks

· Threat Reference: to be done later 

-
Threat Category: Unauthorized access.

-   Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.

-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.

-
Threat Relevance: Mitigate.


Editor's Note: This threat can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING
5.4.2.2 
T2 Security threats on MME software package integrity
-
Threat Name: MME software package integrity
-
Threat reference: to be done later
· Threat Category: Tampering 
· Threatened Asset: Software, MME data and traffic such as network management data, interface configuration data, mobility management data, sensitive information, application software, hardware.
· Threat Description: Security threats exist from software package publication to install/upgrade. The attacker may tamper the software package by injecting virus code or Trojan horse, etc. After the software package installation or upgrade process, the malicious code can be executed on MME, which  may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.

· Threat relevance:mitigate
Editor’s Note: This maps the security objective: SOFTWARE INTEGRITY

Editor's Note: Threats needs to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model needs FFS.

5.4.2.3
T3 Disclosure of sensitive information in the storage

-
Threat Name: Disclosure of sensitive information in the storage-

Threat Reference: to be done later 

-
Threat Category: Information Disclosure

-
Threat Description: MME stores some sensitive information (i.e. communication keys (i.e KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. The attacker also can access user's sensitive information in clear text via OAM. The attacker can launch further attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user's keys to tamper or fake signaling. The attacker can also use user's identity and serving eNB's address to locate and track user.

-
Threatened Asset: all critical data stored in the MME as listed in 5.2.

-
Threat Relevance: Mitigate


Editor's Note: This threat can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING, STRONG DATA ENCRYPTION.

5.4.2.4
T4 Threats from the compromised UE or misbehaving UE

-
Threat Name:Threats from the compromised UE or misbehaving UE

-
Threat Reference: to be done later 

-
Threat Category: DoS.
-
Threat Description: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can controla huge number of compromised or misbehaving UEsto request access to one MME at the same time;these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests

-
Threatened Asset: MME processing capacity.

-
Threat Relevance: Mitigate

Editor's Note: It is FFS the security objectives which the threat is mapped on.

5.4.2.5 
T5 Security threats on MME management and maintenance interfaces
-
Threat name: MME management 
and maintenance interfaces
-
Threat Reference: to be done later
-
Threat Category:  Unauthorized Access, DoS, Tampering, Information Disclosure
-
Threatened Asset:  all assets in MME are impacted
-
Threat Description: 
An attacker may gain unauthorized access through one of the management or maintenance interfaces

An attacker may gain control of the MME and potentially the control of the system, resulting in compromize of sensitive user data, system data, and management data. 

An attacker may disrupt and disable normal system operations.  

Gaining access to the MME may also allow an attacker to gain access to other Network Elements (Nes) such as HSS, S-GW and eNB (through S6a, S11 and S1 interfaces respectively). 
The result can be devastating.  

Attackers may use test/debug ports to compromise MME.

    Editor’s Note: This maps to the security objective SECURE MME ADMINISTRATION.
Editor's Note: Threats need to be mapped back to which assets are under threat.

Editor's Note: Threats' relation to attacker model is FFS.

5.4.2.6 
T6 Security threats on MME user account and password management
-
Threat name: Security threats on MME user account and password management
-
Threat Reference: to be done later 
-
Threat Category: Unauthorized Access
-
Threat Description: 
One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.
The attacker may get a user password, and not be detected by a legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.
This means that user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.
One user can login from several computers at the same time, which may cause collision configuration or other conflict, which would bring security threats.

-
Threatened Asset: User account data and credentials 
-
Threat relevance: mitigate

Editor’s Note: This maps the security objective SECURE STORAGE
5.4.2.7 
T7 Privacy threats of User identities
-    Threat Name: Privacy Threats of User identities

-    Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threatened Asset: Mobility Management data (e.g. UE identities)
-
Threat Description: Data containing identities of mobile network subscribers are critical for user privacy. Leakage of these user's identities can lead to loss of privacy, e.g. tracing of a user. Protection of user's identities is also a requirement from regulators. 

-   Threat relevance: Mitigate
Editor’s Note: This  maps the security objectives PRIVACY. 
5.4.2.8
T8 Data Tampering

-
Threat Name: DataTampering

-
Threat Reference: to be done later

-
Threat Category: Tampering

-
Threat Description: Tampering involves the malicious modification of data  by an attackers  (e.g. data such as configuration files, the MME configuration data access rights, end-user communication records, user profiles). 
-
Threatened Asset: all critical data in the MME as listed in 5.2 except hardware asset

-
Threat Relevance: Mitigate

5.4.2.9
T9 Software Tampering









-
Threat Name: Tampering

-
Threat Reference: to be done later

-
Threat Category: Tampering

-
Threat Description: Tampering involves the malicious modification of  the installed software/packages  by an attackers 

-
Threatened Asset: all software/packages available on the MME.
-
Threat Relevance: Mitigate










· 
· 


· 
· 


5.4.2.10
T10 Footprinting

-
Threat Name : Footprinting

-
Threat Reference: to be done later 

-
Threat Category: Infomation Disclosure
-
Threat Description: MME footprinting can be used by attackers to glean valuable system-level information which can be used to carry on more significant attacks. The type of information potentially revealed by footprinting includes account details, operating system and other software versions, server names etc..

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate


Editor's Note: Which security objectives this threat is mapped to is HARDENING.

5.4.2.11
T11 Over-privileged processes/services

-
Threat Name : 
Over-privileged processes/services

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privileges

-
Threat Description: MME processes/services  run with higher privileges as needed

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.


Editor's Note: The security objective which this threat is mapped on is HARDENING.

5.4.2.12
T12 Use of weak encryption algorithms

-
Threat Name : Use of weak encryption algorithms

-
Threat Reference: to be done later 



-
Threat Category: Weak cryptographic Algorithms

-
Threat Description: Usage of weak cryptographic algorithms for stored or transmitted sensitive information/data can expose them to unauthorized access and tampering.

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.


5.4.2.13
T13 Poor key generation

-
Threat Name: Poor key generation

-
Threat Reference: to be done later 

-
Threat Category: Weak Cryptographic Algorithms

-
Threat Description:a poor key generation may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover a key, for example, if  :

-
It was generated in a non-random fashion (e.g.insecure random generator).

-
It was generated starting from a passphrase containing a low entropy.

-
The generated key length is too short so the time to retrieve the key by means of dictionary attacks is short.

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.


Editor's Note: The security objective which this threat is mapped on is FFS.

5.4.2.14
T14 Poor key management

-
Threat Name: Poor key managment

-
Threat Reference: to be done later 

-
Threat Category: Weak Cryptographic  algorithms

-
Threat Description: a poor key mangment may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover the keys  if, for example:
-
A weak key management protocols are used;
-
The keys are stored in a unencrypted file accessible by everyone;
-
The keys are not renewed/updated regularly;
-
The keys which are text strings can be found by looking for all strings in the system;
-
The keys can be foundin memory image of running processes;
-
RAM does not loose contents immediately after power-down;
-
RAM can be investigated for keys;
-
The keys are not safely destroyed after their use.
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-
Threat Relevance: Mitigate 


Editor's Note: The security objective which this threat is mapped on is FFS.

5.4.2.15
T15 Default insecure MME configuration 

-
Threat Name: Default insecure MME configuration

-
Threat Reference: to be done later 

-
Threat Category: Weak Configurations

-
Threat Description: An attackers can exploit an insecure default MME configuration and be able to perform several types of attacks. For example the MME can be configured such that NULL integrity is only used for unauthenticated emergency calls.

-
Threatened Asset: MME configuration data and mobility management data.

-
Threat Relevance: Mitigate


Editor's Note: The security objective which this threat is mapped on is FFS.

5.4.2.16
T16 Crashing MME via a protocol or application implementation flaw
-
Threat Name : Crashing MME via a protocol or application implementation flaw

-
Threat Reference: to be done later 

-
Threat Category: DoS 

-
Threat Description: A flaw in the implementation of one of the protocols supported by an MME may be exploited by an attacker to crash the MME.  

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate 


Editor's Note: The security objective which this threat is mapped on is FFS.

5.4.2.17
T17 Threat from root owned files being altered by other users

-
Threat name: threat from root owned files being altered by other users
-
Threat Reference: to be done later
-
Threat Category: Tampering 
-
Threat Description: If files owned by root can be changed by other system users they might severely alter the secure intended operation of the system.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

Editor’s Note: It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.
5.4.2.18
T18 Threat from root accidentally executing a planted executable due to bad search path

-
Threat name: threat from root accidentally executing a planted exectutable due to bad search path
-
Threat Reference: to be done later
-
Threat Category: Elevation of Privilege
-
Threat Description: It is dangerous if root by mistake executes programs in the current directory as this could lead to accidentially executing malicious files placed by attackers into a directory where they have sufficient write permissions. The same applies for other directories where users other than root have write access.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
-
Threat relevance: Mitigate

Editor’s Note: It can be mapped to the security objective: HARDENING.

5.4.2.19
T19 Threat from unknown code to be be executed by mistake.
-
Threat name: threat from unknown code to be executed by mistake.
-
Threat Reference: to be done later
-
Threat Category: Elevation of Privilege
-
Threat Description: It is dangerous if there are root owned files that have write permissions for other system  users. This means that unknown code can be executed by mistake.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
-
Threat relevance: Mitigate

Editor’s Note: It can be mapped to the security objective: HARDENING.
5.4.2.20 T20
Threat from root able to log on from the network

-
Threat name: threat from root able to log on from the network
-
Threat Reference: to be done later
-
Threat Category: Unauthorized Access
-
Threat Description: An attacker fraudulently logs on to the system via the network, e.g. via a brute-force attack. An attacker could directly log on to the MME as root via the network.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

Editor’s Note: It can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.
5.4.2.21 T21
Threat from a user's files being altered by other users

-
Threat name: threat from users' files being altered by other users
-
Threat Reference: to be done later
-
Threat Category: Tampering 
-
Threat Description: If files owned by a user can be changed by other system users they might severely alter the intended secure operation of the system. 
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

Editor’s Note: It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.

5.4.2.22 T22
Threat from misuse of files with privilege escalation

-
Threat name: threat from use of files with privilege escalation
-
Threat Reference: to be done later
-
Threat Category: Elevation of Privilege
-
Threat Description: If files can be run with higher privileges that what the user normally has, i.e. with temporarily elevated rights, it can be dangerous to system.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

Editor’s Note: It can be mapped to the security objective: HARDENING.

5.4.2.23 T23
Threat from misuse of too liberal file permissions

-
Threat name: threat from use of files with too liberal permissions

-
Threat Reference: to be done later

-
Threat Category: Elevation of Privilege, DoS, Tampering

-
Threat Description: If file permissions are set more liberal than necessary they can be dangerous to system.

-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

-
Threat relevance: Mitigate

Editor’s Note: It can be mapped to the security objective: HARDENING.
5.4.2.24 T24
Unauthorised access via the MME console interface 
-
Threat Name: Unauthorised access via the MME console interface
-
Threat Reference: to be done later
-
Threat Category: Unauthorised Access
-
Threatened Asset: configuration data, user account data and credentials, OS, application, mobility management data, processing capacity
-
Threat Description: An attacker can gain unauthorised  access to MME sy stem files/data/information  via the console interface (i.e. via a physical connection to the console interface). The unauthorized access can be obtained by: 
-
brute forcing credentials i.e. the attacker doesn't know in advance the right credentials. 
-
by using credentials that easily discovered or derived (ref: access credentials in section 5.3.5.2)
-
Threat relevance: yes
Editor’s Note: it can be mapped to the security objectives SECURE MME ADMINISTRATION, system monitoring, logging. 
5.4.2.25 T25
Unauthorised access to the MME via insecure network services by the ports 
-
Threat name: Unauthorised access to the MME via insecure network services by the ports 
-
Threat Reference: to be done later

-
Threat Category: Unauthorised Access

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by the ports. The vulnerabilities of these network services can then be used by the attacker to gain unauthorised access. 
-
Threat relevance: Mitigate
Editor’s Note: it can be mapped to the security objectives SECUREMME ADMINISTRATION, HARDENING.

5.4.2.26 T26
Denial of service attack to the MME via insecure network services by the ports 
-
Threat name: Denial of service attack to the MME via insecure network services by the ports 
-
Threat Reference: to be done later

-
Threat Category: DoS 
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by the ports . The vulnerabilities of these services can then be used by the attacker to make the MME unavailable (DoS). 
-
Threat relevance: Mitigate 
Editor’s Note: it can be mapped to the security objective HARDENING
5.4.2.27 T27
Disclosure of information of the MME via insecure network services by the ports
-
Threat name: Disclosure of information of the MME via insecure network services by the ports 
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by ports . The vulnerabilities of these services can then be used by the attacker to gain access to sensitive data and disclose this data. 
-
Threat relevance: Mitigate
Editor’s Note: it can be mapped to the security objectives SECURE MME ADMINISTRATION, HARDENING.

5.4.2.28
T28 Unauthorised access to the MME via unnecessary network services by the ports 
-
Threat name: Unauthorised access to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later

-
Threat Category: Unauthorised Access

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to gain unauthorised access. The term unnecessary used in this threat refers to three cases:
-
Network services not strictly related to MME operation (e.g. Splunk Service)

-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Threat relevance: Mitigate
Editor’s Note: it can be mapped to the security objectives SECURE MME ADMINISTRATION, HARDENING.

5.4.2.29
T29 Denial of service attack to the MME via unnecessary network services by the ports
-
Threat name: Denial of service attack to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later

-
Threat Category: DoS
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to perform DoS. The term unnecessary used in this threat refers to three cases:
-
Network service  not strictly related to MME operation (e.g. Splunk Service)

-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or XInetd services).

-
Threat relevance: Mitigate
Editor’s Note: it can be mapped to the security objective HARDENING.

5.4.2.30 T30
Disclosure of information of the MME via unnecessary network services by the ports
-
Threat name: Disclosure of information of the MME via unnecessary network services by the ports
-
Threat Reference: to be done later

-
Threat Category: Infomation Disclosure
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to disclose  sensitive information/data. The term unnecessary used in this threat refers to two cases:
-
Network service  not strictly related to MME operation (e.g. Splunk Service)

-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or XInetd services).

-
Threat relevance:Mitigate
Editor’s Note: it can be mapped to the security objectives SECURE MME ADMINISTRATION, HARDENING.
5.4.2.31
T31 Threat on booting from external device

-
Threat name: booting from external device
-
Threat Reference: Tx
-
Threat Category:  DoS 
-
Threatened Asset: hardware, operating system

-
Threat Description: If MME allows operating system to be booted not only from internal memory but also for another source (e.g., USB flash drive, memory card), MME may be attacked by the attackers who subvert the bootloader (e.g. through USB, card slots, etc.). This will bring risk to MME that the base functionality within MME being broken. 
-
Threat relevance: yes
5.4.2.32
T32 Security Threats of Logs tampering

-
Threat Name: Threats of Logs tampering

-
Threat Reference: to be done later 
-
Threat Category: Untreacibility ,Tampering

-
Threatened Asset: Log data in MME
-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. If the attacker modifies the configuration of MME, and remove or modifies the logs, the information of the attacker's activities cannot be found. For example, the attacker sets someone to privileged access by modifing the QoS, and removes or modifies the logs of the “set” operation, the carrier cannot identify the attacker and prevent the attacks.
-
Threat relevance: Mitigate

Editor’s Note: This maps to the security objective: SYSTEM MONITORING.
5.4.2.33
T33 Security Threats of Logs access

-
Threat Name: Threats of Logs access

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure, Unauthorized Access

-
Threatened Asset: Log data in MME

-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. These logs can contain sensitive information/data (e.g. user data, CDR, keys and so on) which can be used by an attacker to carry on attacks towards the MME or to violate the user privacy.

-
Threat relevance: Mitigate

Editor’s Note: This maps to the security objective: SYSTEM MONITORING.









5.4.2.34 
T34 Security Threats of features and functions related to personal privacy

-
Threat Name: Threats of features and functions related to personal privacy
-     Threat Reference: to be done later 
-
Threat Category: Tampering 
-
Threatened Asset: personal privacy related features, function and applications, e.g. LCS

-
Threat Description: There are features and functions in MME related to personal privacy, e.g. LCS. If the operator chooses not to deploy these features and function, while they are part of a single version of software in the system, there is the risk that the attacker can load the functions without authorization (e.g. license from vendor). For example, the attacker may enable a feature such as LCS and get the location information of a user or to track the user or even perform malicious actions against the user. 
-    Threat relevance: mitigate
Editor’s Note: This maps the security objectives SECURE MME ADMINISTRATION and PRIVACY.
***
END OF SECOND CHANGE
***
�We believe that this threat should be plitted in more threats





