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1, Introduction

This document solves one editor’s note in solution #6.2 in the ProSe security TR.

It is proposed to delete the following editor’s note in section 6.1.2.3 of the ProSe security TR，

Editor’s note: The Synchronization issue of the SQN and the HSS load are FFS.
and the editor’s note in section 6.1.2.5 of the ProSe security TR,

Editor's note: For AKA solution, the impact of synchronization errors between UICC and HSS is FFS
2, Discussion

For simplicity, we denote the AKA-based solution for PC3 interface by prose AKA-based solution.
The synchronization issue of the SQN is originated from the synchronization procedure of AKA-based mechanisms. 
The following AKA–based authentication mechanisms are defined in 3GPP specs:

· EPS AKA, for LTE authentication

· UMTS AKA, for 3G authentication

· GBA AKA, for GBA authentication

· IMS AKA, for IMS authentication

· EAP AKA/EAP AKA’, for WLAN authentication
As we all know that the UICC only keeps one SQN state in its storage. Thus, if the UE is engaged in more than one AKA authentication mechanisms at the same time, and the HLR/HSS of these different AKA protocols are located in different network locations, the above synchronization issue will happen.
Therefore, SQN synchronization is a common issue for all AKA-based solutions, including prose AKA and the GBA.

3, PCR

It is suggested that the following changes are agreed by SA3:
*****************Change 1 Begins********************

6.1.2.3
Solution description: keys establishment procedure for PC3 
The ProSe function can interact with the HSS to retrieve the authentication data in order to authenticate the UE for ProSe service. The ProSe function retrieves the ProSe AV from the HSS and performs AKA with ProSe UE to share IK', CK' with the Prose UE, and uses the IK'||CK' as the integrity protection and encryption keys needed for PC3 security protection. The content of the ProSe AV includes {RAND, XRES, IK', CK', AUTN}.


[image: image1]
Figure 6.1.2.3-1: PC3 security protection keys establishment procedure

1. The ProSe UE sends its IMSI to the ProSe Function in the registration request message.

2. The ProSe Function includes UE's IMSI and the ProSe Function's ID in the ProSe authentication data request message to the HSS to retrieve the ProSe authentication vector.

3. After the HSS derives CK, IK, the HSS derives CK'||IK' =KDF (CK||IK, Prose Function ID,SQN( AK).

4. The HSS sends the AV including CK', IK' to the ProSe Function.

5. The ProSe function sends ProSe authentication request to the ProSe UE,

6. The ProSe UE authenticates the network, derives CK, IK, and then the UE derives CK'||IK'=KDF(CK||IK, Prose Function ID,SQN( AK)

7. The ProSe UE sends ProSe authentication response to the ProSe function, which authenticates the UE.

8. The ProSe Function sends the registration response message.


*****************Change 1 Ends********************
*****************Change 2 Begins********************

6.1.2.5
Solution Analysis 

Editor's note: For AKA solution, since for each authentication request a request to the HLR will be made, load on HSS is FFS

 Editor's note: For AKA solution, how will roaming be done, when the ProSe server is residing in another operator network, is FFS

The benefits of this solution are analyzed as the following:

1. No extra network entity is required for the AKA-based solution

Editor's note: For AKA solution, the security risks by adding an additional interface to HLR/HSS are FFS.

As shown in the Fig. 6.1.2.5-1, on the network side, for the AKA-based solution, the key distribution is from the HSS to the ProSe Function utilizing the PC4a interface, but for the GBA-based solution, the BSF is needed for the purpose of the key distribution. 

*****************Change 2 Ends********************
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