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Abstract of the contribution:
This contribution outlines a process in the Technical Report Guideline section, which allows identifying the potential privacy impacts during the progress of the work on a new technical topic. The methodology is following the approach taken in ISO / IEC JTC 1/SC 27 -  WG5 Standing Document 4 (SD4) -- Standard Privacy Assessment (SPA).
Introduction

This contribution is adding a description for identifying when a privacy analysis needs to be done for a new technical work. 
Then a section is added to investigate the potential impacts and the last section outlines the approaches that can be taken, when the new technology has been screened.
This contribution also harmonizes the usage of the terms Privacy Information and Personal Identifiable Information.
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6
Solutions / Threat Mitigation
 
6.1
Guidance on applicability
This chapter describes potential approaches to the threats, key issues and requirements outlined in chapter 5. It follows to a large extend the Standard Privacy Assessment approach of [7]. The process proposed in this chapter are to evaluate and assess a possible privacy impact of a new 3GPP technical specifications.  
Most 3GPP standards focus on the communication protocol(s) of one particular layer. The outlined process takes into account that the nodes in the communication model may support more than one layer and therefore potential aggregation of personal identifiable information at the recipient or intermediary may take place.

The proposed process takes into account the privacy principles of this technical report. 

A privacy analysis should be done when the work on a technical specification becomes stable or a new major feature is added to an existing specification and the addition is stable. During the early stage of the work e.g. when the work item is created, it is often not fully clear, what and if personal identifiable information needs to be handled. On the final stages of the work, larger adjustments e.g. user consent handling can no longer be introduced without major architectural impacts.

Thus, the suggested pragmatic approach allows identification of needed functionality in a stage of the work, where it is still possible to make adjustments to protect the personal information and to prevent potential expensive re-designs at a later stage of work. It may require additions or changes to the specifications or approaches outside of the scope of 3GPP, depending on the outcome of the screening.

6.2
Solution #1  - Privacy Identification Process
This section describes the basic process to identify the need to take action in 3GPP to protect personal identifiable information. This chapter follows to a large extend the Standard Privacy Assessment approach of [7].

The walk-through to the process might be documented for later usage in the affected specifications. The following key points are to be checked:



(1) Scope of Personal Identifiable Information Handling
· What are the possible privacy information of  the system/protocol that can be identified?
· Will the specification process personal identifiable information, including personal identifiers?
· Will the specification generate personal identifiable information e.g. location information?
(2) Role of Privacy Handling Entities
· Define roles for privacy information act (e.g. communication initiator, intermediary, attacker) for the whole period of the communication session;
· Identify the association for each communication role e.g. operator personal, external, etc. 
· Identify trust boundaries.
(3) Collection and Using of Personal Identifiable Information
In general, it is assumed that technical specifications are specified in a way such that only necessary data are processed, stored and collected to fulfil the functional purpose e.g. providing a certain service to the user. If all those questions below are answered with no, then the specification is unlikely to have impacts on the personal information privacy.
· Which privacy information collection aspects can be identified? I.e.:




- who (related to privacy role) is collecting and using privacy information?
- why is privacy information used (purpose)?



- what privacy information is being shared, with whom and for what purposes?
· Will the specification/protocol be deployed in nodes, where personal identifiable information is available?

· If yes, then could the node maliciously aggregate personal identifiable information?

· Will the specification and the data, that the specification processes and generates, be used across trust boundaries?
· Is there user consent present for transferring data across trust boundaries?
(4) 




(5) Storage of Personal Identifiable Information
· Define the needed security level for the storage of privacy information 
· Define the required access control for accessing the privacy information
(6) Delete/Destroy of Personal Identifiable Information
- Define the way and pre-conditions for personal identifiable information to be deleted / destroyed. The expected lifetime of personal identifiable information need to be taken into account when designing the protocol that uses these privacy information data. This also enables better usage of storage resources.
7
Evaluation

Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions/threat mitigation approach. 



8 
Privacy Guidelines
Editor's note: This section contains privacy guidelines to assist fulfilling the privacy requirements above.
8.1
Impacts and Consequences

This section describes how to handle the results and knowledge gained by undergoing the process outlined in the Privacy Identification Process in the previous section 6.2 
The first goal is to identify who has access to which personal information in the communication. The following questions may aid the screening:

- What personal information is released by the Communication Initiator?

- Are there intermediaries that can read personal information?

- What personal information is collected and aggregated at the service provider nodes or MNO nodes?
The next step is to investigate the potential data elements in the personal identifiable information:

· Are all those elements required for providing the service offered by the specification to the user?

· Is personal information processed for the purpose of general improvement of the network?

· Does the data have a time to live?

The previous step serves to minimize data and to identify potential data in the personal information which may require user consent.

Personal identifiable information requires adequate protection. Therefore the following points should be investigated:
· What is the personal identifiable information that potentially can be obtained by:
- Eavesdropper 

- Attacker
- Unauthorized personal (e.g. is the personal information accessible only by personal that needs to know or by all)
· What are potential attacks?
· Which protection methods are deployed?
With answers to the questions above, potential solutions can be identified. Solutions might be found in this document, but also 3GPP offers a wide range of security services e.g. NDS/IP [8], TS 33.222 [9] etc. In some cases, the transfer of user consent from one node to another might be necessary and need to be considered in the progress of the technical work.
