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Abstract of the contribution: this contribution proposes a requirement of the study of the TURN authentication and authorization for IMS_WebRTC
1. Discussion 
In the release 12, the ICE/TURN solution is used for the restrictive firewall traversal, but how the TURN server authenticates and authorizes the client has not been defined yet, and in the section 6.3.1 of TR 33.871, the note 3 indicates that the provisioning of TURN credential needs to be further study before the ICE/TURN can be used, and it says this is the one of reasons that result in the specification of traversal solution being deferred to the future release. 
The ICE/TURN credential uses the long-term credential to authenticate and authorize the client, but as the description of an IETF document “draft-ietf-tram-auth-problems”, this mechanism is not suitable for the WebRTC scenario application, one of the reasons is that it is difficult for the WebRTC client to ensure the credential secrecy if the credential is stored in client. 
The IETF TRAM group has proposed two solutions for the TURN authentication, one is that using the Oauth token issued by the WebRTC server to authorize the client, which is described in the document “draft-reddy-tram-turn-third-party-authz-03”; the other is that using the REST API to obtain the credential provided by the Web server, which is described in the document “draft-uberti-rtcweb-turn-rest”. The SA3 needs to analyze whether those solutions can be used for IMS_WebRTC or define the additional solutions for IMS_WebRTC.
From the above reasons, it is proposed that the TURN authentication and authorization needs to be study in the release 13 since the TURN server might be actually located in the IMS provider domain. 

2. Pseudo CR 
 ***
BEGIN OF CHANGE 
***
5.1
Potential security requirements

· The WIC shall be authenticated and authorized by TURN server, in the case of ICE/TURN solution is used for NAT/Firewall traversal. 
***
END OF CHANGE
***
