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Introduction
This contribution makes some amendments to FS_SPOOF.
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3
Definitions, symbols and abbreviations


3.3
Abbreviations

CLIP
Calling Line Identity Presentation
CLI
Calling Line Identification
IAM
Initial Address Message
CID
Caller Identification
PRI
Primary Rate Interface
LI
Line Identity
SI
Screening Indicator
PI
Presentation Indicator
PBX
Private Branch eXchange
PRI
Primary Rate Interface
4.6
Scenario : Spoofing of caller ID


4.8
Scenario : Internal Spoofing

In this scenario, subscriber states or location information can be used to detect spoofed call. For example:
1) Subscriber states: If the originating subscriber state is not registered, then it is a spoofed call.
2) Location information: If the originating subscriber comes through a gateway MSC and with no call forwarding indicated, location information can be used to decide whethere it is roaming. If not, then it is a possible spoofed call.
These useful information can be requested by Any Time Interrogation process to HLR, which will provide the requested subscriber location and/or subscriber state information.

5 Security Requirements for detection




6
 Candidate solutions for detection


6.1
IBCF checking incoming requests from untrusted networks
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Figure 6.1-1: IBCF interconnection with different networks
Change Figure 6.1-1 IBCF in the Terminating Network C to “gateway MSC”
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Figure 6.1-2: IBCF interconnection with different networks
Change Figure 6.1-2 IBCF in the Terminating Network C to “gateway MSC”
8
Evaluation of candidate solutions

TBD.
9
Conclusions and recommendations
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