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Abstract of the contribution: this ontribution adds the key issue of AESE into TR33.889.
1 Analysis
SA2 is working on Architecture Enhancements for Service Capability Exposure. As discussed in TR 23.708, 3GPP system will expose 3GPP service capabilities to application providers, including communication functions, UE contexts, UE subscription and control policies.  
Communications refers to functions like voice calling, SMS, MMS. Subscription includes Subscription identity, feature sets, preference. Context covers real-time user information such as location, presence, profile, device capabilities and data connection type. Control addresses functions like Quality of Service, policy and security. 3GPP Mobile Network Operators (MNO) can offer value added services by exposing these 3GPP service capabilities to external application providers, businesses and partners using web based APIs.
Service Capability Exposure Framework (SCEF) is the entity that provides APIs to application servers. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols, and it provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. When application servers request network exposed services or capabilities through APIs, all the requests shall be forwarded to SCEF firstly. As the exposed network data are always valuable and sensitive, especially UE related information such as location, preference and subscription, if attackers get these information, it may cause severe problems, so some security mechanism shall be implemented for AESE.
The SCEF is on the operator domain, so the communications between SCEF and network entities can be supposed to be secure, thus SCEF can get network services and capabilities securely.  The security threats are mainly occuring on the interface between SCEF and SCS/AS. 
· A malicious SCS/AS may request network data from SCEF through APIs.
· A SCS/AS, which is not authorized for getting certain nework data, may request network data illegitimately from SCEF through APIs.

· Attackers can eavesdrop the network data on the interface between SCS/AS and SCEF.

· Attackers can tamper a request message on the interface between SCS/AS and SCEF.
· Attackers can replay a request message on the interface between SCS/AS and SCEF.

The security mechanism desgined for AESE shall satisfy the following security requirements.
· SCEF and SCS/AS shall be able to mutually authenticate each other.

· SCEF shall be able to determine whether the SCS/AS is authorized to send requests for certain network data.

· The signalling messages between the SCEF and the SCS/AS should be integrity protected.

· The signalling messages between the SCEF and the SCS/AS should be confidentiality protected.
· The signalling messages between the SCEF and the SCS/AS should be replay protected.
2 Proposal
It is kindly proposed to add the following PCR into the TR33.889.
***********************************Start the First Change****************************************
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Architecture Enhancements for Service capability Exposure (AESE)

6.1
Issue details

SA2 is working on Architecture Enhancements for Service Capability Exposure. As discussed in TR 23.708, 3GPP system will expose 3GPP service capabilities to application providers, including communication functions, UE contexts, UE subscription and control policies.  
Communications refers to functions like voice calling, SMS, MMS. Subscription includes Subscription identity, feature sets, preference. Context covers real-time user information such as location, presence, profile, device capabilities and data connection type. Control addresses functions like Quality of Service, policy and security. 3GPP Mobile Network Operators (MNO) can offer value added services by exposing these 3GPP service capabilities to external application providers, businesses and partners using web based APIs.

Service Capability Exposure Framework (SCEF) is the entity that provides APIs to application servers. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols, and it provides a means to securely expose the services and capabilities provided by 3GPP network interfaces. When application servers request network exposed services or capabilities through APIs, all the requests shall be forwarded to SCEF firstly. As the exposed network data are always valuable and sensitive, especially UE related information such as location, preference and subscription, if attackers get these information, it may cause severe problems, so some security mechanism shall be implemented for AESE.

6.2
Threats
The SCEF is on the operator domain, so the communications between SCEF and network entities can be supposed to be secure, thus SCEF can get network services and capabilities securely.  The security threats are mainly occuring on the interface between SCEF and SCS/AS.  

· A malicious SCS/AS may request network data from SCEF through APIs.

· A SCS/AS, which is not authorized for getting certain nework data, may request network data illegitimately from SCEF through APIs.

· Attackers can eavesdrop the network data on the interface between SCS/AS and SCEF.

· Attackers can tamper a request message on the interface between SCS/AS and SCEF.

· Attackers can replay a request message on the interface between SCS/AS and SCEF.

6.3
Security requirements

Corresponding to the above threats in section 6.2, the security mechanism desgined for AESE shall satisfy the following security requirements.

· SCEF and SCS/AS shall be able to mutually authenticate each other.

· SCEF shall be able to determine whether the SCS/AS is authorized to send requests for certain network data.

· The signalling messages between the SCEF and the SCS/AS should be integrity protected.

· The signalling messages between the SCEF and the SCS/AS should be confidentiality protected.

The signalling messages between the SCEF and the SCS/AS should be replay protected.
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