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*** BEGIN CHANGES ***
E.2.3
Activation of encryption/decryption

Editor's Note:  The procedure described below, and in particular the names of the SCG Addition/Modification Request, SCG Addition/Modification Command and RRC-RECONFIGURATION messages need to be aligned with the RAN2 and RAN3 specifications when they are stable.

The DRB offload procedure with activation of encryption/decryption follows the steps outlined on the Figure E.2.3-1.
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Figure E.2.3-1. SeNB encryption/decryption activation 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the SCG Addition Request to the SeNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SeNB. The MeNB computes and delivers the S-KeNB to the SeNB as necessary. UE EPS security capability and the encryption algorithm used on the signalling radio bearers should also be sent to SeNB.
Editor’s Note: Whether the MeNB delivers the fresh S-KeNB to the SeNB in this step depends on the agreement on the DRB Addition Option described in X.2.2.

Editor's Note: It is ffs whether the MeNB includes the SCC in message 2 and the SeNB includes it in the transparent RRC container to the UE, or whether the SCC is signalled to the UE directly from the MeNB as a separate parameter in addition to the transparent container. It is up to RAN2/3 to decide which way to signal the SCC to the UE is best suited.

3.
The SeNB allocates the necessary resources and chooses the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capability.
Editor's Note: The algorithm negotiation needs to be aligned with how RAN2/3 prefers to to negotiation of other UE capabilities.

4.
The SeNB sends the SCG Addition Command to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm (should it differ from the one selected by the MeNB in 2)) to serve the requested DRB for the UE.

5.
The MeNB sends the RRC Reconfiguration Request to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter to indicate that the UE shall compute the S-KeNB for the SeNB and the KUPenc associated with the assigned bearer. 

NOTE: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCC cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC reconfiguration command and shall compute the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the associated assigned DRB on the SeNB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates encryption/decryption once S-KeNB and KUPenc are derived.
7. MeNB sends SCG Addition Response to the SeNB over the X2-C to inform SeNB configuration result. On receipt of this message, SeNB may activate encryption/decryption with UE. If SeNB does not activate encryption/decryption with the UE at this stage, SeNB shall activate encryption/decryption upon receiving the Random Access request from the UE.

Editor's Note: Step 7 is to align with RAN2’s CR in R2-141857 (endorsed in RAN2 #89bis). It is FFS whether this is the logical place to activate encryption/decryption.

Editor's Note: The detailed procedures describing when precisely the UE and the SeNB respectively start encryption in down-link and in up-link needs to be be clearly specified, c.f. 7.2.4.4 and 7.2.4.5, possibly including a reference to procedures defined in TS 36.xxx [xx]. This applies, in particular, to the question at what point in time the SeNB knows that it can start sending encrypted data to the UE.

*** END OF CHANGES ***
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