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Abstract of the contribution: This contribution provides analysis on requirements of logs protection and management, and proposes two test cases.
1 Introduction
This contribution analyzed test case for requirements of logs protection and management and proposes two test case for this requirement.
2 Analysis
Rx-x Secure uploading of log files to a central location or system external for MME log functions should be supported.
This requirement could be verified by capturing raw packet of uploading log files.
Ry-y The log file shall only be accessible by privileged users.
This requirement could be verified by granting proper privilege to proper user.

3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

6.12
Rx Requirements of Logs Protection and Management

-
Requirement name: Logs Protection and Management
-
Requirement reference: to be done later
-
Requirement Description:
1)
Rx-x Secure uploading of log files to a central location or system external for MME log functions should be supported. 
2) Ry-y The log file shall only be accessible by privileged users.

-
Security Objective references: SYSTEM MONITORING
-
Test case: 
1) Test case 1 for Rx-x:

· Pre-conditions: The MME is powered on. The tester has privilege to check configuration of uploading of log files.
· Steps taken to perform the test:
a) The tester logs in MME.

b) The tester checks whether the configuration of uploading log files is secure.
· Expected results:
The uploading mechanism is secure, eg: SFTP, FTPS, SSL, etc.
2) Test case 2 for Ry-y:
· Pre-conditions: The MME is powered on. The central location or system is powered on. And user account A has privilege to access log files, user account B has no privilege to access log files on MME. And user account C has privilege to access log files, user account D has no privilege to access log files on central location or system.
· Steps taken to perform the test:
a) The tester uses account A logs in MME and tries to access log files.

b) The tester uses account B logs in MME and tries to access log files.
c) The tester uses account C logs in central location or system to access log files.

d) The tester uses account D logs in central location or system to access log files.
· Expected results:

a) Using account A, the tester can access log files.

b) Using account B, the tester fails to access log files.
c) Using account C, the tester can access log files.
d) Using account D, the tester fails to access log files.
-
Requirement evidences: A document in free form describing: MME support secure uploading of log files and access control to log files..
NOTE: This is a detailed requirement.
*********************************End of the First change****************************************

