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Abstract of the contribution: This contribution provides analysis on test cases for security requirements on MME management and maintenance interface, and propose three test cases.
1 Introduction
This contribution analyzed test cases for security requirements on MME management and maintenance interface and proposes three test cases for this requirement.
2 Analysis
RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network.

To this requirement, test case should verify the communication between MME and OAM network. So the traffic data is the key point. Under the protection of secure mechanisms, the raw packets shall not be readable and cannot be modified.
RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.

To this requirement, test case should cover all kinds of test/debug ports. Test/debug ports are used in development process, throught which applications can be debugged and information can be gathered. They are probably JTAG ports or serial ports, etc. They exist on board and can be found by checking board by testers. 

RX-3: The MME shall support mutual authentication between MME and specific management entities.

To this requirement, test case should verify normal and abnormal results. Credentials should exist on MME and management entities, which are the key material for authentication. Legal credentials on both sides, authentication will be success. No credential or illegal credential on one side or on both sides, authentication will fail.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

6.7 

Security requirements on MME Management and Maintenance interfaces

-
Requirement Name: MME Management and Maintenance interfaces 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 

2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
3) RX-3: The MME shall support mutual authentication between MME and specific management entities

Editor's Note: These management entities need to be further defined.
-
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References:  to be done later
-
Test Case: 



1) Test Case 1 for RX-1:

· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network.
· Steps taken to perform the test: 
a) The tester starts capturing traffic on MME management and maintenance interface.
b) The tester triggers communication between MME and OAM network.
c) c)The tester checks the captured traffic data.
· Expected results:

The tester cannot get information through the raw traffic data or modify the raw traffic data.
2) Test case for RX-2:

· Pre-conditions: The MME is powered on and the tester is able to access MME. The tester can check MME equipment and boards.
· Steps taken to perform the test:

The tester check MME’s boards to find Test / debug ports or local programming interface, like JTAG, debug serial port, etc.
· Expected results:

There shall not exists any ports for Test/debug or interface for programming physically.
3) Test case for RX-3:

· Pre-conditions: The MME is powered on, and has legal credential. The tester can trigger authentication between MME and specific management entities. Entity A has legal credential and entity B has illegal credential.
· Steps taken to perform the test:

a) The tester check authentication mechanism configuration on MME, set one of options which shall support mutual authentication.

b) The tester triggers communication between MME and entity A.

c) Then, the tester triggers communication between MME and entity B.
· Expected results:
a) Communication between MME and entity A established successfully.

b) Communication between MME and entity B cannot be established.

c) If illegal credential on MME, Communication cannot established either.
-
Requirement evidences: 
A document in free form describing: MME support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network, test/debug ports disabled and physically removed from vendor, and there is no local programming interface on the MME.
A document in free form describing: the MME Management and Maintenance interface in which how authentication, confidentiality, and integrity protection is performed and between which network element and the MME.
NOTE: This is a detailed requirement.
*********************************End of the First change****************************************

