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Abstract of the contribution: This contribution privides additional details requirement for protecting privacy related functions.
1 Introduction
This contribution provides additional details requirements for protecting privacy related functions.
2 Analysis
There are some privacy related functions on MME, eg, LCS. Attacker can break into the MME through some paths, MME shall provide some protections for the privacy related functions.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************

6.14
Rx Requirements of personal privacy related features and functions

-
Requirement name: Requirements of personal privacy related features and functions
-
Requirement reference: to be done later
-
Requirement Description:
1) Rx-1 If the operator do not need the privacy related functions, functions and the associated binary-code  shall not exist on product. 

2) Rx-2 If the operator need to use the privacy related functions, functions and the associated software may  be installed on product later.
-     Security Objective references: SECURE MME ADMINISTRATION and PRIVACY.
-
Test case: 
1) Test case 1 for Rx-1:

· Pre-conditions: The MME is powered on and the tester has privileges to activate functions. And the tester has ability or tool to check the binary code.
· Steps taken to perform the test:
1) The tester checks whether the binary code of the privacy related functions exists.

2) The tester tries to activate the privacy related functions.
· Expected results:
1) Binary code for privacy related functions does not exist.

2) The activation page or configuration does not exist on GUI interface, and the tester can not activate the functions.
2) Test case 2 for Rx-2:

· Pre-conditions: The MME is powered on and the tester has privileges to install/activate the privacy related functions.
· Steps taken to perform the test:
1) The tester installs privacy related functions on product.

2) The tester activates and configs the installed functions.
· Expected results:

1) The functions are installed successfully.
2) The functions are configed and activated properly.
-
Requirement evidences: A document in free form describing: MME support requirements of personal privacy related features and functions.
*********************************End of the First change****************************************

