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--------- Start change 1 ---------

7.2.3
Trusted WLAN Access (TWAN)

A Trusted WLAN Access Network (TWAN) is interfaced with the EPC as a trusted non-3GPP access via the STa interface to the 3GPP AAA Server/Proxy and the S2a interface to the PDN GW as described in clause 16 of TS 23.402 [5].

Authentication and key agreement shall be performed as described in clause 6 of the present document for trusted non-3GPP access. The authenticator shall reside in the TWAN. 

According to subclause 6.2 of the present document, the 3GPP AAA Server sends the key MSK to the authenticator in the TWAN. The security contexts in the TWAN are based on MSK. As recommended in [IETF RFC 4187, section 7], the first 32 Bytes of the 64-Byte MSK shall be used as the Pairwise Master Key for securing the SWw interface according to the IEEE 802.11i specifications.
To support the Multi-Connection Mode the WLCP protocol is used between the UE and the TWAG of the TWAN. 

7.2.3.1 Security of WLCP
To preserve security of the TWAN operation dependent of the WLCP protocol, both UE and TWAG shall ensure validity of the peer - source of WLCP messages.  
The WLCP peers may use the source identity filtering to verify that the message is received from the expected source peer by checking correspondence of the peer WLAN identity (MAC Address) and its allocated IP address to the authenticated subscription identity (IMSI). Messages from the WLCP source violating this correspondence shall be discarded. 
The WLCP peers may use the WLCP integrity protection to verify the authenticity of the WLCP message source, as described below in this section.

The UE shall support the source identity filtering mechanism. Both the UE and the TWAG shall support the WLCP integrity protection and anti-replay mechanism described in this section. Whether WLCP integrity protection needs to apply is controlled by local configuration on the TWAG. It shall be indicated by the TWAN to the AAA along with TWAN support for the MCM, and shall be signalled to the UE through the EAP-AKA’ extension from the AAA.
At least one of either the source identity filtering or the WLCP integrity protection mechanism shall be used. The AAA shall take the selected mechanism into account when authorizing access of the TWAN to the EPC.
When WLCP integrity protection is used, the security key used for WLCP integrity protection, the WLCP Integrity Key (WIK), shall be derived by the TWAG and the UE from the remaining 32 Bytes of MSK (not used as a Pairwise Master Key for the SWw) using a Key Derivation Function [TS 33.220 Annex B] as defined in Annex A.3.
The input parameters to the integrity algorithm are a 128-bit integrity key named WIK, a 16-bit WCOUNT representing the message sequence number of the current WLCP message, the 1-bit direction of the WLCP message transmission i.e. DIRECTION, and the message itself i.e. MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. 
The 16-bit WCOUNT representing the message sequence number of the current WLCP message is used to guarantee the replay protection of WLCP protocol. The WCOUNT shall be a monotonically increasing counter included with the WLCP message itself. This counter shall be reset to zero when a new MSK key is established. If TWAG detects that the WCOUNT is approaching its maximum value, the TWAG shall initiate the EAP-AKA or EAP-AKA’ re-authentication procedure in order to refresh the MSK.
Note: If EAP-AKA or EAP-AKA’ re-authentication procedure is executed in order to refresh the MSK, the IEEE 802.11i security on the SWw interface shall be refreshed as well.
Based on these input parameters the sender shall compute a message authentication code using the HMAC-SHA1-256 as the integrity algorithm. The 32 least significant bits of the integrity algorithm shall be selected as the WLCP message authentication code. The message authentication code shall then be appended to the message when sent. 
Upon receiving the WLCP message, the receiver (i.e. UE or TWAG) shall validate the WLCP message authentication code included in the message. The receiver shall use the WIK key associated with indicated identity of the source of the WLCP message (e.g. IP address of the transmitter) to verify correctness of the message authentication code included in the message. If the WLCP message contains invalid message authentication code, the message shall be discarded.

For every WLCP message with the valid message authentication code, the receiver shall verify uniqueness of the WCOUNT included in the message to prevent replays. If the WCOUNT included in the message is detected as repeated, the receiver shall discard the message.
---------------  End Change 1 ------------------

-------------- Start Change 2 -------------------

A.3
Function for derivation of WLCP integrity key WIK
The WLCP integrity key shall be derived from the MSK as follows:

WIK = HMAC-SHA-256 (Key, S), truncated to the 128 Least significant bits;

where

Key = 32 Last Bytes of the MSK

S = FC||P0||L0||P1||L1

FC = 0x21


Editor’s Note: The available value in the range 0x20 – 0x2F shall be allocated.

P0 =  IMSI encoded to an octet string using UTF-8 encoding

L0 = Length of IMSI encoded to an octet string using UTF-8 encoding (i.e. 0x00 0xFF)

P1 = IP address associated with the TWAG

L1 = Variable, Length of IP address associated with the TWAG. 
-------------------- End change 2 ------------------------------

