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Abstract of the contribution: This contribution shows how a complete set of requirements for an MME would be selected out of the DT security requirements.
1 Introduction
Based on the DT security requirements presented in the companion contributions S3-142031 and S3-142032, this contribution proposes a selection of security requirements for the MME SCAS. Goal of this selection is to be:
· as complete as possible
· as generic as needed to be applicable to all MME products
· as detailed as possible to ease definition of test cases, based on assumptions about TOE candidates that don't restrict applicability to real products
2 Assumptions about MME products
The following assumptions about MME products were taken, in order to select the applicable requirements:
· one or more components of the MME run a flavor of Unix

· SSH is de facto stanadard for Unix shell access

· one or more components of the MME might run a non-Unix OS

· the MME offers an OAM interface via an HTTP server (e.g. GUI or SOAP interface)

· the MME has at least one network interface

· the MME is probably a complex combination of multiple redundant CPU boards with internal network switches

· SNMP is used in many 3GPP network products, but the baseline instead of detailed SNMP requirements were deemed sufficient for SECAM

3 Requirement selection
3.1 Documents and Detail Level
Based on the assumptions above, the following security requirement documents were selected as suitable for MME:
TBS = Technical Baseline Security
BSY = Operating Systems

UNX = Unix

WSE = Web Server

NEL = Network Elements
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3.2 Reduction of requirements
As described in the companion contribution S3-142031, requirements in a higher level of detail are derived from a requirement on a more general level. If there are requirements in a row of three different levels of detail (here: TBS - BSY - UNX), one requirement should be selected on the highest detail level that still helps test case definition, but does not restrict general applicability to any MME product. Moreover, requirements that were not deemed essential for MME SCAS were deselected. An example of a requirement list for a general Signalling Node is attached. In total, 71 different requirements were selected out of the indicated documents.
3.3 Apply Requirements on whole MME only, or additionally on each Subsystem?
Even though the example list contains only 71 different requirements, the whole document created by DT tools is much longer. A single requirement like "Software and hardware components that are no longer supported by vendor, producer or developer must not be used." can be evaluated and tested for the whole MME as black box, but also for each of its identified building blocks (e.g. Unix, other OS, web server, internal switch). 
There is always a tradeoff between precision of evaluation and test effort. If a TOE is only evaluated as black box, there is a risk that a vendor claims "this is our latest maintained monolithic SW load version X.Y", while in fact the TOE contains outdated OEM SW components with unpatched vulnerabilities. In any case, a SCAS does not need to list duplicate identical requirements for different subsystems (as the attached example does). An applicability matrix would be better.
4 Proposal
SA3 is kindly asked to review the attached sample requirement selection for MME: Are the assumptions correct? Complete? Does SECAM want to have sub-system granularity for test cases?

