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1 Introduction
SA3 has been struggling with several challenges and questions, while collecting requirements for the MME SCAS:

· SECAM shall be adequate to the purpose: both strict and still lightweight to both be meaningful and accepted industry-wide.

· Which level of detail and granularity is correct for requirements? 
· Too detailed = too many requirements, and not suitable for all TOEs.

· Too coarse = not testable.

· There shall be a test case for every requirement.
· Define requirements for TOE as a black box, or for each of its components (OS, application, hardware, ...)?
SA3 has already collected several requirements in TR 33.806, but the questions are still not answered.
2 Structure of DT's Security Requirements
DT has been working on security requirements for several years, and faced exactly the same challenges as SA3 with SECAM. These requirements are used in several contexts:
· For tenders, so that vendors can declare their compliancy

· Detailed = too many requirements, possibly still not suitable for all products.

· Coarse = fewer requirements, but vendor has to guess how to meet the requirement.

· As part of a product delivery contract. 

· Detailed = you know what you get. Don't expect more.
· Coarse = more complete, covers also unforeseen security issues.

· As reference for security tests during product acceptance

· Detailed = easy to define test cases, but risk to miss important tests (protection profile problem).

· Coarse = best guesses about how to test, depending on product implementation.

We ended up in three layers of security requirements to address different levels of detail:
1. Functional security requirements, on general system-independent level: What needs to be secured?
2. Functional security requirements, on system-specific but still product-independent level: What needs to be secured, for this system type?
3. Implementation-specific security requirements, for specific products: How shall this product to be secured?
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Requirements in these three layers are mapped to each other. This gives us the flexibility to pick the best fit requirement for a specific product. To give one example: 
· The OAM interface of a NE uses the Apache web server: only the Apache requirements (detail level 3.) are used for the OAM interface.
· The OAM interface of a NE uses an unknown web server: only the web server requirements (detail level 2.) are used for the OAM interface.

· The OAM interface of a NE uses an unknown protocol: only the Technical Baseline requirements (detail level 1.) are used for the OAM interface.

This flexibility also allows us to adapt requirements in order to follow industry trends. If, for example, a new data base product gets very widely used, specific requirements can be added to cover this product in detail.
3 From Requirements to Test Cases
Test cases must produce an exact result, and they must be repeatable by different test labs. Therefore, the detail level of test cases is very similar to requirements on detail level 3. If a requirement asks for particular contents in a product-specific configuration file, the derived test case is obvious.

Detail level 3. (product-specific) also means that different products need different test cases. With that background, how can test results of different MME implementations be compared (when they are derived by test houses)? Consistency and comparability is achieved by mapping the requirements between the different levels of detail: requirements for specific web server products must all be derived from the generic web server requirements of the layer above. So, even if the implementations are different, the results are comparable.
Another problem to be considered is that, when 3GPP defines product-specific test cases for a certain component (e.g. web server), then how would a customer compare the security strength of an MME product, for which a test case is available in the 3GPP SCAS (e.g. because the MME product uses Apache for the web server), with an MME product, for which no 3GPP-defined test case is available (e.g. because some other web server product is used)? Would the first MME product have an advantage in the perception of the customer over the second? Could this in turn mean that vendors would feel some pressure to use component products, for which 3GPP-defined test cases are available? Would this limit the freedom of future implementations? Could this even be seen as some form of bias by 3GPP towards certain component products (e.g. web server products)?
4 Proposal
SA3 is kindly asked to adopt the following proposals:
1. Each SCAS security requirement shall be assigned to one of three levels of detail proposed above.
2. A SCAS security requirement on a higher detail level shall be derived from a specific requirement on lower detail level.
3. Test cases shall be defined for security requirements of the highest level of detail (i.e. implementation-specific) available in the SCAS. If the SCAS has no implementation-specific requirement derived from a level 2 requirement that would be applicable for a particular MME network product, the test case shall be defined for this level 2 requirement by the accredited test house that first tests this product. Test case submission to, and adoption by, SA3 is FFS.
4. In order to avoid that 3GPP ends up with too many requirements a balance needs to be struck between the number of requirements on detail level 3 and corresponding test cases defined by 3GPP on the one hand and requirements on detail level 2 where corresponding test cases are left to be defined by test houses on the other hand. Care needs to be taken that 3GPP is not perceived as favouring one component product (e.g. web server product), for which it defines test cases, over another component product, for which it does not define test cases.
