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Abstract of the contribution: This contribution provides some analysis on the security threats related to MME software package integrity, and propose some requirements as countermeasures.
1. Introduction  

This contribution analyzed the security threats and requirements on MME software package integrity validation and hopes to trigger the security threats and requirements discussion of MME.
2. Analysis
Software for MME can be tampered with by attacker, implanted with malicious codes like virus or Trojan horses. In the software package installation or upgrade process, malicious codes can be executed on MME.
Attacker can get sensitive information on MME, get the administrator permission, or make MME unavailable, which will cause LTE network stop service.
Software integrity validation shall be supported.
3. Proposal

It is proposed to include the analysis below to TR 33.806.
4. pCR 
***
BEGIN OF FIRST CHANGE
***
5.2
Critical assets 

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 
The critical assets of MME to be protected are:
-
User account data and credentials (e.g. passwords)
-
Log data.


Editor note: it is ffs if all of the log data is critical asset.
-
Configuration data, e.g. MME’s IP address, ports, VPN ID etc.

Editor note: it is ffs whether only security relevant part of the configuration data is critical asset
-
Operating System (OS)

-
Applications 


Editor note: it is ffs what applications are critical asset.
-
Mobility Management data: e.g. subscriber’s identities (eg. IMSI), subscriber keys (i.e KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE’s IP address,etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE’s identity, etc. 
-
Sufficient processing capacity: that processing powers are not consumed close to limits. 

-
Hardware, e.g. mainframe, board, power supply unit etc.
-
The  interfaces of MME to be protected and which are within SECAM scope: for example
-
Console interface, for local access: local interface on MME

-
O&M interface, for remote access: interface between MME and O&M system
Note: The detailed interfaces of the MME class shall be described in the clause 4,Network Product ClassDescription of this TR..
MME Software: binary code or executable code 
***
END OF CHANGE
***
***
BEGIN OF NEXT CHANGE
***
5.4.2.2 Security threats on MME software package integrity 
-       Threat Name: MME software package integrity
-       Threat reference: to be done later
· Threat Category: Tampering with MME Software
· Threatened Asset: Software, MME data and traffic such as network management data, interface configuration data, mobility management data, sensitive information, application software, hardware.
· Threat Description: Security threats exist from software package publication to install/upgrade. The attacker may tamper the software package by injecting virus code or Trojan horse, etc. After the software package installation or upgrade process, the malicious code can be executed on MME, which may result in attacks in the LTE network, including information disclosureand unauthorized use of network resources.
· Threat relevance:mitigate
           NOTE: This is a detailed threat and maps the security objective: SOFTWARE INTEGRITY
6.X Security requirements on MME software package integrity 
Requirement name: MME Software integrity validation
· Requirement reference: to be done later
· Requirement Description: 
1) Software package integrity shall be validated in installation/upgrade stage.
2) MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3) Tampered software shall not be executed if integrity check fails.
4) There need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
· Security Objective references: SOFTWARE INTEGRITY
· Test case:
Check if MME support software integrity validation in install/upgrade stage,
Check if a security mechanism is provided to guarantee only authorized individuals can initiate and deploy software update/the software update is originated from verified sources
· Requirement evidences: A document in free form describing technology method is provided to guarantee the integreity of software package.
***
END OF CHANGES
***
