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Abstract of the contribution:  This contribution introduces threats and a few hardening type requirements in the area of file system rights: sticky bit attribute and the SUID and SGID file attributes.
Introduction  
This contribution introduces the threats, and a few hardenings requirements, related to the area of file system rights. First, risk that a user can remove another user’s files, in shared directories, unless sticky bit configuration is used. Second, we address also the risks associated with SUID and SGID file attribute for dangerous privilege extension, and introduce requirement to restrict their usage.

Analysis

2.1 Sticky bit
A sticky bit is a permission bit that, when set on a directory, will allow only the owner of the file within that directory or the root user to delete or rename the file. No other user is given privileges to delete the file created by some other user. It is a security measure to avoid deletion of critical folders and their content (sub-folders and files), though other users have full permissions.
Today the most common use of sticky bit is for the security purpose, and then used on directories for reasons described here. This feature, when as used on directories, was introduced in 4.3BSD in 1986 and today it is found in most modern Unix systems. Without the sticky bit set, any user with write and execute permissions for the directory can rename or delete directory-contained files, regardless of owner.
One problem with "sticked" directories can be to move, rename, or replace files, for example during upgrade, fallback, or patching. To do so may then require to removing the sticky bit from the file, executing the system changes, and then restoring the sticky bit. However, we argue that automatic procedure for sticky bit disabling and enabling during such a process, if needed, is an attainable target and reasonable to overcome.
2.2 SUID and SGID file permissions
SUID and SGID ("set user ID upon execution" and "set group ID upon execution", respectively) are Unix access rights flags that allow users to run an executable with the permissions of the executable's owner or group, respectively, and to change behaviour in directories.
When an executable file has been given the SUID attribute, normal users on the system who have permission to execute this file gain the privileges of the user who owns the file (commonly root) within the created process. When root privileges have been gained within the process, the application can then perform tasks on the system that regular users normally would be restricted from doing. Similary, SGID attribute will allow to change group-based priviledges.
This means that its improper use of these flags on files can pose severe security risks. Because these files run as higher level of privileges they are a common way to use for attackers. Modification of these types of files can lead to execution of unknown code with privileges. SUID- and SGID-set files need to be minimized and to not have write permissions for anyone else but the owner.

Proposal
It is proposed to add the below security threats and rquirements about file system rights on MME in TR33.806. In conjunction with this, it is proposed to handle them in a separate subchapter in the chapter 7.

pCR 
***	BEGIN CHANGES	***

5.4.2.x Threat from a user’s files being altered by other users
· Threat name: threat from users’ files being altered by other users
· Threat Reference: to be done later
· Threat Category: tampering 
· Threat Description: If files owned by a user can be changed by other system users they might severely alter the intended secure operation of the system. 
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
· Threat relevance: yesMitigate
NOTE: This is a detail-leveled threat. It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.

5.4.2.y Threat from misuse of files with privilege escalation
· Threat name: threat from use of files with privilege escalation
· Threat Reference: to be done later
· Threat Category: elevation of privilege
· Threat Description: If files can be run with higher privileges that what the user normally has, i.e. with temporarily elevated rights, it can be dangerous to system.
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
· Threat relevance: yesMitigate
NOTE: This is a detail-leveled threat. It can be mapped to the security objective: HARDENING.

5.4.2.z Threat from misuse of too liberal file permissions
•	Threat name: threat from use of files with too liberal permissions
•	Threat Reference: to be done later
•	Threat Category: elevation of privilege, DoS, tampering
•	Threat Description: If file permissions are set more liberal than necessary they can be dangerous to system.
•	Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
•	Threat relevance: yesMitigate
	NOTE: This is a detail-leveled threat. It can be mapped to the security objective: HARDENING.

5.4.2.x Threat from misuse of files with excessive permissions
•	Threat name: threat from use of files with excessive permissions
•	Threat Reference: to be done later
•	Threat Category: elevation of privilege, DoS, tampering
•	Threat Description: If files have more permissions than necessary they can be dangerous to system.
•	Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
•	Threat relevance: yes
	NOTE: This is a detail-leveled threat. It can be mapped to the security objective: HARDENING.

***	END OF CHANGES	***
***	BEGIN CHANGES	***
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***	BEGIN CHANGES	***

1. Security Requirements related to Hardening 
Editor's note: An example is given in TR 33.805, clause 5.2.2.4.2.3.	
Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3: 
7.x File system rights 
Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.

· Requirement Name: file ownership and privileges
· Requirement reference: to be done later 
· Requirement Description: 
· RX-1: Sticky bit is set on all directories where all users have write permissions.
· RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for 
any user beside the owner.
· Security Objective References: 
· Users’ files cannot be altered with by other users, in shared directories.
· Threat References: “threat from users’ files being altered by other users”, “threat from misuse of files with privilege escalation”, ”threat from misuse of files with too liberal file permissions”.
· Test Cases:
· Check which directories exist that are writable to “world”:
· find / -type d -perm -2 -exec ls -ldg {} \;
· Check that sticky bit is set on the directories that are writable to “world”.
· Check that SUID- and SGID set files are very few and that their SUID or SGID setting is motivated (typically only the ‘su’ and ‘passwd’ files). Search and collect commands:
· SUID:  find / -perm -4000 –type f –exec ls {} \; > suid_files.txt
· SGID:  find / -perm -2000 –type f –exec ls {} \; > sgid_files.txt
· Editor's note: It should be evaluated whether “very few” and “number of SUID and SGID set files are restricted to a minimum” is a sufficient objective description, or if a real number has to be specified.
· Check that SUID and SGID files do not have write permissions for any user beside the owner:
· SUID:   ls –la ‘cat suid_files.txt’
· SGID:   ls –la ‘cat sgid_files.txt’
· Requirement evidences: Documentation showing that the above test cases have been performed.
NOTE:  These are detail-leveled requirements. They can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.











***	END OF CHANGES	***
