3GPP TSG SA WG3 (Security) Meeting

S3-141012
12 – 16 May 2014, Sapporo, Japan


Source:
Alcatel-Lucent, China Mobile
Title:
SCAS: pCR TR 33.916 Structuring threats and requirements
Document for:
Approval

Agenda Item:
7.13
Work Item / Release:
SCAS/Rel-12 

Abstract of the contribution: This pCR provides guidelines for structuring threats and security objectives.
1 Introduction  
Clause 5.2 “SCAS document structure and content” of TR 33.916 contains templates for defining threats, security objectives and requirements which are used in the creation of the SCAS and in particular for the 1st SCAS – TR 33.806 for the MME.
This pCR is intended to provide additional guidelines when defining threats, security objectives and requirements to SCAS. The guidelines will be added to clause 5.2 of TR 33.916.  
2 Analysis

Clauses 5.2.2.2, 5.2.2.3 and 5.2.3 provide templates for defining threats, security objectives and requirements. 
In addition there must also be a level of consistency in the definitions of threats, security objectives and requirements defined for the SCAS.

One of the pitfalls when describing a threat is to describe the reason why a threat might be become realized (i.e. the vulnerability). Another pitfall is that the threat description may include details about the requirements that will remediate a gap. An example of this in the initial TR 33.806:

Clause 5.4.2.6 in the draft TR 33.806 contains “Security threats on MME user account and password management.” The threat description text includes:
“One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.

User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind passwords with fewer attempts by brute force.

The attacker may get user password, and not detected by legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, user may perform modification with historical password, known by the attacker, which would bring security theat.

The means for user password storage is important. The storage should use encryption techniques to avoid information leaking.

The attacker may use brute force to get passwords, which is simply a matter of time.

One user can login from several computers at the same time, which may cause collision configuration or other conflict, which would bring security threats.”
In most of this example the actual threat to the MME is not mentioned. Instead the possible vulnerabilities are mentioned (use of default passwords, weak passwords etc).  The threat of unauthorized access is not mentioned. In the case of user password storage it does say that secure storage will avoid information leaking which is the closest to defining the threat of “Disclosure of Information”. Notwithstanding, the above text is useful for formulating security requirements to counter the threat of “Unauthorized access”. But it’s vital that the threat is clearly defined and described. Otherwise there is risk of not defining all of the necessary requirements. In the example the security function whereby user accounts are locked after N failed login attempts is not included in the list above. 

So it’s vital that the real threat to the product is clearly established and it should not include suggested solutions. In the threat description, methods for how the threat can be realized (e.g., brute force password attack, or obtaining default passwords from documentation etc) can be included and add value. 

Before submitting a contribution the existing list of threats, security objectives and security requirements (i.e. those already contained in the draft TR 33.806) should be checked to see if the threat or a variant of the threat already exists in the draft TR 33.806. Likewise a set of threat categories already exists so when assigning a threat category to a threat the existing threat categories should be considered first.

Justification for adding a new threat or new threat category should be included in the analysis clause of a contribution. This allows reviewers a chance to understand the rationale for including a new threat, threat category etc.

For the threats that have already been contributed there appears to be two distinct levels of description for threats. There is the “overarching” or compound threat e.g. “Disclosure of user identities”. And then there is the detailed level threat e.g. “root owned files being altered by other users”. Both threat levels are equally valid. By tagging threats with either “compound” or “detailed” it will facilitate cross-checking of groups of detailed threats with compound threats and potentially identifying missing threats. 

Similarly security objectives should provide a high level objective which can mitigate one or more threats. In the security objectives one would not expect to see long lists of detailed security functional requirements.

From the contributions for security requirements so far we are seeing different levels of detail in the requirements. An example of a specific requirement is “Root-owned files cannot be altered by unauthorized users”. A more detailed example is given by “The umask for root is highly restricted”.  This last example is a very granular requirement compared to say a requirement covering “Security threats on MME user account and password management” which might look like “The system should conform to industry best practices for password management and login controls including logon attempt limits, enforced password length and complexity, expiration date, password history, and secured password files)”. 

All of these examples again are valid and useful requirements. Contributions for security requirement should try to ensure that the level of detail matches one of these examples.

The existing templates contain parameters that allow a mapping from test cases to requirements to security objectives and to threats and threat categories. Completing the mapping by entering values into the appropriate parameters (i.e. test case, requirement reference, security objective reference, threat references and threat category) ensures a level of checking that the requirement, security objective or threat has been properly formed. If a requirement or security objective doesn’t map the question needs to be asked as to why it doesn’t. Is the threat clear enough? Does a threat exist? Is the requirement to mitigate a threat applicable or is it in scope for the Network product?

So contributions for threats, security objectives should attempt to follow a simple set of guidelines which helps to ensure that they are consistent with each other, can easily be identified and tagged as a threat, security objective or requirement. Mapping between them will be made easier and provides transparency for readers of TR 33.806.

Being able to easily “assign” contributions into the Security Problem Definition (SPD)/Security Requirement ?? framework of threats, security objectives, security requirements means that gaps in the analysis will be easier to identify. It provides traceability from test case to requirement to threat. It will help in avoiding duplication of requirements. This approach will also facilitate future SCAS development work for other 3GPP Network Products.

So this contribution provides a set of rules or guidelines that contributions for threats, security objectives and requirements should try to comply with using the already existing templates and with the application of these guidelines. 

So to summarize the guidelines: 

· Threat descriptions should avoid including security objectives or requirements or countermeasure implementation details

· Check if there is an existing threat (i.e. already included in TR 33.916) before attempting to create new one. For example a variant of an existing threat could be created.

· Attempt to map threat to one of the existing threat categories before creating a new threat category.
· Details in the threat description should indicate if the threat is a high level threat (refers to several attack components) or a detailed threat (refers to a specific attack component) .
· Attempt to map threat to one of the existing security objectives before creating a new security objective.

· All requirements should map to one or more threats.

· All requirements should map to one or more security objectives.
· It should be clear from the text in the requirement description field that the requirement is a detailed specific requirement (which has its own test case(s)) or is a high level requirement (e.g.  conformance to industry best practices) which has multiple test cases 

· In the contribution analysis clause include the rationale for including a new threat, threat category, security objective.
3 Proposal

Add a note to clause 5.2.2.1 with a list of guidelines to be used when submitting contributions for threats, security objectives and security requirements.
4 pCR 

***
BEGIN CHANGES
***
5.2.2
Security Problem Definition (SPD)

5.2.2.1
Introduction

For the Security Problem Definition (SPD) clause of the SCAS writing phase, the steps to be accomplished by 3GPP SA3 for a given network product class are:
-
List the critical assets of the network product class;
-
;

Editor’s note (* linked to Editor’s note in clause 5.2.3): It is ffs whether the assumptions on the Operational Environment are part of the Security Problem Definition or whether they are part of Security Requirements. (i.e. next bullet point)

-
;

-
Identify the attacker model for the Network Product Class;

-
Identify threats, i.e. adverse actions than can be performed on assets; 
-
Identify the level of risk associated with the threats;

- 
Identify the list of the security objectives necessary to face the identified threats and reduce the risk surface.
For features that are standardized in 3GPP specifications some threat analyses are available from e.g. TR 33.821 for EPS [4] or other publications. In particular, threat analyses related to the security requirements in 3GPP TSs to be re-used in SCAS, cf. clause 5.2.3.2, need not be repeated in SCAS. These were however written before e.g. current SCAS type of work objectives came to light.

NOTE 1:
For features that are (to some degree) proprietary and, hence, not (fully) standardized, a way of describing them in a general way needs to be found as, by their nature, no common understanding is generally available to the public. Without a general description of a feature, it may be difficult to perform a threat and risk analysis on it.

NOTE 2:
To ensure consistency across threats and security objectives the following set of guidelines should be applied when analysing proposed threat and security objectives.
· Threat descriptions should avoid including security objectives or requirements or countermeasure implementation details.
· Check if there is an existing threat (i.e. already included in the TR 33.806 ???) before attempting to create a new one. For example a variant of an existing threat could be created.

· Attempt to map the threat to one of the existing threat categories before creating a new threat category.
· Details in the threat description should indicate if the threat is a high level threat (refers to several attack components)  or a detailed threat(refers to a specific attack component). 
· Attempt to map the threat to one of the existing security objectives before creating a new security objective.

· All requirements should map to one or more threats.

· All requirements should map to one or more security objectives. 
· It should be clear from the text in the requirement description field that the requirement is a detailed specific requirement (which has its own test case(s)) or is a high level requirement (e.g.  conformance to industry best practices) which has multiple test cases
· In the contribution analysis clause include the rationale for including a new threat, threat category, security objective.
Editor note: For all of the remaining SCAS documents, it is required to provide the detailed description of the threats and requirements in the PCR based on the rules above.
Editor note: it is ffs what threat category is. 
***
END OF CHANGES
***
