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Abstract of the contribution: Look into the ENs in section 6.3.5.4 and try to solve them.

1. Analysis
There are several editor’s notes for section 6.3.5.4. This document will look into the ENs and try to solve them.
Editor’s Note: It is FFS where the pre-configured key can be stored besides the secure environment within UICC or ME.
In this section, the secure environment is a logically defined function within the UE and is a composition of functions for the support of sensitive operations. It is not definded for specific layer. The ProSe Function provides ProSe UE with the group key, which is used for protecting one-to-many communication. If security environment is needed for ProSe UE, the group key should be stored within the security environment. However, if SA3 comes to an agreement that it is acceptable to store the ProSe group key as normal parameter, then ProSe group key may be normally stored.
 
Editor’s Note: It is FFS whether OTA or OMA DM can be used to update the pre-configured key. 
The ProSe Function may directly configure the ProSe UE with the group encryption key. The derivation function in ProSe Function may be defined on demand of operator. This means no derivation is needed for ProSe UE, and there is no need to synchronise parameter(s) for key derivation between ProSe UEs either. If the validity timer of the group encryption key expires, the ProSe Function reconfigures the updated group key to ProSe UEs via PC3. 
In 4.5.1.1.1, TS 23.303, it describes that OMA DM is used as the protocol to provision ProSe related configuration and authorization information in the UE. Provisioning is performed via the PC3 reference point. This means OMA DM can be used to the configurate and update the group key. 
2. Proposal
It is proposed to approve the pCR.

***************************************start first change*******************************************
[bookmark: _Toc378767954][bookmark: _Toc384997140]6.3.5.4	Key management
When the group en/de-cryption key is configured to the ProSe UE, it should be securely stored in the UICC or in the ME. The pre-configured key shall never leave the secure environment within the UICC or ME .
Editor’s Note: It is FFS where the pre-configured key can be stored besides the secure environment within UICC or ME.
The confidentiality key used to protect the communication data are the configured key and sent to the ProSe layer in the UE.  The ProSe UE directly uses this key and the configured encryption algorithm to protect all the user data.
Once the confidentiality key used to protect the communication data expires or is not secure, the ProSe Function should reconfigure ProSe UEs with new key and algorithm.
As the basis of secure group communication is the safety of the pre-configured key, it should be refreshed when it is expired or when it is not secure any more. In case the pre-configured key is stored in UICC, it could be refreshed by OTA. If the pre-configured key is stored in the secure environment within ME, it could be refreshed though OMA DMThe configuration/reconfiguration procedure could be used to update the group key. As TS23.303[20] specified,  OMA DM is used as the protocol to authorise and provision the UE via PC3, OMA DM can also be used to update the group key of ProSe UE.
Editor’s Note: It is FFS whether OTA or OMA DM can be used to update the pre-configured key. 
If a ProSe UE intents to join the group, it should communicate with the group manager to get authentication and authorisation. In this phase the shared group security material is configured into the ProSe UE. The configuration may be performed online or manually. 
***************************************end first change******************************************

