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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Architecture".

[2]
Void.

[3]
3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia (IM) Subsystem".

[4]
Void.

[5]
3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".

[6]
IETF RFC 3261 "SIP: Session Initiation Protocol".

[7]
3GPP TS 21.905: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Vocabulary for 3GPP specifications".

[8]
3GPP TS 24.229: "3rd Generation Partnership Project: Technical Specification Group Core Network; IP Multimedia Call Control Protocol based on SIP and SDP".

[9]
3GPP TS 23.002: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, Network Architecture".

[10]
3GPP TS 23.060: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, General Packet Radio Service (GPRS); Service Description".

[11]
3GPP TS 24.228: "3rd Generation Partnership Project: Technical Specification Group Core Network; Signalling flows for the IP multimedia call control based on SIP and SDP".

[12]
IETF RFC 2617 (1999) "HTTP Authentication: Basic and Digest Access Authentication".

[13]-[16]
Void.

[17]
IETF RFC 3310 (2002): "HTTP Digest Authentication Using AKA". April, 2002.

[18]
IETF RFC 3041 (2001): "Privacy Extensions for Stateless Address Autoconfiguration in IPv6".

[19]
Void.

[20]
IETF RFC 2451 (1998): "The ESP CBC-Mode Cipher Algorithms".

[21]
IETF RFC 3329 (2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".

[22]
IETF RFC 3602 (2003): "The AES-CBC Cipher Algorithm and Its Use with IPsec".

[23]
IETF RFC 3263 (2002): "Session Initiation Protocol (SIP): Locating SIP Servers".

[24]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".

[25]
Void.

[26]
ETSI ES 282 001: "TISPAN - Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Functional Architecture for NGN Release 1".

[27]
IETF RFC 3947 (2005): "Negotiation of NAT-Traversal in the IKE". 

[28]
IETF RFC 3948 (2005): "UDP Encapsulation of IPsec ESP Packets".

[29]
IETF RFC 3323 (2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[30]
IETF RFC 3325 (2002): "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Network".

[31]
3GPP TS 23.167: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) emergency sessions”.

[32]
IETF RFC 5626 (2009): "Managing Client Initiated Connections in the Session Initiation Protocol (SIP)".

[33]
Void.

[34]
IETF RFC 2246 (1999): "The TLS Protocol Version 1.0".

[35]
Void.

[36]
ETSI ES 282 004: “NGN Functional Architecture; Network Attachment Sub-System (NASS)”

[37]
ETSI TS 187 001: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN SECurity (SEC); Requirements"

[38]
Void.
[39]
3GPP TS 29.228: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".

[40]
3GPP2 X.S0011: "cdma2000  Wireless IP Network Standard".

[41]
3GPP2 C.S0023: "Removable User Identity Module for Spread Spectrum Systems".

[42]
Void.

[43]
3GPP2 S.S0055: "Enhanced Cryptographic Algorithms".

[44]
3GPP2 S.S0078: "Common Security Algorithms".

[45]
3GPP2 C.S0065: "cdma2000 Application on UICC for Spread Spectrum Systems".

[46]
3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Numbering, addressing and identification".

[47]
IETF RFC-2407: "The Internet IP Security Domain of Interpretation for ISAKMP".

[48]
IETF RFC-2408: "Internet Security Association and Key Management Protocol (ISAKMP)".

[49]
IETF RFC-2409: "The Internet Key Exchange (IKE)".

[50]
3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2".

[51]
3GPP TS 31.103: "3rd Generation Partnership Project: Technical Specification Group Core Network and Terminals; Characteristics of the IP Multimedia Services Identity Module (ISIM) application".

[52]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[53]
IETF RFC 4301: "Security Architecture for the Internet Protocol".

[54]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)". 

[55]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[56]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[57]
ETSI TS 187 003 v3.4.1: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Security; Security Architecture".

[58]
Void.

[59]
IETF RFC 5245: "Interactive Connectivity Establishment (ICE)".

[60]
IETF RFC 6544: "TCP Candidates with Interactive Connectivity Establishment (ICE) ".

[61]
IETF RFC 5766: "Traversal Using Relays around NAT (TURN)".

[62]
IETF RFC 6062: "Traversal Using Relays around NAT (TURN) Extensions for TCP Allocations".

[63]
IETF RFC 2817: "Upgrading to TLS Within HTTP/1.1".
[64]
IETF RFC 6623: "Indication of Support for Keep-Alive".
 [xx]
IETF RFC 4169: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2”.
[yy]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
--------------------------------------------------------END of 1st CHANGE--------------------------------------------------------------

--------------------------------------------------------START of 2nd CHANGE----------------------------------------------------------

X.2.1
General requirements
When the WIC has access to the USIM/ISIM in the UE, IMS AKA scheme shall be used for authenticating WebRTC IMS Client, as defined in section X.2.3 of this document. 
--------------------------------------------------------END of 2nd CHANGE----------------------------------------------------------

--------------------------------------------------------START of 3rd CHANGE----------------------------------------------------------

X.2.3
Solution 2: Use of IMS AKA 
X.2.3.1 General
When the WIC has access to the USIM/ISIM in the UE, IMS AKA scheme is used for authenticating WebRTC IMS Client, as described figure X.2.3.3-1.
The IMS AKA procedure is performed as specified in section 6.1 with the usage of HTTP Digest AKAv2 as defined in RFC 4169 [xx] (instead of HTTP Digest AKA defined in RFC 3310 [17]) and without security association set-up. The protection of IMS signalling between the WIC and the eP-CSCF is provided by the secure WebSocket connection.
The ME shall be able to apply access control policy to the WIC before granting the access to the UICC application in charge of the IMS AKA authentication for WebRTC. 
NOTE:
 Precision on how the ME could apply access control policy to restrict access to UICC is at the discretion of the ME implementation and is left out of scope of the present 3GPP release.
It is optional to have in the UICC an ISIM application that would be dedicated to WebRTC usage in order to maintain a clear separation between WebRTC Client and regular IMS UEs. This ISIM application dedicated to WebRTC could have separate subscription in the HSS (with unique IMPI and key K). In this way an attack will have an isolated impact and only affect the WebRTC IMS Client. 

X.2.3.2 Requirements
No requirements have been identified.
X.2.3.3 Procedures
Figure X.2.3.3-1 shows the registration flow.
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Figure X.2.3.3-1: WebRTC client authentication using IMS AKA 
· Web page download from WWSF

From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF.

· Establishment of secure Web socket connection between WIC and eP-CSCF

The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. The TLS connection provides one-way authentication of the server based on the server certificate.

NOTE X:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/). The protection mechanism works under the assumption that the browser is not under the attacker's control, which means that the contents of the Origin header can be trusted.
- IMS AKA Procedure (from Step 1 to Step 8)
The IMS AKA procedure is performed as specified in section 6.1 with the usage of HTT Digest AKAv2 as defined in RFC 4169 [xx] (instead of HTTP Digest AKA defined in RFC 3310 [17]) and without security association set-up.

 The WebRTC IMS Client forwards necessary IMS AKA information to the UICC application in charge of the IMS AKA authentication for WebRTC.

The ME applies access control policy to the WIC before granting the access to the UICC application in charge of the IMS AKA authentication for WebRTC. 

 This UICC application sends back the results of the AUTHENTICATE command executed to perform the IMS AKA authentication, as defined in section 8 of this document. After successful execution of the AUTHENTICATE command, the ME securily derives the HTTP Digest password as described in RFC 4169 [xx] using as pseudo-random function (PRF) the key derivation function (KDF) specified in Annex B of 3GPP TS 33.220 [yy]. The WebRTC IMS Client uses this HTTP Digest password to provide the authentication response in the SIP Register message. The WIC shall not have access to the keys CK and IK. 

The S-CSCF shall also use the KDF defined in Annex B of 3GPP TS 33.220 [yy] as pseudo-random function (PRF) when deriving the HTTP Digest password. 
Editor’s note: A new algorithm string needs to be defined for the 3GPP KDF in HTTP Digest.
Editor's Note: The security properties of solution using IMS AKA without IPsec and relying on TLS tunnel set up for WebSocket is ffs.

Editor's Note: It is ffs how the effects of key theft can be limited by e.g. binding the IMS AKA credentials to the web page and/or TLS tunnel (i.e. similar to what is done in Web GBA).
--------------------------------------------------------END of 3rd CHANGE----------------------------------------------------------
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