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1. Overall Description:

SA3 thanks SA3-LI for their LS SA3LI14_077r2. SA3 would like to provide to the following answer to the question from SA3-LI:

[SA3-LI question]: Suppose not all of the one-to-many ProSe Direct Communication is intercepted; does SA3 believe it would be possible to calculate the session key(s) that are being used to protect the communications being targeted?
In the LS provided by SA3-LI, SA3LI14_077r2, SA3-LI state that LI for ProSe communications will be provided by the following mechanism:

[SA3-LI answer]: SA3-LI believe that the LI requirements for ProSe one-to-many ProSe Direct Communication can be satisfied if it is possible to have an interface where a UE can either forward immediately all available user data exchanged via one-to-many ProSe Direct Communications while the UE is in network coverage, or – for out of coverage operation – store and upload at a later time.
SA3-LI have indicated in the LS that it is acceptable for the UE to store communications data while out of coverage and forward that data once in coverage in order to support LI. Therefore communications data is already available and the session key should not be required in support of the LI function. If the session key is still required (for example if the user data is supplied encrypted), the session key may also be provided by the UE via the interface described above.

Therefore, SA3 believe that it would be possible for the key to be provided by the UE for LI purpose so it would not be necessary to calculate the session key in support of LI for a one-to-many ProSe Direct Communication.

In discussion of LS SA3LI14_077r2, SA3 has identified concerns about the solution SA3-LI is considering for out of coverage one to many direct communications. Specifically SA3 consider that any requirement to store communications content and/or CDRs on the UE for upload once UE is in coverage, may have significant impacts on the UE and is considered impractical for many handsets. Therefore SA3 ask SA3-LI to consider alternative solutions (if available) which have a lower UE impact.
2. Actions:

To SA3-LI
ACTION: 
Please take the above information into account and consider alternative solutions for out of coverage LI for ProSe.
3. Date of Next SA3 Meetings:
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