3GPP TSG SA WG3 (Security) Meeting #74
S3-140320
20 – 24 January, 2014; Taipei, China                                                                   revision of S3-140109
Source:
China Unicom, Nokia Corporation, NSN
Title:
Key issue- Identify protection scope
Document for:
Discuss and Approval 
Agenda Item:
8.4
Work Item / Release:
SPI/R12
Abstract of the contribution:

This contribution analyzes the key issue – identify protection scope of privacy.
1 Introduction 
With the evolving of telecommunication network and it’s innovate application paradigm developing, more and more systems/protocols involve privacy. In telecommunication domain, the privacy refers to Personally Identifiable Information (PII) and user/UE identity privacy. Since privacy is a dynamic and diversity concept which contains various information types, not every system/protocol involve same types of privacy information. Consequently, when design new systems, security architectures and protocols, the scope of privacy and the potential privacy (e.g. use converge information to infer privacy sensitive information) should be analyzed and clarified.
Consequently, we propose privacy requirements as follows.
Systems, security architectures and protocols design should identify possible privacy related information in the initial stage.
We kindly propose SA3 to agree the following PCR.
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***
BEGIN CHANGES
***
X. Key issue #X: Identify protection scope
X.1 Issue details
With the evolving of telecommunication network and it’s innovate application paradigm developing, more and more systems/protocols involve privacy. In telecommunication domain, the privacy refers to Personally Identifiable Information (PII) and user/UE identity privacy. Since privacy is a dynamic and diversity concept which contains various information types, not every system/protocol involve same types of privacy information. Consequently, when design new systems, security architectures and protocols, the scope of privacy and the potential privacy (e.g. use converge information to infer privacy sensitive information) should be analyzed and clarified. 
X.2 Threats
The possibility of combining information collected by an attacker may result in new interfering of privacy sensitive information. It may bring additional risks to user’s information security.

If the scope of involved privacy is not identified in initial stage of system/protocol design, it may bring extra overhead for system/protocol secure execution and application.

X.3 Privacy requirements
System and security architecture design as well as protocol design should identify possible privacy related information in the initial stage.
***
END OF CHANGES
***
