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1. Introduction
The companion contribution S3-140147 proposes a skeleton for TR 33.806. The present contribution proposes a pCR for clause 5 “Security Problem Definition” according to this skeleton. 
2. Pseudo CR
Start of pCR
5
Security Problem Definition 

Editor's note: Details on the expected content of this clause are described in TR 33.805, clause 5.2.2.4.2.2. They are used here to further refine the structure of this clause. 

5.1
Introduction 

5.2
Critical assets 

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 

5.3
Threats
 
Editor's note: TR 33.805, clause 5.2.2.4.2.2 also requires considerations on the attacker model. They are to be included in this subclause as it may make sense to consider the attacker model together with the threat. How to further structure this subclause will be decided when more information on modelling attackers and threats is available.
Editor note: It is ffs whether the classification as below is suitable. It needs to be cross-checked with other classifications used in the present document.
5.3.1 Threats relating to 3GPP-defined interfaces

The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately. 

NOTE: Not all threats and risks covered by security mechanisms in existing 3GPP security specifications may have been adequately documented in a 3GPP TS or TR. They may have also been addressed in contributions to 3GPP Working Group meetings. A good source for these threats and risks is 3GPP TR 33.821. Note, however, the disclaimer in clause 1 of this TR. Note also that threats that relate to actions local to the MME and/or do not affect interoperability may also not have been addressed by existing 3GPP work. 
When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications they need to be addressed in the present SCAS. Generic threats, e.g. threats relating to protocol robustness, that also apply to 3GPP-defined interfaces are covered in section 5.3.2.

5.3.2 Other Threats 

5.4
Security objectives
Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all security objectives derived from the threats. Each objective shall be given a unique identifier for later reference from the requirements and shall point to the threats it addresses.

5.4.1 Objectives relating to 3GPP-defined interfaces

The security objectives relating to 3GPP-defined interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. Such objectives are therefore not considered here separately as there is no need to repeat this work. 
When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications they need to be addressed in the present SCAS. Generic objectives, e.g. objectives relating to protocol robustness,  that also apply to 3GPP-defined interfaces are covered in section 5.4.2.
5.4.2 Other Objectives
End of pCR
