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Abstract of the contribution: This contribution provides some analysis on the security threats related to MME software package integrity and anti-virus, and propose some requirements as countermeasures.
1 Introduction  
This contribution analyzes the security threats and requirements on MME software package integrity and anti-virus and hopes to trigger the security threats and requirements discussion of MME.
2 Analysis
In the LTE network architecture, the MME is responsible network access, radio resourcement, mobility management, and security functions that is crucial for the operations in LTE. MME security is an integral part of the overall security of LTE networks. As part of equipment installation and upgrade, MME software package is main factor of MME software security. Integrity of software package should be guaranteed from the publication to install/upgrade. And software package should not contain any virus code or Trojan horse.
Security threats exist from software package publication to install/upgrade. The attacker may tamper software package with virus code or Trojan horse, etc. Security risks may threat LTE network, including information leaking, illegal use of network, by using tampered software package.
In order to avoiding the risk that anti-virus software alarm for existing virus codes, software package should be scanned by multi anti-virus software before publication and attach with scan reports.
It is proposed to add the above threats to the TR along with the following security requirements:

1) MME software package/patch integrity protection:
a) Software integrity shall be used to validate the software package to prohibit the use of insecure and uncertified software package in order to prevent software tampering.
b) Software integrity shall support digital-signature standard.
c) Software iIntegrity shall be performed during software installation and upgrade stages.

2) MME software package anti-virus protection:
a) MME software package shall be scanned by one or more mainstream anti-virus software. MME software shall only be published when there is no virus detected.

b) MME software package shall include anti-virus scan report. The anti-virus scan report should contain at the minimum: anti-virus software title, version, vius library version, scan time, and scan result.

c) MME software package should include scan report, contain with anti-virus software title and version, vius lib version, scan time, scan result and etc.
3 Proposal

It is proposed to include the analysis below to TR 33.8xx.

4 pCR 

***
BEGIN CHANGES
***
X Security threats and requirements on MME software package integrity and anti-virus
X.1 Security threats on MME software package integrity and anti-virus
Security threats exist from software package publication to install/upgrade. The attacker may tamper software package with virus code or Trojan horse, etc. Using tampered software packages in the MME may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.


Editor’s Note: Threats needs to be mapped back to which assets are under threat.

Editor’s Note: Threats’ relation to attacker model needs FFS.
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***
END OF CHANGES
***
