3GPP TSG SA WG3 (Security) Meeting #74


S3-140264

20-24 January 2014; Taipei (Taiwan)

Source:
SA2 WG Chairman
Title:
Notes for SA2-SA3 Joint meeting
Document for:
Information
Agenda Item:
7.1.2

SA WG2 Meeting #101
S2-140468
20 - 24 January 2014, Taipei, Taiwan
(revision of S2-14xxxx)
Source:
SA WG2 Chairman

Title:
Notes for SA2-SA3 JM1
Document for:
REPORT
Agenda Item:
JM-1
Work Item / Release:
IMS_WebRTC / Rel-12
Notes on SA2-SA3 JM1 on IMS_WevRTC
S2-140133 SA2 presentation "SA2 and SA3 Joint meeting on IMS_webRTC SA2 status" 
from Alcatel-Lucent, Serving as IMS_WebRTC rapporteur at SA2 101 due to the absence of Yu Qing, China Mobile who could not attend the meeting.

Discussion:

slide 4

Question would IMS digest security be sufficient for support of the scenario "WIC registration of individual Public User Identity with IMS using IMS digest" on slide 4?

Orange asked (in SA2) if we could skip CORS? SA2 asked whether from a security perspective it is possible to skip CORS in this scenario

Action: SA3 will answer if it is possible to skip CORS in this scenario

slide 5

The scenario on slide 5 "WIC registration of individual Public User Identity with IMS based on web authentication / authorization"

The author, during presentation, explained that 2 scenarios are described on this slide. 
The user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with the WWSF (1-1 mapping web-Id   IMPU)

Or the WWSF assigns IMPU from an IMPU pool allocated by the IMS Core (operator)
NSN observed that only the first bullet has been discussed in SA3, not the second.

slide 6

Slide 6 presents another scenario, that has not yet been agreed: "bulk registration of a wildcard"

SA3 chairman: what is the status, can this be provided in Rel-12?

A-Lu, Rapporteur: 3 support in SA2, 3-4 say they do not like it.

SA3 chairman: if is not concluded, SA3 cannot work on it.

Slide 7: 

Ericsson: if there is a token, there must be keying material. How was it provisioned?

Alcatel-Lucent: The eP-CSCF must have and check the signature and have keying material, there must be trust between the eP-CSCF and the WWSF.

NSN: It is only needed by the eP-CSCF to verify the WWSF keyed signature; that could be the extent of the trust. So the first bullet needs to be answered yes. The trust may not be transitive, so the second question cannot be answered affirmatively.

Ericsson: this sounds like an improbable scenario. In a roaming scenario, why the VPLMN eP-CSCF have a trust relationship with the HPLMN operator?

Alcatel-Lucent: for the second question, the answer remains unclear because the trust may not be transitive.

Slide 8: 

no comments.

===

The Rapporteur made S2-140123 available with the 23.228 CR, in a draft state.

===

S3-140212 SA2-SA3 joint meeting on WebRTC, Ericsson

Slide 2:

SA3 asks whether they can make the following assumptions:
· the WIC is executing in a contemporary browser environment without access to USIM/ISIM
[This is currently a contentious issue in SA3]
· the device centric approach is out of scope

· roaming is out of scope

· scenario 3 is out of scope

· wildcarded IMPU is out of scope 
Alcatel-Lucent: roaming out of scope, wildcard IMPU and scenario 3 is still under discussion - this answers SA2 questions. SA3 has stable descriptions of other scenarios. But on scenario 3, there remain open discussions. 

Ericsson: is there a difference between scenario 3 and 'wildcarded IMPU'?

Alcatel-Lucent:  No

Ericsson: can we agree to the first 3 bullets? the last 2 remain under discussion it is clear.

Orange: the device centric is not specified, but it already works. It can be 'out of scope.' Why should roaming be out of scope?

Rapporteur/Alcatel-Lucent: the device-centric approach should not require any standardization. The device must support a standard IMS set of interfaces. Then there is nothing further to say.

Ericsson: do you even need a description of what you just said in the TR?

Alcatel-Lucent:  no

SA3 chairman:  roaming is out of scope - is this an SA2 perspective?

Rapporteur/Alcatel-Lucent: this remains currently (at the time of the JM) under discussion in SA2. Orange defends the position that roaming support is in scope. Other companies say it is out of scope.  We would need a strong relationship between the WWSF and eP-CSCF in any case.

NSN: What is the real meaning of roaming in this scenario? How would this work ?

Rapporteur/Alcatel-Lucent: it would only work in the second subbullet of slide 5. Otherwise it would not work or at least be quite cumbersome.

NSN: Does it only work for the scenario when the records are in the HSS - why do you need the HPLMN? Why is there another IMS network involved?

Rapporteur/Alcatel-Lucent: is this access roaming or IMS roaming. This relates to access roaming.

NSN why is this called roaming then?

Rapporteur/Alcatel-Lucent: from an IMS perspective, the user is always handled (from an IMS access sense) from the HPLMN. So IMS roaming is out of scope.

Antoine: Gave an example, asks why it is not supported?

Alcatel Lucent: IMS roaming support  is not going to be easy to specify.

NSN: we need the answer soon or we cannot define security for the feature.

slide 4 / Q1 on standardization of a 3rd party “authentication protocol” between the WIC and eP-CSCF in scenario 2.

Alcatel-Lucent: What we would need to have is some requirement - e.g. use TLS for the protocol that transfers the token, the parameters that need to be carried. We believe there is no need to standardize except for such requirements.

Orange: if this is not specified, we will have interoperability problems, even if it is not mandatory to use.

Ericsson: if you have 2 operators with 2 eP-CSCFs will they both support at least one signalling protocol on W2?

Orange: yes - if nothing is specified, there is no chance for interoperability. No chance also to change eP-CSCF vendors.

Alcatel-Lucent: It is not up to SA2 to decide whether SA3 should standardize the “authentication protocol”. We can leave flexibility as anyhow the signaling protocol over W2 is not standardized. Due to the lack of time we cannot standardize all interfaces in this release.

Vodafone: what protocols would be used in a proprietary sense?

Alcatel-Lucent:  The “authentication protocol” is carried over secure web socket (W2), TLS (W1), etc. O-Auth is an example. Other protocols are possible.

Ericsson: so we provide an example protocol.

Ericsson: will this be interoperable with earlier releases?

Alcatel-Lucent: let's not speculate in rel-13. We have trouble completing rel-12,.

Ericsson: this has consequences in the future

slide 5-6 / Q2: has Oauth been considered in the architecture work?

Rapporteur/Alcatel-Lucent: WWSF is not necessarily one server, it is one logical function. It could be distributed into different entities. In terms of the standard, will the O-auth client and O-auth server be controlled in different entities? 

Ericsson: can we exclude the case where the OAuth server is owned by an operator, and WWSF is owned by a third party?

Alcatel-Lucent;No  SA3 can decide that. It seems likely that both would be administered by the same entity, but not in all cases. At least it should be possible to allow deployment where the O-Auth server belongs to the 3rd party

=> We can assume these are separate functions.

SA3 chairman: this is SA3's decision. This would have to be reviewed by plenary.

SA2 chairman: SA3 can limit deployment options, if this is what they decide

slide 6 / subscription information synchronization

how to synchronize the WWSF and HSS?

Answer: SA2 has no answer - it is an open question in SA2.

slide 8: TURN server authentication for NAT traversal

· How can the TURN access authentication be performed if there is no interface between TURN server and eP-CSCF/IMS ,   deploy a local AAA server for the  TURN server?

·  How can the control plane inform the TURN server to release the related  allocations if a session is finished , is it only relied on the client sending the release request or the aging  timer.

How to ensure that the resources are not exhausted? Must we add a timer to release resources after some time, etc?

Alcatel-Lucent: we have no answer to provide from SA2.

Huawei: Can we capture this in the SA2 specification? In rel13 even?

SA2 chairman: what do we do if we cannot answer now, this week, until Q2 2014?

Alcatel-Lucent: what if we cannot answer what are the consequences? what are more urgent?

Ericsson: the fourth question involves new interfaces. The WWSF is out of scope, it seems.

Alcatel-Lucent: It seems q4 is more important. Q3 concerns an operational deployment. 

Orange: Q3 is only deployment - we can say no. 

Alcatel-Lucent: supports Orange.  We can respond to Q4 in SA2 102.

ACTION: SA2 will respond to Q4 in SA2 102

NSN: Q4 is not something you can dismiss.

Alcatel-Lucent: the management of the HSS and the subscription service could be handled 'magically.'

Huawei: how would this work? (esp for dynamic registration)

Alcatel-Lucent; it won't work for dynamic interactions

Ericsson: there has to be provisioning of some kind

Alcatel-Lucent: but this is not dynamic interaction

Huawei: how is this  controlled?

Alcatel-Lucent: the operator provides configuration

NSN: There is no relationship between the WWSF and the eP-CSCF necessarily but it is not clear how this comes to the picture (not through the HSS)

SA2 chairman: as only Alcatel-Lucent is only responding, perhaps we can get an LS out by the end of the week

ACTION: SA2 to send an LS.



