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Abstract of the contribution:

This contribution proposes soltuions to key issue : Transmitter Group Member ideitification.
1 Introduction
For key issue: Transmitter Group Member ideitification, there is a security requirement that: 
‘Receiving Group Members shall be assured of the identity of the current Transmitter Group Member(s).’
2 Solution
SA2 is considering handling Group Management at application level and Transmitter Group Member’s identifier can be transmitted in application layer. A Transmitter Group Member can be uniquely identified to the Receiver Group Members at application level. In this case, application layer security can ensure the identity of the Transmitter Group Member in case that application layer security is used. 
The Transmitter Group Member does not send messages to Receiver Group Members directly but via GCSE AS. That is to say the Transmitter Group Member sends messages to GCSE AS via UL bearer first, and then GCSE AS forwards the messages to Receiver Group Members via DL bearers. 
In case that application layer security is used, GCSE AS can authenticate Transmitter Group Member and ensure authenticity of Transmitter Group Member. It prevents masquerade of Transmitter Group Member’s identity. 
The Transmitter Group Member’s identity is carried in the application layer message in downlink bearer. The Integrity protection and confidentiality protection is provided in application layer. It prevents Transmitter Group Member’s identifier from modifying when it is sent from GCSE AS to Receiver Group Members. The Receiver Group Members can ensure the identity is authentic.
3 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

6.X
Key issue: Transmitter Group Member identification

6.X.1
Key issue details

In a Group Communication, a Receiving Group Member's UE shall be able to identify which Group Member(s) is currently transmitting to the group. 
3GPP TS 22.468 [2] contains a requirement that "A Transmitter Group Member shall be uniquely identified to the Receiver Group Members".

For example, in a public safety use case, the UE might display this to the user to allow them to easily identify communications from a commanding officer.

6.X.2
Security threats

There is a threat of spoofing of the identity of the Transmitter Group Member(s) by malicious group members and attackers outside of group. 
6.X.3
Security requirements

Receiving Group Members shall be assured of the identity of the current Transmitter Group Member(s) not being spoofed by malicious group members.
Receiving Group Members shall be assured of the identity of the current Transmitter Group Member(s) not being spoofed by attackers outside of group.
6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. 
Mark dependencies to other key issues and also any stage 2 solution that is part of.
The Transmitter Group Member sends messages to GCSE AS via UL bearer first, and then GCSE AS forwards the messages to Receiver Group Members via DL bearers. 

In case that application layer security between GCSE AS and GCSE UE is used, GCSE AS can authenticate Transmitter Group Member and ensure authenticity of Transmitter Group Member. It prevents masquerade of Transmitter Group Member’s identity. The Transmitter Group Member’s identity is carried in the application layer message in downlink bearer. The Integrity protection and confidentiality protection is provided in application layer. It prevents Transmitter Group Member’s identifier from modifying by attackers outside of group when it is sent from GCSE AS to Receiver Group Members. The Receiver Group Members can be ensured the received Transmitter Group Member’s identity is not modified by attackers outside of group. 
6.X.5 
Evaluation

******************************************End of First Change***********************************************************
















































