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Introduction 
This document provide the security part of a direct discovery solution that will be submitted to SA2 in S2-140080. At the SA2#100, there were some principles agreed for commercial direct discovery which included the network checking of the received announcements. The solution is described is as complete as possible given that for example not all the protocols are decided, i.e. the solution provides the stage 2 level security requirements and information flows where appropriate but may require some review once protocol decisions are taken. The proposed solution addresses several key issues as more than one is appropriate for a complete solution for commercial direct discovery.

Overview of the solution 

The solution proposed in S2-140080 describes several procedures. These are the following:
1. The Authorization procedure: The UE contacting the ProSe function(s) in the network in order to obtain authorisation to use direct discovery in the various PLMNs. This step also includes the ability of the network to revoke authorisation with via a push message. The proposed protocol for this is OMA DM.
2. The Discovery Request procedure: This allows an announcing and monitoring UE to obtain the necessary configuration information to be able to announce a code or monitor for codes on a particular PLMN. Among other things, the configuration information includes the codes to be announced or monitored for and for announcing UE only the key that is used to integrity protected the code during its announcement.
3. The Discovery procedure: The code is announced by the announcing UE and received by the monitoring UE

4. The Discovery Match procedure: This allows a code received by the monitoring UE to be checked and confirmed by the network. As part of this procedure the network checks the integrity protection on the received code and can also provide the UE with meta-data corresponding to the received code. 
1 ,2 and 4 above all include the possibility to exchange traffic between ProSe functions in the network. Analysing the above procedures 1, 2, and 4 require the security requirements in Key Issue #1.1 on protecting configuration data to be satisfied (strictly 4 is not about configuration data but has the same requirements). Steps 1 ,2 and 4 also require the protection of traffic between network entities and hence require the security requirement in a new Key Issue on security of network interfaces to be satisfied (see S3-140139 for such a proposed key issue). Finally, for open discovery the security requirements in key issue 2.4 needs to be satisfied. 
The following sections detail the proposed security solution to each of the key issue above.
Interface between the UE and ProSe function
For UE initiated messages, PSK TLS with GBA based shared key-based mutual authentication between UE and ANDSF server as specified by clause 5.4 of TS33.222.

For network initiated messages one of the following mechanisms shall be used:

- If a PSK TLS connection has been established as a part of a pull message and is still available, the available PSK TLS session shall be used.

- Otherwise, PSK TLS with GBA push based shared key-based mutual authentication between the UE and the ANDSF server shall be used. GBA push is specified in TS 33.223.

NOTE: If a TLS connection is released, it can only be re-established by the client side, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.
Interface between network elements

For all interfaces between network elements, 

•
TS 33.210 shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

•
TS 33.310 may be applied regarding the use of certificates with the security mechanisms of TS 33.210 unless specified otherwise in the present document.

NOTE:
For the case of an interface between two entities in the same security domain, TS 33.210 does not mandate the protection of the interface by means of IPsec.

Integrity protection of the transmitted code for open discovery
The announced code is integrity protected as show in the following flow. It is assumed that there is a “timevalue” parameter available to both the UEs as described in solution 2.1. The possible multiple ProSe Functions have also been collapsed into one logical element as it does not affect the security here.
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1. The Announcing UE sends a Discovery Request message to the ProSe Function in order to be allowed to announce code on that PLMN.
2. The ProSe function returns the ProSe App Code that the announcing UE can announce and a Discovery Key associated with it. The ProSe Function stores the Discovery Key with the ProSe App Code.

3. The UE starts announcing. In each slot that it announces, the announcing UE calculates a Message Integrity Code (MIC) to append to the ProSe App Code, so that the announced code becomes the ProSe App Code plus the MIC. The MIC is calculated using the KDF described in TS 33.220 with the Discovery Key as the key and the “timevalue” parameter (as in solution 2.1) and the ProSe App Code as the other inputs.

4. The Monitoring UE sends a Discovery Request message to the ProSe Function in order to get the ProSe App Code that it want to listen for.

5. The ProSe Function returns the ProSe App Code.
6. The Monitoring UE listens for announced codes that contain a ProSe App Code that it is interested in.

7. On hearing such an announced code, the Monitoring UE sends a Match Request message to the ProSe function containing the ‘timevalue’ parameter related to the slot it heard the announcement and the announced code, i.e. the ProSe App Code and MIC.

8. The ProSe Function checks the MIC is valid. The relevant Discovery Key is found using the ProSe App Code.

9. The ProSe Function returns an acknowledgement that the integrity checked passed to the Monitoring UE.

Proposal 

It is proposed that SA3 agree to the include the below pCR in the TR

Proposed pCR
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6.2.X
Solution #2.X: Security for discovery with network checking
6.2.X.1
General

This solution addresses key issues #1.1, #2.4 and #X.X in the current document and is the security part of solution in Annex X of TR 23.703[4].

Editor’note: Annex X of TR 23.703 is temporary home for this, so reference will need to be updated later.
6.2.X.2
Overveiw of solution

The solution proposed in Annex X of TR 23.703[4] describes several procedures. These are the following:

1.
The Authorization procedure: The UE contacting the ProSe function(s) in the network in order to obtain authorisation to use direct discovery in the various PLMNs. This step also includes the ability of the network to revoke authorisation with via a push message. The proposed protocol for this is OMA DM.

2.
The Discovery Request procedure: This allows an announcing and monitoring UE to obtain the necessary configuration information to be able to announce a code or monitor for codes on a particular PLMN. Among other things, the configuration information includes the codes to be announced or monitored for and for announcing UE only the key that is used to integrity protected the code during its announcement.

3.
The Discovery procedure: The code is announced by the announcing UE and received by the monitoring UE

4.
The Discovery Match procedure: This allows a code received by the monitoring UE to be checked and confirmed by the network. As part of this procedure the network checks the integrity protection on the received code and can also provide the UE with meta-data corresponding to the received code. 

1 ,2 and 4 above all include the possibility to exchange traffic between ProSe functions in the network. Analysing the above procedures 1, 2, and 4 require the security requirements in Key issue #1.1 on protecting configuration data to be satisfied (strictly 4 is not about configuration data but has the same requirements). Steps 1 ,2 and 4 also require the protection of traffic between network entities and hence require the security requirement in a key issue #X.X. Finally, for open discovery the security requirements in key issue #2.4 needs to be satisfied. 

The following subclauses detail the proposed security solution to each of the key issue above.
6.2.X.3
Secuity procedures
6.2.X.3.1
Interface between the UE and ProSe function

For UE initiated messages, PSK TLS with GBA based shared key-based mutual authentication shall be used between UE and ANDSF server as specified by clause 5.4 of TS33.222 [5].

For network initiated messages one of the following mechanisms shall be used:

- If a PSK TLS connection has been established as a part of a pull message and is still available, the available PSK TLS session shall be used.

- Otherwise, PSK TLS with GBA push based shared key-based mutual authentication between the UE and the ANDSF server shall be used. GBA push is specified in TS 33.223 [7].

NOTE: If a TLS connection is released, it can only be re-established by the client side, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.

6.2.X.3.2
Interface between network elements

For all interfaces between network elements, 

•
TS 33.210 [aa] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

•
TS 33.310 [bb] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [aa] unless specified otherwise in the present document.

NOTE:
For the case of an interface between two entities in the same security domain, TS 33.210 [aa] does not mandate the protection of the interface by means of IPsec.

6.2.X.3.3
Integrity protection of the transmitted code for open discovery
The announced code is integrity protected as show in the following flow. It is assumed that there is a “timevalue” parameter available to both the UEs as described in solution 2.1. The possible multiple ProSe Functions have also been collapsed into one logical element as it does not affect the security here, so in effect the flow represents both the announcing and monitoring UE being in their home network.
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Figure: 6.2.X.3.3-1: Integrity protection of the transmitted code
1.
The Announcing UE sends a Discovery Request message to the ProSe Function in order to be allowed to announce code on that PLMN

2.
The ProSe function returns the ProSe App Code that the announcing UE can announce and a Discovery Key associated with it. The ProSe Function stores the Discovery Key with the ProSe App Code.

3.
The UE starts announcing. In each slot that it announces, the announcing UE calculates a Message Integrity Code (MIC) to append to the ProSe App Code, so that the announced code becomes the ProSe App Code plus the MIC. The MIC is calculated using the KDF described in TS 33.220 [6] with the Discovery Key as the key and the “timevalue” parameter (as in solution 2.1) and the ProSe App Code as the other inputs.

4.
The Monitoring UE sends a Discovery Request message to the ProSe Function in order to get the ProSe App Code that it want to listen for.

5.
The ProSe Function returns the ProSe App Code.

6.
The Monitoring UE listens for announced codes that contain a ProSe App Code that it is interested in.
Editor’s note: The possibility of a DOS attack caused by fake discovery messages being received is FFS. Possible countermeasures include limiting the rate at which UEs can send Match Requests.
7.
On hearing such an announced code, the Monitoring UE sends a Match Request message to the ProSe function containing the ‘timevalue’ parameter related to the slot it heard the announcement and the announced code, i.e. the ProSe App Code and MIC.

8.
The ProSe Function checks the MIC is valid. The relevant Discovery Key is found using the ProSe App Code.

9.
The ProSe Function returns an acknowledgement that the integrity checked passed to the Monitoring UE.
******* END OF CHANGES ***********
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