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BEGIN CHANGES
***
2
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<NOTE TO RAPPORTEUR: TEXT OMITTED>
[X1]
draft-ietf-rtcweb-data-protocol: "RTCWeb Data Channel Protocol ".

[X2]
draft-ejzak-dispatch-webrtc-data-channel-sdpneg: "SDP-based WebRTC data channel negotiation".
[X3]
RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)".
***
NEXT CHANGE
***
6.2.2
Media security for WebRTC Data Channels
6.2.2.1
Introduction
This clause describes how end-to-access-edge (e2ae) security is achieved for WebRTC Data Channels.
WebRTC-compatible browsers use SCTP over DTLS as transport protocol for peer-to-peer data. A WebRTC Data Channel is defined as two unidirectional SCTP streams, one in each direction, which are managed together as a single entity (see draft-ietf-rtcweb-data-protocol [X1]).  The application protocol which runs on top of the WebRTC Data Channel is not specified and the JavaScript is free to implement any protocol it requires.
The application protocols that a WebRTC IMS Client may need to support are MSRP, BFCP, T.140, and T.38. Figure 6.2.2.1-1 shows the common protocol stack and the required protocol translation. The transport protocol that the IMS-AGW applies on the remote side (marked X in the figure) depends on the application protocol. For MSRP and BFCP X=TCP, for T.140 X=RTP/UDP, and for T.38 X=UDPTL/UDP. In general the IMS-AGW will forward the application protocol messages transparently. The only exception is MSRP messages which contain IP address information and therefore needs to re-written by the IMS-AGW. This can however be avoided if both endpoint support the MSRP CEMA extension [X3].
T.140 (real-time text) and T.38 (fax) are included here for sake of completeness. These are legacy protocols and are not expected to be commonly used.
Editor’s Note: The final list of supported application protocols (e.g., MSRP, BFCP, T.140, and T.38) is to be decided by CT groups.
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Figure 6.2.2.1-1: Protocol stack for WebRTC Data Channels
2 6.2.2.2
e2ae security for WebRTC Data Channels
E2ae security for WebRTC Data Channels is achieved in the same way as e2ae security for MSRP over TLS/TCP.  In both cases certificate fingerprints need to be exchanged over SDP and the media has to be anchored in IMS by inserting a gateway on the media path. To ensure the integrity of the certificate fingerprint the signalling path is assumed to be protected.
Figure 6.2.2.2-1 shows the originating procedure for e2ae protection of WebRTC Data Channels. The terminating procedure is similar and is not shown here. Note that no assumptions are made on the interface between the WebRTC IMS Client and eP-CSCF except that it SDP based and integrity protected.
Since only e2ae security is supported at the moment, the WebRTC IMS Client is required to include the indication "e2ae-security requested by UE" in every offer it creates.
It is assumed that the eP-CSCF is aware of the fact the IMS UE is a WebRTC IMS Client and automatically applies e2ae security for terminating calls.  Therefore, unlike the existing e2ae security for MSRP over TLS/TCP, there is no need for the IMS UE to indicate support of e2ae security during registration.
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1. SDP offer:

m=application 54111 DTLS/SCTP 5000

a=fingerprint: SHA-1 4A:AD:B9 …

a=3ge2ae:requested

a=sctpmap:5000 webrtc-datachannel 16

2. IMS Access GW interaction

(inclusion in the media path)

5. Media security setup

(transfer of fingerprints)

6. SDP answer:

m=application 62442 DTLS/SCTP 5001

a=fingerprint: SHA-1 54:02:12 …

a=sctpmap:5001 webrtc-datachannel 16

9. DTLS handshake

SCTP handshake

Application data (e.g. MSRP)


Figure 6.2.2.2-1: E2ae protection of WebRTC Data Channels 

NOTE 1:
How the application protocol (e.g. MSRP) and the WebRTC DataChannel configuration (e.g. stream identifiers, reliable or unrealiable transmission, etc) are communicated to the remote endpoint is out-of-scope of this document and is left for the corresponding stage 3 specification. Whether this is done via SDP offer/answer as in draft-ejzak-dispatch-webrtc-data-channel-sdpneg [X2], or using the in-band RTCWeb Data Channel Protocol defined in draft-ietf-rtcweb-data-protocol [X1], has no relevance for security purposes.   
NOTE 2:
Whether multiple WebRTC Data Channels are allowed to share the same SCTP association and DTLS connection is out-of-scope of this document and is left for the corresponding stage 3 specifications. The decision to this question is not considered to have any security impact.
***
END OF CHANGES
***
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