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1. Introduction
The contribution S3-131162 proposed a skeleton for the TR that was then named TR 33.916 in the final version of the WID, cf. SP-130718. The present contribution proposes a pCR for clause 6 “Vendor and third-party laboratory accreditation” according to this skeleton.
The newly included text is largely a copy of clauses 5.2.2.6, relevant parts of 5.2.3 (subclauses 5.2.3.1, 5.2.3.3 and 5.2.3.4) and 5.2.7 of TR 33.805 v12.0.0. 
In-depth examination of clause 5.2.3 led to the conclusion that large parts of the text should be best evolved further by GSMA NESAG when definining final criteria for accreditation instead of SA3. This is reflected by not including them into this document and inserting an adapted version of the note at the beginning of 5.2.3.1 at the very beginning of the pCR.
Clause 5.2.2.3 was left out completely as it was found that its relevant content overlaps with the new section 6.2 (adapted from 5.2.3.3 of TR 33.805) and is therefore already included.

As clause 6 is currently empty, except for the Editor’s note, the new text is shown with revision marks only where it deviates from TR 33.805, v12.0.0, so that the changes can be seen as clearly as possible. 
The Word comments are only included to give a rationale for the changes and are to be removed by the rapporteur when implementing the pCR. 
2. Pseudo CR
Start of pCR
6
Vendor and third-party laboratory accreditation


· 
· 
· 
· 

NOTE:
The final choices and rules for the accreditation and monitoring rules are under the responsibility of the SECAM Accreditation Body.
 The SECAM Accreditation Body is provided by GSMA. This clause outlines expectations about what is in scope of the Accreditation Body.

The SECAM Accreditation Body shall describe the rules for accreditation and monitoring of development and test laboratories, whether they are vendors or third-party laboratories. A formalised dispute resolution process for accreditation and monitoring is likely to be required as the denial or delay of accreditation may have far-reaching consequences.


6.1
Overview



In order to be allowed to conduct the evaluation in the scope of the SECAM scheme, the vendors or third-party laboratories must demonstrate they have the skills, working practices and resources to participate in the process.

This can be achieved e.g. by a combination:

-
an evaluation of general methodology skills (applicable to vendors test laboratories or third-party test laboratories only)
-
an "audit and accreditation" by the SECAM Accreditation Body to demonstrate that the Evaluators have the necessary skills. It would be up to the SECAM Accreditation Body to indicate how the evaluator can demonstrate their competency in conducting an evaluation for conformance to 3GPP SCAS requirements.
All vendors (with or without a testing laboratory) will be subject to:

-
a quality qualification
-
an audit and accreditation of network product development and network product lifecycle management process 
The quality and reliability of these demonstrations are of paramount importance to the integrity of the scheme.





In order to manage the accreditation and ensure the validity period of accreditation, there may be some activities for this process:

-
accreditation register: the vendors or third-party laboratories may register for the accreditation;

-
accreditation renewal: when the accreditation is expire or the vendor or third-party laboratories has an important update, it may renew the accreditation;

-
accreditation revocation: the accreditation expires, fraud or other improper means to pass the accreditation.

6.2
Audit and accreditation of Vendor network product development and network product lifecycle management process

The evaluation of the security relevant part of the Vendor network product development and network product lifecycle management process is done as part of the vendor accreditation process by the SECAM Accreditation Body.
The Vendor network product development and network product lifecycle management process assessment covers a Vendor's engineering processes and does not necessarily apply only to a single network product. That means that the results of one assessment may apply to more than one network product.
Vendors can get their generic network product development and network product lifecycle management process or a subset of it accredited. A generic network product development and network product lifecycle management process is usually used during development of all or some products of the same Vendor. As different network product development and network product lifecycle management processes could be utilized within the organization of one Vendor, e.g. due to mergers or acquisitions, Vendors could obtain and hold accreditation for different generic network product development and network product lifecycle management processes.

Once the vendor gets accredited and as long as the accreditation has not expired, vendors are allowed to produce development process compliance declarations for the "network product development and network product lifecycle management process compliance validation" task on their own.

At the beginning of a SECAM evaluation of a product, the Vendor will have to provide a development process compliance declaration to the compliance tester containing a rationale showing that the generic accredited process was effectively applied in the network product development and network product lifecycle management of the network product under evaluation. 

NOTE 1: 
The requirements on the process and acceptable evidences ("test cases") as well as the definition of way to get an accreditation for these requirements is under the responsibility of the SECAM Accreditation Body which will have to deal with the cost/complexity/assurance trade-off. 
It should be avoided that vendors need to obtain a large number of accreditations for their network product development and network product lifecycle management process.

NOTE 2:
The Vendor is expected employ Industry related good working practices, aligned to the relevant parts of the ISO/IEC 27000 series. Although these areas will not be formally audited by the Accreditor mandated by the SECAM Accreditation Body, it is unlikely a Vendor would be able to provide satisfactory evidence for meeting the SECAM requirements without having such policies and working practices in place. Moreover, the test cases for the SECAM requirements are expected to leave room to the vendor to reuse evidences from these previous accreditations and thus reduce costs.

6.3
Audit and accreditation of testing laboratories

The accreditation is performed by the SECAM Accreditation Body, and consists in: 

-
assessing the skills of the vendors or third-party laboratories in conducting an evaluation for conformance to 3GPP SCAS requirements for a given network product class or range of classes;

-
assessing the compliance to Test methodology (for security compliance Testing, Basic Vulnerability Testing and Enhanced vulnerability Analysis laboratories).

One can be accredited for Security Compliance Testing, Basic Vulnerability Testing or Enhanced Vulnerability Analysis or for all three of them. The audit for the accreditation is typically performed during an evaluation session where the testing laboratory demonstrates its skills to an auditor from the SECAM Accreditation Body by undertaking the tests on a concrete network product.

NOTE:
An accreditation might only be applicable to a given LTE network product class, since it assesses the technical skills of the testing laboratories. The requirements on the network product classes and acceptable evidences ("test cases") will be defined by SA3. However the definition of way to get an accreditation for testing these requirements and the definition of the coverage of the accreditation (for one or for several network product classes, and/or for testing) is under the responsibility of the SECAM Accreditation Body which will have to deal with the cost/complexity/assurance trade-off. It should be avoided that laboratories, vendor or a third party need to obtain a large number of accreditations


6.4
Monitoring

The SECAM Accreditation Body monitors three kinds of accredited actors within the scheme:

-
Vendors development processes, which are expected to comply with the Security Assurance Process

-
Security compliance testing laboratories, which are expected to comply with the Test Methodology and skills requirements

-
Basic Vulnerability Testing laboratories, which are expected to comply with the Test Methodology and skills requirements

-
Enhanced Vulnerability Analysis laboratories, which are expected to comply with the Test Methodology and skills requirements

Monitoring activities lead the SECAM Accreditation Body to maintain the status of these actors (accredited or not accredited)

6.5
Dispute resolution

The SECAM Accreditation Body must provide a process to resolve conflicts when an accredited operator shows evidence of inconsistencies in:

-
Vendor Development process activities (inconsistencies in analysis of compliance against Security assurance process);

-
Security compliance testing laboratories activities (inconsistencies in analysis of compliance against SCAS);

-
Basic Vulnerability Testing laboratories activities (inconsistencies in analysis or use of the output of the BVT tools);

-
Enhanced Vulnerability Analysis laboratories activities (inconsistencies in analysis of residual vulnerabilities).

The SECAM Accreditation Body typically performs a supplementary audit on vendor / third-party laboratories premises and updates their accreditation records.

In the event that evaluation findings in the evaluation report are in dispute for a network product (for example: by re-doing the tests an operator finds opposite results to the ones provided by the vendors or third-party laboratories in the evaluation report), this methodology also provides a conflict resolution and revocation mechanism. This case is believed to be rare and would arise if one or several of the actors (vendors or third-party laboratories) are cheating in the evaluation or compilation of evaluation results of a 3GPP network product. 

The entity responsible for deciding that a declaration should be revoked, based on the evidences and the details of the dispute procedure, is the SECAM Accreditation Body.
At the end of the dispute procedure, if the entity responsible for it decides so, the accreditation of the different actors would be revoked and added to the accreditation revocation list. Consequently, results of network products evaluations for evaluations conducted by these revoked actors would be considered untrusted.

End of pCR
�Taken from 5.2.3.1


�Moved to the beginning of this pCR





