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This PCR proposes additional definitions in Section 3 as well as a new text in Section 8.3.X with considerations on milti-factor and multi-step authentication
1. Background
Some of terminology used in the TR 33.895 is defined in neither Section 3 of this TR, nor in TR 21.905 or TS 22.101. This PCR proposes to add new definitions to Section 3.

In addition, this PCR proposes new text with considerations on multi-step vs. multi-factor authentication in new Section 8.3.X.
2. PCR

***********  Begin Change 1  *******************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.101 [11] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.
Authorization:  a mechanism or process which determines what a particular user or a group of users can access or do.
Multi-factor authentication:  a method of logon verification where at least two different factors of proof are provided, and jointly verified. There are three generally recognized types of authentication
factors:


•
 Type
1 - Something You Know. Type 1 includes, but is not limited to, passwords, PINs, combinations, code words, or secret handshakes. Anything that a user can remember and then type, say, do, perform, or otherwise recall when needed falls into this category.

•
 Type
2 - Something You Have. Type 2 includes all items that are physical objects, such as, but not limited to, keys, smart phones, smart cards, USB drives, and token devices. (A token device produces a time-based PIN or can compute a response from a challenge number issued by the server.)

•
 Type
3 - Something You Are. Type 3 includes any part of the human body that can be offered for verification, such as, but not limited to, fingerprints, palm scanning, facial recognition, retina scans, iris scans, and voice verification.
Multi-step authentication: a method of logon verification where the authentication can take several steps or phases to complete. Multi-step authentication differs from multi-factor authentication in that it does not strictly require that each authentication factor be different, or that multiple factors are evaluated in conjunction. 

***********  End Change 1  *******************

***********  Begin Change 2  *******************

8.3.X
Considerations on multi-step and multi-factor authentication
Based on the SA1 requirement, this TR is attempting to solve the problem of user authentication. Such authentication is rather new for 3GPP and requires user input for authentication. Using multi-factor and multi-step authentication for user authentication is being described in the following sections of this TR.
The orthogonal relationship between multi-factor and multi-step authentication methods is described in the following diagram 8.3.X-1. For simplicity this diagram lists examples of single step/multi-step and single-factor/multi-factor authentication in a 2x2 table.





Figure 8.3.X-1. Orthogonal relationship between Multi-step and Multi-factor authentication
Moving from the single-factor quadrant to the quadrant with two-factor (or multi-factor) authentication offers the potential to provide better authentication strength and better authentication assurance. However, increasing authentication steps without increasing authentication factors (i.e., lateral horizontal move from left to right) in most cases provides only marginal authentication strength increase and authentication assurance. In addition, it is useful to observe that multi-step authentication while even employing multiple factors may only be as strong as its weakest step.  Particularly, in some of the examples of multi-step authentication (match-on-card) provided above, a token is used as an intermediary, which carries out the first factor authentication and then performs the second factor authentication toward another verifier. In this situation, overall authentication strength also relies on the trust in the intermediary. This exhibits the chain-like nature of multi-step authentication. Even in the example given for the case of single step, single factor, authentication, trust in the intermediary becomes important to achieve optimal assurance. Cached credentials in a browser can weaken the assurance achievable with a two-step authentication.

***********  End Change 2  *******************

3. Conclusion

It is proposed to agree on the above PCR to TR 33.sso.
E.g., use of biometrics factor and/or UID/password factor to authenticate the user to the device/token, then token to authenticate the device to the network (i.e., two different factors at two subsequent steps). This is known as match-on-card system.








E.g., RSA Security Token which allows one-step binding of two different factors (PIN and RN) prior to presenting them to the network in a single step
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E.g., UID/password authentication to the device and subsequent UID/password authentication to the network (i.e., two of the same factor type at two subsequent steps) . 





E.g.,  UID/password factor in the single step or UID/biometrics factor in the single step. 


This single factor, single step authentication may be used as the building block for either single factor/dual step or dual factor/dual step authentication.
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