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1.	Introduction
TR33.803 has concluded that the existing ICE/TURN/STUN solution for NAT traversal can be reused for IMS firewall travesal.   In SA3 #72 meeting, Huawei proposed an IMS media traversal solution based on ICE/STUN and media over TCP for TS 33.203(S3-130725).   The SA3 suggested that this solution should be submitted to TR 33.830 first.  This pCR follows the discussion in SA3 #72 meeting and proposes to add the ICE/STUN solution to TR 33.830 for more study.   The pCR also adds clarification on issues dicussed during #72 meeting.  
2.	pCR

*******************************Start OF CHANGES 1*******************************
[bookmark: _Toc365037483]8.3	Reuse of existing solutions Solution based on SIP over TLS and ICE/TURN 

*******************************End OF CHANGES 1*******************************


*******************************Start OF CHANGES 2*******************************
  8.7 Solution based on ICE/STUN and extensions to IMS-AGW
 8.7.1  Overview
This candidate solution reuses existing ICE/STUN based NAT traversal solution and is similar to the solution in section 8.3.  It achieves firewll traversal for IMS media plane by sending media over TCP/80 or TLS/443.   Like the solution in 8.3, this solution does not introduce new network elements and has very limited impact on existing protocols and implementations.   The difference between this solution and the solution in 8.3 is that this solution allows UE to send media directly to IMS-AGW, while the solution in 8.3 requires the use of a relay server.   STUN is regarded as a lightweight solution and is usually tried before TURN is tried in NAT traversal scenarioris.  The same approach is recommended for firewall traversal.  
The solution works as following:  UE and P–CSCF include a TCP candidate for each media stream during call setup process.  The TCP candidate from P-CSCF is anchored on AGW port 80 or 443.  Before sending media, UE checks connectivity for each candidate pair.  If the connectivity for regular media port on AGW fails, UE tries the TCP candidate on port 80 or 443.  This makes the media look like HTTP or HTTPS and the firewall is likely to let it pass.  .  If the connectivity check succeeds, UE sends media over TCP/80 or TLS/443 to AGW and the firewall traversal is accomplished.   MSRP over TCP and TLS is defined in RFC 4975.   RTP over TCP is defined in RFC 4571.  Sending MSRP  over TCP/80 or TLS/443 is in fully accordanc with existing standards.  Multiplexing for RTP/RTCP is also needed since both streams are sent to the same port (e.g., TCP/80).   RTP/RTCP multiplexing is defined in IETF RFC 5761 and work is in progress to support multiplexing in 3GPP.  UE and P-CSCF need to support TCP candidates for ICE (ICE-TCP) which is defined in RFC 6544.   Figure 8.7-2. deplicts the general architecture of the solution.  
                  

                                           Figure 8.7-1: Architectural overview

This solution is particularly suitable for UEs that already support ICE and MSRP.   When this solution is supported, it should be tried before the solution in 8.3 to avoid the use of media relay server.  This solution and the solution in 8.3 should be tried first before the solution in 8.4 to reuse existing solutions when possible.  
This solution has some limitations.  Support of RTP over TCP is relatively rarely now and RTP over TLS is not definsed in existing standards.   Also this solution does not address the HTTP proxy traversal issue since the STUN protocols need to be enhanced for HTTP proxy traversal.  Those limitations restrict the soltutions’ applicability.  Because of its limitations, it is optinonal for UE and IMS-AGW to support this solution and the solution should be used with the solution in 8.3 to traverse different types of firewalls.
This solution only addresses the IMS media firewall traversal issue.  Signaling traversal can be achieved  by using SIP over TLS as described in section 8.3.

8.7.2  Requirements for UE
The procedure for IMS client to use ICE defined in TS 24.229 Annex K 5.2 applies.  In addition, UE should implement the following functions:
-  UE should support RTP over TCP as defined in RFC 4571
-  UE should include a TCP host candidate for each media stream in its offer or answer to P-CSCF
Note: since UE always initiates TCP connections to IMS-AGW, only host candidate is needed and UE does not need to collect server reflexive TCP candidate from a STUN server.  
- UE should set the value of “tcptyp” attribute for TCP candidates to “tcp-active” or “tcp-so”,  So UE always initiates TCP connection to IMS-AGW.
- UE should include the attribute “a=rtcp-mux” in the answer/offer to indicate that RTP/RTCP multiplexing is requred as defined in RFC 5761.  
8.7.3 Requirements for P-CSCF
The ICE procedure for P-CSCF and IMS-ALG defined in TS 24.229 applies.   P-CSCF should support ICE full or ICE lite functions for TCP based streams.   In addition, the P-CSCF should supporting following functions:
- For each media streamP-CSCF should  include a TCP host candidate anchored on IMS-AGW TCP port 80 or 443 in its answer/offer to UE.  
-  The “tcptyp” attribute for TCP candidate should be “tcp-passive” so IMS-AGW always wait for UE to initiate TCP connection. 
- P-CSCF shall include attribute “a=rtcp-mux’” to indicate that it supports RTP/RTCP multiplexing if RTCP is used.

8.7.4 Requirement for the IMS-AGW
The IMS-AGW should support the following functions:
· Support media on TCP port 80 and TCP port 443
· Support limited ICE functions to response to connectivity checks on TCP port 80 and TCP port 443 .   
· Support RTP/RTCP multiplexing 
Note: If ICE-lite is used, IMS-AGW only needs to generate connectivity check response but not request.


8.7.5 The assessment of the solution  

Compare to the other candidate solutions, this solution has several advantages:
1. Compared with the solution in section 8.4, this solution reuses existing solutions and protocols and does not introduce new network elements/protocols, therefore has only limited impact on IMS core and UE.

2. Compared with the solution in section 8.3, this solution does not use a relay server thus avoids media delay caused by the extra media path (unless relay server is deployed at the same location with IMS-AGW) It also uses less TLS connection for MSRP since there is no relay server thus no connection between relay server and IMS-AGW (unless the relay server is integrated with the IMS-AGW). 

3. Transparent to IMS core in the sense that it uses the standard ICE procedure for firewall traversal and there is no special treatment per UE because of the presence of firewall.

(note: P-CSCF may choose to optimize the procedure, e.g., sends TCP 80 or 443 candidate only if IMS-unaware firewall is detected.  In such case, the P-CSCF processing is firewall aware.  However, this should be regarded as an implementation choice instead of the solution’s issue ) 


1. Support the separation of  user plane and the control plane and works for both integrated architecture and decomposed architecture where signaling and media traverse different paths

4. More compatible to the browser based access scernarios (e.g., RCS client implemented as JavaScript and runs in a browser) where support of ICE is native and some browsers already support RTP over TCP.  

The limitation of this Solution 
1.Require support of RTP over TCP for RTP and RTP/RTCP multiplexing for RTCP.

2.Since RTP over TLS is not defined in standards, it does not work for firewalls that also performs DPI.

3.Since ICE/STUN traversal of HTTP proxy is defined yet, it does not work when UE is configured to use HTTP proxy.

4.When multiple RTP streams are used per call, this solution uses more TCP connections (one TCP per RTP)  than the ICE/TURN solution (signaling and all RTP streams share the same TCP connection).

In summary, this solution solves the IMS media plane firewall traversal issue by reusing the existing ICE/STUN solutions.  It is particularly suitable for MSRP.  It can also be used for RTP if RTP over TCP is supported.   This solution should be regarded as an extension to the ICE/TURN solution and should be used before the solution in 8.3 and 8.4.  This solution has certain limitations and should be used together with the ICE/TURN solution.  Its support is optional.  

*******************************End OF CHANGES 2*******************************
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