3GPP TSG SA WG3 (Security) Meeting #72
S3-130718
8-12 July 2013; Qingdao (China)

revision of S3-13abcd
Source:
Nokia Corporation, Nokia Siemens Networks
Title:
pCR PWS security: threats discussion depending on PWS UE settings
Document for:



Discussion and Approval




Agenda Item:
7.10 PWS 
Work Item / Release:
Rel-12
Abstract of the contribution: 

Depending on SA3 decisions whether the option of displaying unverified messages in the users “PWS security mandated home network” is considered, this contribution points out possible threats due to settings in the UE, i.e. a user staying in his home network may be the victim of a circumvention attack, in which case roaming inside its own country becomes true. Thus, roaming needs to be considered if PWS security shall be effective applied and the display of genuine warning messages without security in the roaming case is wanted. In summary, if the HN uses PWS security and UE is allowed to display messages in visited networks without verifying the signature, circumvention attacks are possible. Thus, if operators do not want to nullify the usage of PWS security at all, they either have to forbid receiving warning messages in case their UEs are roaming or allow the display, but only after their UEs could verify the signature. Consequently, if the home network uses PWS security, the one valid security configuration setup for a UE is to ignore warning messages in any VN that does not use PWS security, but this may result in suppression of real warning messages. Another valid security set up for a UE, where the home network uses PWS security, is to also accept warning messages in a VN that does not use PWS security. However this works only, if network-independent location verification is in place.
It is kindly asked to take these considerations into account in the study for future reference how to configure the UE in case the home network provides security, but not everybody else, and the home operator still feels it is important to allow the UE to receive PWS warning message without security in the roaming case.

It is proposed to put this in the Annex, because it is detailing only parts of the TR, but may help an operator and vendor to better understand the situation if PWS security is applied in one’s regulator’s domain.

Result of the offline discussions
*************************************************************

X. Annex
X.Y.1
Threat discussion depending on the PWS settings in the UE relating to roaming

Depending on SA3 decisions whether the option of displaying unverified messages in the users “PWS security mandated home network” is considered (at all, in the first step, or later), this section will point out possible threats due to settings in the UE, i.e. a user staying in his home network may be the victim of a circumvention attack, in which case roaming inside its own country becomes true. 
Thus, roaming impact need to be considered if PWS security shall be effectively applied and the display of warning messages without security in another country that does NOT have deployed PWS security is wanted by the home operator, i.e. setting the PWS USIM flag to “process PWS messages in VPLMNs”. Otherwise PWS security in the home country can be circumvented.

<Note to editor: reference to S3-13715 could be useful to add. It describes the circumvention attack in more detail.> 
We can distinguish different cases with respect to roamers and PWS security settings in the UE: 
· roamers within a network that sends warning messages without PWS security and whose home operator has also not implemented PWS security: this is the starting point of discussion for introducing PWS security, i.e. before Rel.12
· roamers within a network that sends warning messages without PWS security, but whose home operator has implemented PWS security
· roamers within a network that sends signed warning messages, but whose home operator has not implemented PWS security
· roamers within a network that sends signed warning messages and whose home operator has also implemented PWS security

In Rel.11 a PWS USIM flag was introduced as a new UE setting regarding PWS (see 3GPP CT6 TS 31.102, service 96), which allows the home operator to configure the UE behaviour to process or ignore PWS warning messages in the home and/or visited network. When introducing PWS security, the setting of this PWS USIM flag to “process” is assumed to be the precondition for the usage of PWS security. 

The introduction of PWS security will most likely happen only step by step and on a national basis. Thus, operators could consider configuring the UE behaviour depending on the introduction of PWS security in their own country and/or other countries in a similar way as the PWS USIM flag would need to be configured. E.g. a flag to enable or disable PWS security could be additionally introduced as new USIM setting regarding PWS security,e call it “PWS security flag”. It will reside on the USIM. 
Precondition for checking the PWS security flag would be that the operator has set the PWS USIM flag to process PWS warning messages. Then, the UE settings regarding the PWS security flag would tell the UE whether PWS warning messages shall be always displayed or be displayed only after they could be verified. In the former case, the UE would NOT need to verify a signature even if a signed warning message was broadcast. 

Considerations on the different options for UE settings are summarized in the following tables. For completeness, we start with the UE behavior in Rel.11, i.e. the PWS USIM flag to process or ignore warning messages that is supposed to be present in any Rel.11 UE.
	PWS security support 
	Possible PWS USIM flag settings: ignore/process warning messages
	If PWS USIM flag is set to process, how does the UE behave wrt display of warning messages (could be called PWS security flag)
	Comments on Rel.11 UEs

	in HN
	in VN
	process PWS in HN
	process PWS in VN
	Display in HN only if verified
	Display in VN only if verified
	

	N
	N
	Y/N
	Y/N
	n/a
	n/a
	Rel.11 has no PWS security. In order for the operator to be able to influence, whether a UE is allowed to receive warning messages, e.g. when roaming, a PWS USIM flag was introduced: Operator decides on behalf of its users whether warning messages are ignored (N) or processed (Y) in HPLMN (home network, HN) and/or VPLMN (visited network, VN), depending on the trust in other operator networks


Table X1: Potential UE behavior with regard to PWS in Rel.11

In the following we analyze Rel-12 and beyond. We take the assumption that: if PWS security is in use in the home network (HN), the UE processes warning messages by default (i.e. PWS USIM flag set to “Y”) and displays only verified messages in its HN. Therefore, some Y/N combinations are not considered in the following table. For PWS security in any visited network (VN), this assumption is not taken due to the fact that verification of a signed warning message in a visited network depends on the availability of the public key and may be less easy to provide as in the home network. 

NOTE: 
The verification of warning messages in visited networks also implies the obligation to the home network to provide the keys needed for verification, else the home operator or national authority may be held responsible for damage and loss of life caused by non-displayed messages.
	PWS security support 
	Possible PWS USIM flag settings: ignore/process warning messages
	If PWS USIM flag is set to process, how does the UE behave wrt display of warning messages (we call it PWS security flag)
	Comments on Rel.12 UEs

	in HN
	in VN
	process PWS in HN
	process PWS in VN
	Display in HN only if verified
	Display in VN only if verified
	

	Y
	N
	Y
	Y
	Y
	N

i.e. display all messages (also with-out verifi-cation)
	PWS security is only in HN available, UE is supposed to process PWS everywhere. The operator restricts the UE to display only verified warning messages in the HN, but allows display of any warning message while roaming. 

However, in terms of security, this is not a PWS security-sound UE configuration: if unsigned warning messages can be displayed, PWS is easy to attack (circumvention attack).

	Y
	N
	Y
	Y
	Y
	Y
	PWS security-sound UE configuration avoiding attacks: allow the display of verified messages only (in any network)

	Y
	N
	Y
	N
	Y
	n/a
	PWS security-sound: only process warning messages in HN but do not process (and display) while roaming

	N
	Y
	Y
	Y
	N

i.e. display all messages
	N

i.e. display all messages
	PWS security-sound: if in HN no PWS security is implemented, then UE ignores any signature and displays warning messages unverified at home and visited networks without any considerations on PWS security used in a VN

	N
	Y
	Y
	Y
	N

i.e. display all messages
	Y

	This would be PWS security-sound too: where PWS security is available, use it. Note, root key / CBE key of the VN must be available

	N
	Y
	Y
	N
	N

i.e. display all messages
	n/a
	It is possible to configure UEs like this but if the HN operator could distinguish VNs and would trust the security in one VN, why not to at least allow processing of warning messages in those cases, when the HN trusts a VN?

	N
	Y
	N
	Y/N
	n/a
	Y/N
	This would be PWS security-sound but there is no need to restrict HN in message processing. If HN is not using security, it should be able to display any message.

	Y
	Y
	Y
	Y
	Y
	N

i.e. display all messages
	How to deal with signed warning messages, if no root key or CBE key of the roamed-in VN is available in the UE? This configuration could lead to the circumvention attack!

	Y
	Y
	Y
	Y
	Y
	Y
	PWS security-sound: only display a warning message if it is verifiable. Possible in solutions that provide the public key of the roamed-in VN beforehand or together with the warning message, in case root key/CBE key are known. 

Note this may result in suppression of real warning messages and the responsible enity (e.g. the home operator or national authority) could be held responsible, e.g. if the flag is not set correctly/timely for this country or the keys are not provisioned correctly.


Table X2: Potential UE behavior with regard to PWS and PWS security in Rel.12

The following summarizes the conclusions from the table, starting with the case that a HN does not provide PWS security:

If the HN is not using PWS security, i.e. UE displays warning messages without verification in HN, there are two possible UE behaviours for the roaming case: do not care how VN is configured with respect to PWS security, i.e. display in VN what is broadcasted there as well, or: ignore warning messages in VNs, because HN operator wants to protect subscribers from fraud outside its own domain. According to TS 22.268, this instruction to ignore warning messages in VNs can apply to all VNs, or only to selected VNs that may be known to the HN to have security problems. Both settings may be sensible.

If the HN uses PWS security and UE is allowed to display messages in visited networks without verifying the signature, circumvention attacks are possible. Thus, if operators do not want to nullify the usage of PWS security at all, they either have to forbid receiving warning messages in case their UEs are roaming or to allow the display, but only after their UEs could verify the signature. Consequently, if the home network uses PWS security, one valid configuration setup for a UE is to ignore warning messages in any VN that does not use PWS security. From security point of view, this is a PWS security-sound approach, but it may result in suppressing real warning messages, if the keys are not available (for whatever reason) or if the flag for this visited network is not set timely or correctly. This implies a great responsibility for the home operator.

<Note to editor: Maybe good to reference here to the first countermeasure proposed in S3-130717.>
Another valid set up for a UE, where the home network uses PWS security, is to also accept warning messages in a VN that does not use PWS security. However this works only in a PWS security-sound way, if network-independent location verification is in place. Note, the home operator may have configured the UE with regard to PWS and PWS security, but the user may want to have a different setting with his personal preference, i.e. depending on what is important to the user: risking that real warning messages may be suppressed or false warning messages may be received.
<Note to editor: Maybe good to reference here to the second countermeasure proposed in S3-130717.>
Note, current solution 8 would not allow any message display in VN if the message could not be verified. However, if a VN uses PWS security and the UE would have the knowledge about this VN behaviour and even could verify signatures on warning messages in this VN, it should be preferred to display the message. Thus, a more subtle differentiation of VNs may be appropriate.

Depending on the solution selected during this study phase, the UE would either receive the valid public key of the CBE or a signing proxy on the fly (while the HN operator may have already given the necessary root key) as in solution 6/7, receive it beforehand by OTA as in solution 8, or gains it via NAS or by GBA as in 3/4. If the roaming case should be supported and home and visited network support PWS security, the home network operator needs to assure that the credentials for verifying a message while roaming are available. 
In summary, as long as not all operators introduce PWS security (which is likely to happen as regulators of some countries do prefer warning message broadcast without security), on one hand circumvention attacks are possible and should be mitigated. On the other hand, the safety of the user while roaming may need to be considered, wherever he is. 
In addition to the ignore/process PWS USIM flag,  additional PWS security flags may be needed in the USIM indicating the security status (PWS security on/off) of home or visited countries and/or networks. This could be introduced as part of the solution, together with e.g. network-independent location verification. 

Editor’s Note: It is ffs if several PWS security flags are needed.

End of offline discussions
**************************************************************************************

pCR

BEGIN OF CHANGES

X. Annex

X.Y.1
Threat discussion depending on the PWS settings in the UE relating to roaming

Depending on SA3 decisions whether the option of displaying unverified messages in the users “PWS security mandated home network” is considered (at all, in the first step, or later), this section will point out possible threats due to settings in the UE, i.e. a user staying in his home network may be the victim of a circumvention attack, in which case roaming inside its own country becomes true. 
Thus, roaming impact need to be considered if PWS security shall be effectively applied and the display of warning messages without security in another country that does NOT have deployed PWS security is wanted by the home operator, i.e. setting the PWS USIM flag to “process PWS messages in VPLMNs”. Otherwise PWS security in the home country can be circumvented.

<Note to editor: reference to S3-13715 could be useful to add. It describes the circumvention attack in more detail.> 
We can distinguish different cases with respect to roamers and PWS security settings in the UE: 
· roamers within a network that sends warning messages without PWS security and whose home operator has also not implemented PWS security: this is the starting point of discussion for introducing PWS security, i.e. before Rel.12
· roamers within a network that sends warning messages without PWS security, but whose home operator has implemented PWS security
· roamers within a network that sends signed warning messages, but whose home operator has not implemented PWS security
· roamers within a network that sends signed warning messages and whose home operator has also implemented PWS security

In Rel.11 a PWS USIM flag was introduced as a new UE setting regarding PWS (see 3GPP CT6 TS 31.102, service 96), which allows the home operator to configure the UE behaviour to process or ignore PWS warning messages in the home and/or visited network. When introducing PWS security, the setting of this PWS USIM flag to “process” is assumed to be the precondition for the usage of PWS security. 

The introduction of PWS security will most likely happen only step by step and on a national basis. Thus, operators could consider configuring the UE behaviour depending on the introduction of PWS security in their own country and/or other countries in a similar way as the PWS USIM flag would need to be configured. E.g. a flag to enable or disable PWS security could be additionally introduced as new USIM setting regarding PWS security,e call it “PWS security flag”. It will reside on the USIM. 
Precondition for checking the PWS security flag would be that the operator has set the PWS USIM flag to process PWS warning messages. Then, the UE settings regarding the PWS security flag would tell the UE whether PWS warning messages shall be always displayed or be displayed only after they could be verified. In the former case, the UE would NOT need to verify a signature even if a signed warning message was broadcast. 

Considerations on the different options for UE settings are summarized in the following tables. For completeness, we start with the UE behavior in Rel.11, i.e. the PWS USIM flag to process or ignore warning messages that is supposed to be present in any Rel.11 UE.
	PWS security support 
	Possible PWS USIM flag settings: ignore/process warning messages
	If PWS USIM flag is set to process, how does the UE behave wrt display of warning messages (could be called PWS security flag)
	Comments on Rel.11 UEs

	in HN
	in VN
	process PWS in HN
	process PWS in VN
	Display in HN only if verified
	Display in VN only if verified
	

	N
	N
	Y/N
	Y/N
	n/a
	n/a
	Rel.11 has no PWS security. In order for the operator to be able to influence, whether a UE is allowed to receive warning messages, e.g. when roaming, a PWS USIM flag was introduced: Operator decides on behalf of its users whether warning messages are ignored (N) or processed (Y) in HPLMN (home network, HN) and/or VPLMN (visited network, VN), depending on the trust in other operator networks


Table X1: Potential UE behavior with regard to PWS in Rel.11

In the following we analyze Rel-12 and beyond. We take the assumption that: if PWS security is in use in the home network (HN), the UE processes warning messages by default (i.e. PWS USIM flag set to “Y”) and displays only verified messages in its HN. Therefore, some Y/N combinations are not considered in the following table. For PWS security in any visited network (VN), this assumption is not taken due to the fact that verification of a signed warning message in a visited network depends on the availability of the public key and may be less easy to provide as in the home network. 

NOTE: 
The verification of warning messages in visited networks also implies the obligation to the home network to provide the keys needed for verification, else the home operator or national authority may be held responsible for damage and loss of life caused by non-displayed messages.
	PWS security support 
	Possible PWS USIM flag settings: ignore/process warning messages
	If PWS USIM flag is set to process, how does the UE behave wrt display of warning messages (we call it PWS security flag)
	Comments on Rel.12 UEs

	in HN
	in VN
	process PWS in HN
	process PWS in VN
	Display in HN only if verified
	Display in VN only if verified
	

	Y
	N
	Y
	Y
	Y
	N

i.e. display all messages (also with-out verifi-cation)
	PWS security is only in HN available, UE is supposed to process PWS everywhere. The operator restricts the UE to display only verified warning messages in the HN, but allows display of any warning message while roaming. 

However, in terms of security, this is not a PWS security-sound UE configuration: if unsigned warning messages can be displayed, PWS is easy to attack (circumvention attack).

	Y
	N
	Y
	Y
	Y
	Y
	PWS security-sound UE configuration avoiding attacks: allow the display of verified messages only (in any network)

	Y
	N
	Y
	N
	Y
	n/a
	PWS security-sound: only process warning messages in HN but do not process (and display) while roaming

	N
	Y
	Y
	Y
	N

i.e. display all messages
	N

i.e. display all messages
	PWS security-sound: if in HN no PWS security is implemented, then UE ignores any signature and displays warning messages unverified at home and visited networks without any considerations on PWS security used in a VN

	N
	Y
	Y
	Y
	N

i.e. display all messages
	Y

	This would be PWS security-sound too: where PWS security is available, use it. Note, root key / CBE key of the VN must be available

	N
	Y
	Y
	N
	N

i.e. display all messages
	n/a
	It is possible to configure UEs like this but if the HN operator could distinguish VNs and would trust the security in one VN, why not to at least allow processing of warning messages in those cases, when the HN trusts a VN?

	N
	Y
	N
	Y/N
	n/a
	Y/N
	This would be PWS security-sound but there is no need to restrict HN in message processing. If HN is not using security, it should be able to display any message.

	Y
	Y
	Y
	Y
	Y
	N

i.e. display all messages
	How to deal with signed warning messages, if no root key or CBE key of the roamed-in VN is available in the UE? This configuration could lead to the circumvention attack!

	Y
	Y
	Y
	Y
	Y
	Y
	PWS security-sound: only display a warning message if it is verifiable. Possible in solutions that provide the public key of the roamed-in VN beforehand or together with the warning message, in case root key/CBE key are known. 

Note this may result in suppression of real warning messages and the responsible enity (e.g. the home operator or national authority) could be held responsible, e.g. if the flag is not set correctly/timely for this country or the keys are not provisioned correctly.


Table X2: Potential UE behavior with regard to PWS and PWS security in Rel.12

The following summarizes the conclusions from the table, starting with the case that a HN does not provide PWS security:

If the HN is not using PWS security, i.e. UE displays warning messages without verification in HN, there are two possible UE behaviours for the roaming case: do not care how VN is configured with respect to PWS security, i.e. display in VN what is broadcasted there as well, or: ignore warning messages in VNs, because HN operator wants to protect subscribers from fraud outside its own domain. According to TS 22.268, this instruction to ignore warning messages in VNs can apply to all VNs, or only to selected VNs that may be known to the HN to have security problems. Both settings may be sensible.

If the HN uses PWS security and UE is allowed to display messages in visited networks without verifying the signature, circumvention attacks are possible. Thus, if operators do not want to nullify the usage of PWS security at all, they either have to forbid receiving warning messages in case their UEs are roaming or to allow the display, but only after their UEs could verify the signature. Consequently, if the home network uses PWS security, one valid configuration setup for a UE is to ignore warning messages in any VN that does not use PWS security. From security point of view, this is a PWS security-sound approach, but it may result in suppressing real warning messages, if the keys are not available (for whatever reason) or if the flag for this visited network is not set timely or correctly. This implies a great responsibility for the home operator.

<Note to editor: Maybe good to reference here to the first countermeasure proposed in S3-130717.>
Another valid set up for a UE, where the home network uses PWS security, is to also accept warning messages in a VN that does not use PWS security. However this works only in a PWS security-sound way, if network-independent location verification is in place. Note, the home operator may have configured the UE with regard to PWS and PWS security, but the user may want to have a different setting with his personal preference, i.e. depending on what is important to the user: risking that real warning messages may be suppressed or false warning messages may be received.
<Note to editor: Maybe good to reference here to the second countermeasure proposed in S3-130717.>
Note, current solution 8 would not allow any message display in VN if the message could not be verified. However, if a VN uses PWS security and the UE would have the knowledge about this VN behaviour and even could verify signatures on warning messages in this VN, it should be preferred to display the message. Thus, a more subtle differentiation of VNs may be appropriate.

Depending on the solution selected during this study phase, the UE would either receive the valid public key of the CBE or a signing proxy on the fly (while the HN operator may have already given the necessary root key) as in solution 6/7, receive it beforehand by OTA as in solution 8, or gains it via NAS or by GBA as in 3/4. If the roaming case should be supported and home and visited network support PWS security, the home network operator needs to assure that the credentials for verifying a message while roaming are available. 
In summary, as long as not all operators introduce PWS security (which is likely to happen as regulators of some countries do prefer warning message broadcast without security), on one hand circumvention attacks are possible and should be mitigated. On the other hand, the safety of the user while roaming may need to be considered, wherever he is. 

In addition to the ignore/process PWS USIM flag,  additional PWS security flags may be needed in the USIM indicating the security status (PWS security on/off) of home or visited countries and/or networks. This could be introduced as part of the solution, together with e.g. network-independent location verification. 

Editor’s Note: It is ffs if several PWS security flags are needed.

END OF CHANGES

