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1.
Discussion and proposal
This contribution proposes to clarify the criteria on which compliance tester will be accredited. This contribution implements the changes agreed at the evening session (changes highlighted in blue) and also include an editorial clarification (highlighted in green) to deal with one clarification request from ALU S3-130803. Finally, the word ‘deterministic” is replaced by reproducible in the first note (highlighted in yellow)
2.
pCR

********************** START OF FIRST CHANGE***************************

5.2.3.4
Criteria on accreditation of security compliance testers laboratories

Note: It is FFS at the time the accreditation criteria are actually defined what suitable means to assess individual skills are. All suggestions for such assessments stated here are ideas how that could be done. In general, when it is not guaranteed that assessments are done in a manner that are efficient in serving their purpose and are deterministic in their outcome they don't need to be executed in the first place. Therefore it needs to be studied in detail how efficient they are and it must be ensured that they are reproducible before they are used.
The accreditation is expected to determine that the security compliance testers have 

-
Sufficient auditing skills to assess that the Vendor provided enough evidences that the network product is following the “Vendor development and lifecycle management” accredited process

-
Accurately describe their test procedures, results and conclusions

-
such skills might be assessable through a case study or a “pilot” evaluation performed under the supervision of the accreditor.

-
Capacity to assess the consistency between a SAS and an instantiated SAS

-
Capacity to assess the coverage of the SAS / instantiated SAS by tests

-
Such skills might be assessable by an examination showing the knowledge of the SAS, and a case study to assess the rigour when determining the coverage of SAS by a given instantiated SAS

-
Define a representative testbed for a given network product:

-
Perform representative and complete tests derived from the SAS:

-
Such skills might be assessable by an oral examination showing the general knowledge of the considered network product, in particular

-
Protocols and interfaces

-
Administration and deployment issues
-
The skills necessary to perform the Security Compliance Testing required by the SAS will depend on the nature of the SAS tests defined in the normative phase (e.g “black-box” testing, code auditing, documentation review …)
-
Such skills might be assessable by a case study examination conducted by the accreditor
-
Accreditation could consequently be performed separately for different network products, and a tester could be accredited only for some products

-
a “pilot” evaluation performed under the supervision of the accreditor could also be considered as a mean to assess those skills as a whole.
5.2.3.4
Criteria on accreditation of Basic Vulnerability testers laboratories
Editor’s note: It is FFS whether the skill set for this activity is different from the one from the compliance testers laboratories or whether it is similar. Whether this separate activity could be run by the compliance testers laboratories to keep the methodology simple and limit the number of actors and accreditation is also FFS.
********************** END OF FIRST CHANGE***************************
�Comments from ALU in S3-130803: Is the accreditation of a compliance tester the same as accreditation of a compliance test lab OR is it different.?
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