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1
Introduction
This is an update of the pCR in S3-121131 after comments received during the ongoing meeting.
As already briefly touched upon in S3-120726, when writing a security assurance document of any kind, it is done with a specific type of entity in mind. It is not clear what type(s) of entity is the most appropriate to aim the 3GPP assurance work at. Clearly this must be decided as part of the methodology study.

This paper discusses three aspects that need to be taken into account when deciding what type of entity is the appropriate one to write the security assurance document for:
-  3GPP function specific requirements vs requirements on general platform/node security,
-  Distribution of 3GPP functions over nodes,

-  The level of trust put in the location the function/node resides at.

These are issues any method would have to decide upon before it can be properly used.

For convenience and neutrality of method, the document describing the security assurance requirements produced by the method in this study item will be referred to as a Security Assurance Specification (SAS). 
2
Analysis
2.1
3GPP function specific requirements vs platform/node requirements
A SAS will be produced with some specific target in mind, this target being related to the realization
of some 3GPP defined functionality. For example, if the 3GPP function SGSN is implemented on a server platform, a SAS may have a security assurance requirement that the software updates to the server platform where the SGSN function is running shall be integrity protected. However, the SGSN function as defined in 3GPP does not have a function for updates to the server platform. Therefore such a requirement cannot be put on the SGSN seen as a function. 
However, in the end, 3GPP functions are implemented in one platform or another and this must be taken into account in this study. For simplicity, a physical entity implementing one or more 3GPP functions will be referred to as a node in the following.

2.2
Distribution of 3GPP functions over nodes
One node – many functions
3GPP mainly defines logical functions. For example, an SGSN and an MME are two functions in the 3GPP architecture. Often they are thought of as two different nodes. However, it may in some cases be advantageous to implement these two functions in the same node. Other examples of co-location is when the RNC function is implemented in the same node as a NodeB function. In fact, an entire mobile network may be implemented in the same node. The latter is sometimes referred to as "network-in-a-box" and can be useful in situations where fast deployment is necessary, e.g., in catastrophe areas. 
One function – many nodes

Coming from the other direction, it is also common that the implementation of a single 3GPP function is split over several nodes. An example is the HSS. The HSS may be split so that there are a set of back end databases storing the subscription data and a set of front ends that implement the protocol interfaces toward other functions, such as the MME. The back ends and the front ends may be implemented in separate physical nodes. This is treated as an implementation detail in the 3GPP specifications and should be continued to be treated as such for flexibility. 
Observations


- More than one SAS may apply to a particular node. A situation where this will occur is for example where the RNC function is co-located with the NodeB. Already today the specifications require more security from RNCs in so-called vulnerable locations than from RNCs in more secure locations.


- Depending on implementation, a SAS may not apply to the entire function. A situation where this may occur is the HSS example from above. The subscriber databases most likely will have much harder requirements than the front ends. It is not sufficient to require the same strong security for the front ends since this will unnecessarily raise the cost of these nodes.

- One SAS per function lead to too many SASes. There are too many functions in the 3GPP architecture to have one SAS per function. One SAS must hence cover more than one function. Functions that are similar, for some definition of "similar", must be grouped together for this to be manageable. 

2.3
Location of functions and nodes

3GPP functions in the core network have traditionally been considered to be placed in secure locations. While this still must be a valid assumption, the SASes constructed for these functions (or nodes) must be more granular than simply secure location vs. insecure location. 

However, the requirements on nodes in the core network may for instance be such that an attacker is not assumed to have physical access to the function/node. The requirements on functions/nodes in the RAN may in most cases not make this assumption.

A problem here is that functions may be located in both the core network and in the RAN depending on implementation. Therefore more than one type of SAS may apply to a single function (if that is the chosen target) depending on the deployment of the function.
If requirements are put on a high enough level they will be independent of the location. However, it is likely that requirements would be sufficiently detailed to make the location important. For example, RNCs located in so called exposed locations are required to implement IPsec to protect the backhaul like just like eNBs, whereas when the RNC is not in an exposed location the requirement on IPsec would not be cost effective.  

3
Conclusion

This paper has discussed three dimensions of the problem of determining what the target of the SAS should be. The first dimension being that functions may be distributed over many nodes and nodes may implement many functions. The second dimension being that the location of the nodes/functions will have an impact on the SAS. More than one SAS may apply to the same function depending on where the function is placed in the deployment. 
4
Proposal
It is proposed that SA3 discusses the analysis above and take it into account when deciding on the appropriate target for the SASes. It is further proposed that the text above is agreed for inclusion in the TR on security assurance. The pCR below implements the text with some editorial modifications to make it more appropriate as TR-text.
*** BEGIN pCR ***
5
3GPP Network Elements in the scope

Editor’s Note:  This chapter will provide the definition of a 3GPP Network element in the context of the study (whether it should be an individual 3GPP functional entity, a group of 3GPP functional entities or some other realisation). This chapter will also give a list the 3GPP Network elements in the scope of the study.


4.1.1
3GPP function specific requirements vs platform/node requirements
Editor's Note: Definitions of 3GPP function requirement, functional requirements and platform requirements must be clarified.

A SAS will be produced with some specific target in mind, this target being related to the realization
of some 3GPP defined functionality. For example, if the 3GPP function SGSN is implemented on a server platform, a SAS may have a security assurance requirement that the software updates to the server platform where the SGSN function is running shall be integrity protected. However, the SGSN function as defined in 3GPP does not have a function for updates to the server platform. Therefore such a requirement cannot be put on the SGSN seen as a function. 

However, in the end, 3GPP functions are implemented in one platform or another and this must be taken into account in this study. For simplicity, a physical entity implementing one or more 3GPP functions will be referred to as a node in the following.
4.1.2
Distribution of 3GPP functions over nodes
One node – many functions

3GPP mainly defines logical functions. For example, an SGSN and an MME are two functions in the 3GPP architecture. Often they are thought of as two different nodes. However, it may in some cases be advantageous to implement these two functions in the same node. Other examples of co-location is when the RNC function is implemented in the same node as a NodeB function. In fact, an entire mobile network may be implemented in the same node. The latter is sometimes referred to as "network-in-a-box" and can be useful in situations where fast deployment is necessary, e.g., in catastrophe areas. 

One function – many nodes

Coming from the other direction, it is also common that the implementation of a single 3GPP function is split over several nodes. An example is the HSS. The HSS may be split so that there are a set of back end databases storing the subscription data and a set of front ends that implement the protocol interfaces toward other functions, such as the MME. The back ends and the front ends may be implemented in separate physical nodes. This is treated as an implementation detail in the 3GPP specifications and should be continued to be treated as such for flexibility. 
Observations

-
More than one SAS may apply to a particular node. A situation where this will occur is for example where the RNC function is co-located with the NodeB. Already today the specifications require more security from RNCs in so-called vulnerable locations than from RNCs in more secure locations.
-
Depending on implementation, a SAS may not apply to the entire function. A situation where this may occur is the HSS example from above. The AuC most likely will have much harder requirements than other parts of the HSS. It may not be necessary to require the same strong security for all parts of the HSS since this will unnecessarily raise the cost of these nodes.
-
One SAS per function lead to too many SASes. There are too many functions in the 3GPP architecture to have one SAS per function. Combinations of functions and platform requirements make this problem even larger. One SAS must hence cover more than one function. Functions that are similar, for some definition of "similar", must be grouped together for this to be manageable. 

4.1.3
Location of functions and nodes
Editor's Note: This clause shall discuss aspects related to the trust/security related to the location of the network element.
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